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Cloud computing to
replace traditional IT:
Asia survey

by Enterprise Innovation staff

While many are still apprehensive about Platform as a

the eloud, the majority of attendees during service?

a recent conference on cloud computing

suid they foresee a shift to cloud comput- Infra_ asa
: i . service?
ing and away from traditional enterprise

IT — over the next five years. Appication

Over two-thirds (68%) of the 100
delegates surveyed are even more op-
timistic regarding the uptake of cloud : Service as a
technologies, expecting to see wide- LY Service?!

. spread adoption of cloud comput- E——

as a service?

ing services amongsl Asian
enterprises within the next
three years. Furthermore,
66% of respondents say that

their company is planning
to implement a cloud-com-
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Globalization and Globally Available Resources

- Instrumented, Interconnected, Intelligent *Web 2.0

Billions of mobile
devices accessing the
Web

« SOA

Access to streams of
information in the Real
Time
New
Possibilities..

Mew Forms of Collaboration
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The challenge of cyber security in cloud computing

Private sector

- i_ R controls most critical @

4 ° =% High degree of
government &

_5@ economic
dependence on

digital systems

Gougle .
; infrastructures

Inconsistent
information sharing
and collaboration
among stakeholders

Uneven application of

secure engineering to

increasingly complex
systems

Growing capability of
adversaries to exploit
asymmetric advantage

Deperimeterization and
new customer touch points
into networks
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CLOUD COMPUTING SECURITY CONSIDERATIONS

= Confidentiality:  Data exposure & leakage
= Integrity: Data compromise

= Availability: Reliability of service, business continuity

= Reduced Ability to Demonstrate Compliance:
= Reduced Ability to Manage the Security Environment:
= Storage and Backup, disaster recover

Can the provider segregate and protect individual groups of data within the remote,

distributed shared environment?

= Firewalls & IPS etc to prevent network/infra hacking attacks
» Standard “perimeter defense” is still first and foremost!

= Viruses, worms, trojans, malware, bots ...

= |dentity and access management, user provisioning
» Authentication & Encryption

= Availability — prevent againt Denial of Service

= Vigilant monitoring, S.I.E.M.

PER GARTNER

« Implement and maintain a security program.
* Build and maintain a secure cloud
infrastructure.

« Ensure confidential data protection.

« Implement strong access and identity
management.

« Establish application and environment
provisioning.

« Implement a governance and audit
management program.

« Implement a vulnerability and intrusion
management program.

« Maintain environment testing and validatio
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The Myth: “Our Site Is Safe”

We Have Firewalls We Audit It Once a
and IPS in Place Quarter with Pen Testers

Port 80 & 443 are open Applications are constantly
for the right reasons changing

We Use Network

Vulnerability Scanners We Use SSL Encryption

Neglect the security of the Only protects data between
software on the network/web site and user not the web

server application itself




SOMETHING IS STILL OUT THERE

News Front Page

"I One-Minute World News
Last Updsted: Tuesday, 21 August 2007, 10:01 GMT 11:01 UK
B E-mail this to a friend = Printable version

Monster attack steals user data

MY PAPER TUESDAY MARCH 3, 2009

TUE MAR 03 09 MYPAPER

SINGAPORE

Glitch spills UBS clients” info

Mr Tan Teik Guan, chief ex-

Africa
Americas
Asia-Pacific
Europe
Middle East
South Asia

uUs job website Monster.com
has suffered an online attack
with the personal data of

hundreds of thousands of users
stolen, says a security firm.

A computer program was used to
access the employers' section of

Pust Res i

Wealthy customers saw details of others’ online
accounts, but bank says nurnher affected is small

TECHNICAL glitch at
Swiss bank UBS gave its
wealthy customers in Sin-

gapore and Hong Kong a shock
last week when they logged on

Asked how many clients
were affected, all she said was
that “some limited account infor-
mation concerning a small
number of UBS wealth-manage
ment clients was accessible by
very limited number of other sys

ing to the incident and has im
plemented measures to prevent
a similar oceurrence in the fu-
ture.

The bank also reported the in-
cident to the banking authorni-
e and in Hong Kong: the
Authority of Singa-
p.-r._ (MAS) and the Hong Kong
Monetary Authority (HEKMA).

Asked about what MAS
would be doing, its spokesman
said that “we are following up
with the bank”, but did not elab

ecutive of Data Security Systems
Solutions, said such accidental
leaks of confidential informa-
tion could lead to “embarrassing
situations for clients and reputa-
tion risks for banks”.

“Intentional leakages are
more serious as the data..
(could be) used for more mali-
cious activities,” he said.

. UK the website using stolen log-in Sy

Business  cradentials. The priv

Health fm]nfi‘coﬂﬁc

- ’ 1 Monster is a leading online jobs | oo b

Science/Nature  Symantec said the log-ins were  zervice Becount i

Technolugyl used to harvest user names, e- counts, thot

« 2 their names,

i When ¢
Entertainment Mail addresses, home addresses and phone numbers, which

spokesman
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Cloud Computing Security — The Soft Spot

- Application Security Issues

Applications can be CRASHED to reveal
source, logic, script or infrastructure
information that can give a hacker
intelligence

Applications can be COMPROMISED to make
it provide unauthorised entry access or
unauthorised access to read, copy or
manipulate data stores, or reveal information
that it otherwise would not.

» Eg. Parameter tampering, cookie poisoning

Applications can be HIJACKED to make it
perform its tasks but for an authorised user,
or send data to an unauthorised recipient,
etc.

» Eg. Cross-site Scripting, SQL Injection

April 5, 2010 3:32 PM PDT

Exploits not needed to attack via PDF files

by Elinor Mills A 5 con

el icivicei i § share BEE

-PDF Worm,Demo - No JavaScript Required gomm

T
O - e

Provided by sudosecure.net

“VRLEliunch POF Feature to Infect Existing PDF F
Javascript is Disabled in Acrobat Reader

. open "empty.pdf", just a normal POF file.
- verify Javascript is Disabled

. open evil "ownit.pdf”
- prompted by Acrobat Reader, we control displa
- Must click Through to work
. Reopen " ty . pdf”
- PDF has been modified with Launch object dire
user to sudosecure.net

ALL DONE!

Jeremy Conway created a video to show how hiz PDF hack waorks.




©} 500 Internal Server Error - Mozilla Firefox

Fle [t Yew & Bockmaks ook  Help
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S00 Internal Server Error

java. lang.HullPointerException
at FlectWatch.fveontrol. doGec (Zucontrol . java:ia)
af javax.gerviet.hoop. HoepServlet.2ervice |[HoepServlet. Java: 7400
at jewvax.secwlet. http.HetpSecrlet . =service (HetpSecwrlet. Jjara: 883 )
at com.evermind[Cracle Appllcation Jerver Contalnera for JEEE 10 (9.0.4%.2.0)]1.2erver.htih.ServlietRegueatDispatcher . invoke (ServietRegqueatdispatchet . Jan
at ocom.evermind[Oracle Rpplication Server Containsers for JZEE 10g (9:0.4.2.0)] ssecver.http.SecvletBequestispatcher . forvacdInternal (SecvletRequestDiapa
st com.evermind[Cracle Applicetion Server Containers for JZEE 1O0g (9.0.4.2.0)] .server.htcp.HttpReguestHandler  proceaskequest (HotpRequestHandler . Java: 79
at com.evermind[Cracle Applicstion Jerver Containers for JEZEE 10g (9.0.4.2.0)] .=erver.htep. AJPRegquestHandler . cun (AJPRequestiHandler . jawa: 208)
at com.svermind{fracle Application Server Containesrs for JZEE 10g (2.0.4.2.0)) .secverc.htep. MPRequestHandler . tun ( AJPRequestandler. janrs: 125)
at com.evermind[Cracsle Application Server Cohtalners for JEZEE 10 ([9.0.4.2.00] .util.ReleasableRescurcePooledExecucori Aylorker . tun {Re leasab leResonrcePog

at jswva, lang. Thread.run(Thread. javs: 534)

These are real examples — hackers

Love these error message pages ...

i | ]

#5tart| [ @ 500 Internal Serve.. @ M3 DOS | &1 philippine Airtines ... A B 912 aM




77 Procedure 'car_Get_JobOpeningsKeyword' expects parameter ‘@type’, which was not supplied. - Windows Internet Explorer o |E’|5|

ﬁtj - IE. hth:l:ln"!r'rESl:lLerE p-=reer_job_opening.aspx j Ile |f._| IGDE:Q!E SGP |£i'|
File Edit WView Favorites Tools Help
T:Ii’ 'ﬂi’ EPruc&dure ‘car_Get_JobOpeningskeyword' expects p... | | ; @
. . Procedure 'car_Get_JobhOpeningskeyword' expects parameter '@type’, which was not supplied. d
Server Error N /{:a remtu:u:_l",r'resu:uurces.f ' .com/career fcareer_job_opening.aspx
o

Procedure 'car_Get_JobOpeningsKeyword' expects parameter '@type’, which was not supplied.

Description: An unhandled exception occurred during the execution of the current web request. Pleaze review the atack frace for mors infermation about the error and where it originated in the code.

Exception Details: Syztem.Data SqlClient. 3glException: Procedurs "car_Get_JobOpeningzKeyword” expects parameter '@type’, which waz not supplied.

Source Error:

An unhandled exception was generated during the execution of the current web reqguest. Information regarding the origin and
location of the exception can be identified using the exception stack trace below.

Stack Trace:

[SglException: Procedure 'car_Get_JobOpeningsKeyword' expects parameter '@type'. which was not supplied.]
Career.Career. 5elect_JobOpeningsByiWord({5tring strDBConn, S5tring strkeyword)
Career.careers_job_opening.BindGrid()

Career. careers_job_opening.Page_Load(Ohject sender, Eventirgs &)
Syztem.Web.UIL.Control.OnLoad (Eventirgs &) +&7
System.Web.UIL.Control. LoadRecursive() +35
System.Web.UI. Page. ProcessRequestMain() +750

Version Information: Wicrozoft MET Framework Verzsion:1.1.4322 2300; ASP.NET Version:1.1.4322 2300

More information to entice a would-be hacker?!

=

| T T T T @ mternet [®00% -




7~ Welcome to vPOST - Windows Internet Explorer

T— EE

g-@ - Iﬁ, htu:us:,.",-"'A"Nw.vpnst.cu:um.sgfy'pu:ust,r'vauﬁﬁenﬁcate

=1 & [}42 ][ |]ooge ser »

File Edit View

Favorites

Tools: Help

& & g

x | e [ | R - B - ® - |:hpage - (G Toos -

| E} Welcome to wvPOST

e

CJVPOST | ©vPOSTUSA | £ vPOSTJAPAN| £ vPOSTEUROPE | £) vCONCIERGE |
| Apply for GOOD | LOGOUT |

Secured &1 28bit S5L

BILLS

gPayr Shipping Charge

Compilation of

‘Iprograms/beaifuser_projects/vpostdomain/vpostserver/.wlnotdelete/vpostserver vpost 3878766/jsp_servlet! mainContent.java’
failed:

-vPOSTUSA
-vPOSTJAPAN
-vPOSTEUROPE
gPayr Bills

gh‘iew Bills

gPa:.rment History

gPost Payments

FROFILE

gProﬁ!e

gPersona!izaﬁon

gc.hange Password
gComact s

/programs,/bea’¥/user_projects/vpostdomain/vpostserver/.wlnotdelete/vpostaerver vpost 3878766/jsp servlet/ meinContent.]
cannct resclve symbol

probably cccurred dus to an error in /mainContent.jsp line 1380:

CleanUIABLEUtility utbhlutil = new CleanUTABRLEUTilityi);

(31}

fprogrens,/bea7/user projects/vpostdomain/vpostserver/.wlnotdelete/vpostserver vpost 3878766/jsp servlet/ mainContent.
cannot resolwve symbol

probably cccurred due to an error in /meinContent.jsp line 1380:

CleanUTABLEUtility utkblutil = new CleanUIABLEUTilityl);

/progrens,/bea’¥/user projects/vpostdomain/vpostserver/.wlnotdelete/vpostaerver vpost 3878766/jsp servlet/ meinContent.]
uses or overrides a deprecated API.

(31}

Full compiler erroris):

/programs /bea? fuser_projects /vpostdomain/vpostserver /. wlnotdelete /vpostserver_vpost_3878766,/jsp_serviet/__mainContent. j&
symbol : class CleanUTABLEULiTity
location: class jsp_serviet.__mainContent
CleanUTABLEUtiTity utblutil = new CleanUTABLEUtiTity () /[ /mainContent.jsp; Line: 1380]
M
Jprograms /bea? /user_projects /vpostdomain/vpostserver /. wlnotdelete /vpostserver_vpost_3878766,/jsp_serviet/__mainContent. jz

symbol : class CleanUTABLEULi Tity
Tocation: class jsp_serviet.__mainContent
CleanUTABLEUti Tity utblutil =

new CleanUTABLEUtiTitw(): //L
A

Mote: /programs/bea?/user_projects/vpostdomain/vpostserver/.winotdelete/vpostserver_vpost_3878766/jsp_serviet/__mainCont

Mote: Recompile with -deprecation for details.

2 errors

/mainContent.jsp; Line: 1380]




Attackers use directory traversal attacks to rea S b servers, such as SSL private keys assword files

v E http:/web.ebay.co.uk/ i

v A Buy Sell MyeBay Communi
& .co.uk Welcome! Sign in or register

- Advanced Search

Categories v | Shops | eBay Motors g Safe

Home » Business Centre » Changes in 2008 > Changes to Pricing

# Do not remove the following line, or various programs # that require network functionality will fail. 127.0.0.1 localhost.loca
localhost 11 localhostd localdomainé localhostd # Management server 10.3.194.141 car-man.ebaydevelopment.co.uk car-ma
Production database vip 10.3.164.17 PRODDEB.ebaydevelopment.co.uk PRODDE # Serverfarm - BDN 10.3.166.11 eby-pr-

whb1l.ebaydevelopment.co.uk eby-pr-wb11 10.3.166.12 eby-pr-wb12.ebaydevelopment.co.uk eby-pr-wb12 10.3.166.13 eby-¢
wb13.ebaydevelopment.co.uk eby-pr-wb13 10.3.166.14 eby-pr-wbl4.ebaydevelopment.co.uk eby-pr-wb14 10.3.166.15 eby-f
wb15.ebaydevelopment.co.uk eby-pr-wb15 10.3.166.16 eby-pr-wbl6.ebaydevelopment.co.uk eby-pr-wb16 10.3.166.17 eby-f
wb17 ebaydevelopment.co.uk eby-pr-wb17 10.3.166.18 eby-pr-wbl8.ebaydevelopment.co.uk eby-pr-wb18 10.3.166.19 eby-f
wb19.ebaydevelopment.co.uk eby-pr-wb19 10.3.166.20 eby-pr-wb20.ebaydevelopment.co.uk eby-pr-wb20 10.3.166.21 eby-
whb21.ebaydevelopment.co.uk eby-pr-wb21 10.3.166.22 eby-pr-wb22.ebaydevelopment.co.uk eby-pr-wb22 # Serverfarm - el
10.3.166.31 eby-pr-wb31.ebaydevelopment.co.uk eby-pr-wb31 10.3.166.32 eby-pr-wb32.ebaydevelopment.co.uk eby-pr-whz
10.3.166.33 eby-pr-wb33.ebaydevelopment.co.uk eby-pr-wb33 10.3.166.34 eby-pr-wb34.ebaydevelopment.co.uk eby-pr-wh3
# Do not remove the following line, or various programs # that require network functionality will fail. 127.0.0.1 localhost.loce
localhost 11 localhoste.localdomaing localhosté # Management server 10.3.194.141 car-man.ebaydevelopment.co.uk car-me
Production database vip 10.3.164,17 PRODDEB.ebaydevelopment.co.uk PRODDE # Serverfarm - BDN 10.3.166.11 eby-pr-

whbll.ebaydevelopment.co.uk eby-pr-whil 10.3.166.12 eby-pr-wbl2.ebaydevelopment.co.uk eby-pr-wb12 10.3.166.13 eby-f
whb13.ebaydevelopment.co.uk eby-pr-wb13 10.3.166.14 eby-pr-wb14.ebaydevelopment.co.uk eby-pr-wb14 10.3.166.15 eby-f
wh15.ebaydevelopment.co.uk eby-pr-wb15 10.3.166.16 eby-pr-wb1é.ebaydevelopment.co.uk eby-pr-wb16 10.3.166.17 eby-[
wh17.ebaydevelopment.co.uk eby-pr-wb17 10.3.166.18 eby-pr-wb18.ebaydevelopment.co.uk eby-pr-wb18 10.3.166.19 eby-f
wh19.ebaydevelopment.co.uk eby-pr-wb19 10.3.166.20 eby-pr-wb20.ebaydevelopment.co.uk eby-pr-wb20 10.3.166.21 eby-f
wh21.ebaydevelopment.co.uk eby-pr-wh21 10.3.166.22 eby-pr-wb22.ebaydevelopment.co.uk eby-pr-wh22 # Serverfarm - el
10.3.166.31 eb},f-pr -wb31. eba}fdevelﬂpment co.uk eb},r pr-wb31 10.3. 165 32 eby-pr-wb32. ebaydevelnpment co.uk eb],f-pr -wh:
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CrO SS 'Slte SC I'I ptl n g A top web-borne application attack today

1) Rogue Link to
bank.com sent to
user via E-mail,
HTTP or
malware

5) Bad guy uses stolen
session information to
impersonate user
4) Rogue Script sends user’s
cookie and session
information without the user’s
consent or knowledge

bank.com

2) User unknowingly sends roogue script
embedded as data during normal session

3) Rogue Script plus data returned,
executed by browser
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A Sample Of The ‘low hanging fruits’...

Shell | TTP PUT R - Debug files and
Command " — Test pages
Execution PDElACEmEnR pag

] Directory, Injection T i
N LIsting
RN ESHORNSE
Solitiirie) EVICES ‘ | Traversal
‘ N Perrlme ers
Server Side =allsinlinle)
Includes -_ File Upload Frifatiefn)

= DW'S

LDAP Iniection SO CCLo) MS

EMmaiESPeeHnk
Path -
raversal WebLogic
e URE Issues

.‘ Cookie Poisonin
r)rj\/c'rJ/ g

SQL Injection




wiwvw.youtube.com/results?search_guery=application®s20hacking@search=5garch&sa=X8woi=spel@rasnum=08spel=1

Favorites  Tools  Help

YouTube - application hacking | |

i;'ﬁﬁ ~B - & léa ~ Page~ Safety- Took-

=)
YU" Tune ‘applicatinn hacking Search Browse

= Search options

iIPhene application hack

Allison Sheridan of the NosilaCast Podcast hosted at podfest. com shows off the
App. Tapp. application installer for the iPhone. Her favorite twao ...

by nogillacast 2wyears age 27,966 views

Hacking Internet Banking Applications
Source: video hitb.erg The general public sentiment iz that the banks, having
always been the guardians of our meney, are expert at =afeguarding ...

by pefil 2vyears 19,386 vi
) y pefim 2 vears ago \386 views

== FPaypal Free Money Application Hack Faypal Ultimate 2010 Fully

the more info button to see download and info: savethisdocument.com Kevwords
acceunt maple hack adventure guest hack cs hack Extra Tags Extra Tags ..

by MargeryKinerzcgt 3 montheago 111 views

How Hack Facebook Application

Download file: bigdocument.com how to hack the Web Sudoku application on
Facebook. All you need ig a web browser that can use user scripts (most ...

by DeonteDerek = 2 months ago 207 views

Hack This Site Application 2 [HD][HD|

Watch in HD. In this tutorial i will shows ou how to complete hackthizsite.org
application challenge 2. Comment, Rate, Subscribe! Wireshark:

by thicoemputeradmin = 3 months age. 316 views

iRebel Prizerebel Hacking Application PART 1 [HD}IEI

P L ——

Tonz1702» | Sign Out

“application hacking” results 1 - 20 of about 3,090

Featured Videos

Twatter Hacked by Iranian Cyher
SUBSCRIBE! bit Iy ¥+ Tyyeet this!
tinyurlcom Twitter was ...

by Tobuscus = & months ago

49,272 views

Expose For The iPhone/iPod

ipod "ipod touch™ touch jailbreak jailbroken
ironman333333 ..

by ironman333333 | 10 months ago
3,637 views

iPod Touch as a fully functional

or gomthing. The next thing would be FOR
SOMEDNE TO CREATE AN APPLI...

by skeetrozauce = Z years ago

18,936 views

PHP Tuterials: SAL Injection (Part
tutorial tutorials help me learn learning
lez=on leszone teach teachin...

by phpacademy 1 year ago

27,898 views

Change homescreen and

Add us on facebook at
www:facebook.com ...iphone 3gs 4.0
g

e T e e s 2 T

T T T (@ meme f
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WHY DO HACKERS TODAY ATTACK APPLICATIONS?

= Because they know you have firewalls
» So they need to find a new weak spot to hack through and steal or compromise your data

= Because firewalls do not protect against app attacks!

» Very few people are actively aware of application security issues

» Most IT security professionals, from network & sys-admin side, have little experience
or interest in software development. Programmers have little experience or interest in
security or infrastructure.

Oops! Google Chrome could not find www.ntu.ed.sg GOUSIG

= Because web sites have a large footprint o vemen wnniedise

Additional suggestions:
» Search on Google:

= Because they can!
» It is nearly impossible to write a comprehensively robust application

» Many organizations today still lack a software development security policy!

DEVELOPERS ARE UNDER GREAT PRESSURE OF RESOURCES, BUDGET,
TIMELINE & KNOWLEDGE

Developers are culturally not into secure coding practice even though they learn it.
Developers think differently from hackers, and often lack the right experience

It is a nightmare to manually QA the application

Applications today are hundreds of thousands of lines long
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Why does software have vulnerabilities?

Singapore
Mercedes

D(_)tmore
. Wi ess
Today I'm being asked to:

* Deliver product faster (a lot faster!) « East fines

* Increase product innovation .« Good

* Improve quality . Cheap

* Reduce cost

_ -> Choose 2 only

® Deliver a secure product (?)
OUR GOAL T5 TO WRITE 1 HOPE TM GONNA
BUGFREE SOFTWARE . THLS WRITE ME A
T'LL PAY A TEN-DOLLAR DRIVES NEW SUV
BONUS FOR EVERY BUG THE RIGHT ~ THIS AFTER-
YOU FIND AND FIX, BEHAVIOR. NOON!

5. A%ms E-mall: SCOTTADAMS®ACL.COM

HJ.-"I} © 1985 United Festure Syndicate, Inc.(NYC)
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Top 10 OWASP Ciritical Web Application Security Issues '09

1.
2.
3.
4.
5.
6.
1.
8.
9.

10.Insecure Configuration Management

Unvalidated Input

Broken Access Control

Broken Authentication and Session Management
Cross Site Scripting Flaws

Buffer Overflows

Injection Flaws

Improper Error Handling

Insecure Storage

Denial of Service
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Top 10 OWASP Ciritical Web Application Security Risks ‘10

1.
2.
3.
4.
5.
6.
7.
8.
9.

Injection

Cross-Site Scripting (XSS)

Broken Authentication and Session Management
Insecure Direct Object Reference

Cross-Site Request Forgery (CSRF)

Security Misconfiguration

Insecure Cryptographic Storage

Failure to Restrict URL Access

Insufficient Transport Layer Protection

©

Unvalidated Redirects and Forwards
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INTERNET APPLICATION SECURITY - SOLUTION
Security for Smarter Products

= Smarter Products require secure applications

= Security needs to be built into the development
process and addressed throughout the development
lifecycle

» Providing security for smarter products requires
comprehensive security solutions deployed in concert
with application lifecycle management offerings that:

* Provide integrated testing solutions for developers, QA, Security
and Compliance stakeholders

» Leverage multiple appropriate testing technologies

» Provide effortless security that allows development to be part of)
the solution

» Support governance, reporting dashboards

« Can facilitate collaboration between development and security
teams




You need a professional solution to

|dentify Vulnerabilities

", AppScan 7.5 Demo

File Edit View

n 1.scan - Watchfire AppScan

Scan Tools Help

D & = [';Q © 5can ~ ) 5top EﬂManualExplore xgcan Cenfiguration [5] Scan Log p Report @ Update

Wiew

a

Security Issues

9

Remediation Tasks

.

Application Data

{41 My Application (53)

=% hitp://demo testfire net/ (53)
..... . NPEE)

----- cgi.exe (1)

----- comment aspx (2)

----- default aspx

----- disclaimer htm

----- feedback.aspx (1)

----- search.aspe (1)

----- #| serversmor aspx

----- subscribe.aspx (3)

----- subscribe.swf

----- survey_questions.aspx
-0 admin (1)

-3 bank (40)

1.7 images (1)

| ,y Scan is Incomplete

More Information »

Amanged By: Severty  Highest on top
|ﬂ] B3 Security Issues (368 variants) for "My Application’

= @ Blind SGL Injection (4)
http:#/demao testfire net/bank/account.aspx (1)
http://demo testfire net/bankdogin aspx (Z)
http://demo testfire net/bank Aransaction.aspx (1)

@ Cross-Ste Scrpting (5)

@ Fomat String Remote Command Execution (1)

@ HTTP Response Splitting (1)

D 50L Injection (&)

@ ¥Path Injection (1)

S Cookie Poisoning SGQL Injection (1)

| i Mvisoryl 7] FmHsmmmmdation| #¥ Request/Response |

Variant: < 1lof2~ | Original | 2Bk ,J

Properties

@) Show in Browser [ Report False Positive [ Manual Test € Delete Variant @) Set as Mon-vulnerable

POST /bank/account.aspx HTTP/ 1.0

Cookie: amCreditOffer=CardType=Gold&Limit=10000&Inter
Content-Length: 35 D
Accept: */*

Accept-Language: en-us

User-Agent: Mozi11a/4.0 (compatible; MSIE 6.0; Win3z)
Host: demo.testfire.net

Caontent-Type: application/x-www-Form-urlencoded

Referer: http://demo.testfire.net/bank/main.aspx

flistAccounts=0%2B0%2B1001160141%2B0

HTTP /1.1 200 QK

Content-Length: 11744

Connection: close

Date: Thu, 05 Apr 2007 15:03:34 GMT
Server: Microsoft-IIS/ 6.0
X-Powered-By: ASP.MET
X-AspMNet-Version: 2.0.50727
Cache-Control: no-cache

Pragma: no-cache

Fvnirez = -1

4 3

.ﬁ' Variant Details | = Screenshot
ID: 5254
Difference:

The following changes were

applied to the original request:

» Set parameter listAccounts's

value to "0%L2B0%
2B1001160141%2B0

Reasoning:

This test uses several different

HTTP requests in order to verify

the existence of a Blind SQL

Injection '\I'Lllr'IEEblh‘t)' The resulting E

Leed cmem e e e 1 IR S
Enter additional comments for this  »
vanant.

Visted URLs 108/108

D Completed Tests 14194/14134

ﬂ 53 Security Issues

D1z W4 S22 @9




i RiCh Report Options

44 Regulatory Compliance Standards, for Executive, Security, Developers.

F R
Regulatory Compliance

Industry Standard

Report Type |J_a1.rout|

Delta Analysis

' Template: | BExecutive Summary El

Min. Severity: | Informational

A |

El Test Type:

= [] Report Contert
Executive Summary (Ertire Scan)
= [] Security lssues
=[] Variants
[ ] Request/Response
[ ] User Comments
[] Show Validation in Respanse
[ ] Screenshots
= [] Advisories and Fix Recommendations
[].NET
[JJ2EE
[ ] Remediation Tasks
= [ ] Application Data
[] Application URLs
[] Script Parameters
[]Broken Links
[] Comments
[] JavaScripts
[[]Cookies

Help | Preview || SaveRepot.. || Close

Detailed Findings

Vulnerable URL: http-/ifake/fake.aspx

Total of 2 findings in this URL

C . o
Severity: High
Vulnerable URL: hitp:/ifakeffake.azpx (parameter = fake)

Advizory & Fix Recommendation: See Appendix 1

Remediation:
Sanitize user input

Variant 1 of 4 [ID=2416]

Thiz test variant was constructed from the original request by applying the following change(s):

*  Set parameter 'uid's value to "="=<script=alert" Appscan2-%20C353%20attack%
Z20may%20be%%20used y=/script="

*  Set parameter 'uid's value o “='=<script=alert”Appscan%20-%20C55%20attack%
20may%20be%20used y=/script="

Request:

GET /bank/login.aspxTuid=="»><scripte=alert( Appscan¥20-%20C55%20attackyzomayk20bes
20used” )</ script>&passw=Demol234dx=&y= HTTP/1.0

Cookie: ASP.NET_SessionId=3bkg3jsupvfrjfoisbphlorgl

Host: berm

Accept: =/*

Accept-Language: en-us

Lls?r—.ﬂ.gent: Mozilla 4.0 (compatible; MSIE E.tj Windows NT E.0D

referer: http:/barn/hank Ingin.sspy

Variant 2 of 4 [ID=2418]

Thiz test variant was constructed from the original request by applying the following change(s):

s Set parameter 'uid's value to "="=<script=alert{"Appscan%20-%20C55%20attack%
20may%%20he%20used ) </script="

*  Set parameter 'uid's value to "="=<script=alert" Appscan2-%20C353%20attack%
20may%20be%20used y=/script="

Request:

ZFT Fhank Mlaadin ssnvPodid—"wesrrinteaslare £ agoer

23 PR ACESA N s Frar b3 nma vk anbe



File Edit View

Scan

And Most Important :

Actionable Fix Recommendations

“, AppScan 7.5 Demo Scan 1.scan - Watchfire AppScan

Tools  Help

D @ = @ Q 5can - O Stop EﬂManual Explore XScan Configuration [ Scan Log ;-) Report @ Update
) My Application (53)

View

a

Security Issues

9

Remediation Tasks

&

Application Data

=% hitp://demo testfire net/ (53)

comment.aspec [2)
default aspx
disclaimer htm
feedback aspx (1)
search.aspx (1)
SEMVEremor.aspx
subscrbe aspx (3]
subscribe swi
survey_questions aspx

-2 admin (1)
-0 bank (40)
1T images (1)

| i) Scanis Incomplete More Information

Amanged By: Severty  Highest ontop
ﬂ B3 Security Issues (268 variants) for "My Application’

= @ Blind SGL Injection (4) -
hitp://dema testfire net /hank /‘account aspx (1)
hitp://dema testfire net/bank.login.aspx (2)
hitp://dema testfire net/bank./transaction.aspx (1)

@ Cross-Ste Scripting (&)

@ Fomat String Remote Command Execution (1)

@ HTTP Response Splitting (1)

@ SOL Injection (€]

B ¥Path Injection (1)

S Cookie Poisoning SQL Injection (1) -

i) Advisory {1%] Fix Recommendation i g@ Request/Response

\07 Blind SQL Injection

== Fix Recommendation

w General

There are several issues whose remediation lies in sanitizing user input.

By verifying that user input does not contain hazardous characters, it is possible to prevent
malicious users from causing your application to execute unintended operations, such as
launch arbitrary S0L queries, embed Javascript code to be executed on the client side, run
various operating system commands etc.

Itis advised to filter out all the following characters:
[1]| (pipe sign)
[2] & (ampersand sign)
[3]; (semicolon sign) -
4| m | 3

Visited URLs 108/108

|| Completed Tests 14194/14194

[ 53Securtylssues @18 W4 H2 @9




« Report Viewer

Hd R-00-® @ QPaes o196 ® @ [T H (U] A
Compliance Scan Results

Pac
[=]
N

T5unigue issues detected across 49 sections of the requlation:

Section No. of Issues

1. Implement Internet Protocol {IP) masquerading to prevent your internal address from 4
being translated and revealed on the Internet.

(Requirement 1.5)

2. Do not use vendor-supplied defaults for system passwords and other security 19
parameters.
(Requirement 2)

3. Always change the vendor-supplied defaults before you install a system on the network. 13
(Requirement 2.1)

4. Develop configuration standards for all system components. Make sure these standards 16
address all known security vulnerabilities and industry best practices.

(Requirement 2_2)

5. Disable allunnecessary and insecure services and protocols. 13
(Requirement 2.2.2)

6. Configure system security parameters to prevent misuse. 13
(Requirement 2.2_3)

7. Remove all unnecessary functionality, such as scripts, drivers, features, subsystems, file 16
systems.

(Requirement 2 2 4)

8. Encrypt all non-console administrative access. Use technologies such as SSH, VPN, or 3
SSLTLS for web-based management and other non-console administrative access.
(Requirement 2_3)

9. This section applies to hosting providers only — Hosting providers must protect each 56
entity's hosted environment and data.

(Requirement 2.4)
10. This section applies to hosting providers only — Protect each entity's {that is a merchant, 17

service provider, or other entity) and ensure that each entity only has access to own
cardholder data environment
(Requirement A1.1)
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AppScan with QA Defect Logger for ClearQuest

@ AS7.5 Demo Scan 1.scan - Watchfire AppScan

Fle Edit View Scan  Tools  Help b’,
0@ H & ©@sen - Ostop FYManual Explore | J& Scan Configuration [Z] Scanlog 2 | [ii] Report & Update
View Gf] My Application (54) | i) Scanis Incomplete Mere Information X

=8 hitp://demo testfire et/ (54)

..... /(3 Amanged By: Severty | Highest ontop
[@] ----- cgiexe (1) |ﬂ| B4 Secunity |ssues (370 vanants) for "My Application’
Security Issues || comment.aspx () @ Bind SQL Injection (4) ~
default.asp:-: o Cra dico i) ]
' disclaimer htm © Fomat Sming R Severity »
..... feedback aspx (1) Defect Details
@ HTTP Respors g yect
""" il @ Session Mot In = Credential
Remediation Tasks | .. SErversmor aspx A Manual Test rederitials
subscribe aspx (2) s Username:
bscib .Mpx @ ¥Path Injection]  Delete
O :E::: ;L'IZ stions aspx W Cookie Poisonit  Set as Non-vulnerable BT l:l
:(:{ []"E:l admin _('I] . W Directory Listing = Defect Details
Application Data W Predictable Log Repaort False Positive
-0 bank {41) U d L:- Summnany: |SQL Injection in http: #revelationacmehack me/bark Aogin aspe [Parameter passw)
-0 images (1) W Unencrypte Log Defect to ClearQuest
& Application id: State: |:| -
\i,) Advisory | %] Fix Recommendation Q‘* Request/Response Praject Keypwords: |
@7 Cross-Site Scripting sl ' N Ouner
_ 5 FHoamal Queue
= Severity: DHigh 4-L o Pricrit ¥
2 Type: Application-level fest Description
# WASC Threat Classification: Client-side Affacks: Crj |S0L Injection ~
m Application-level test =
= CVE Reference(s): MIA o ] o L
i A . . WASC Threat Classification: Command Execution: SOL Injection
# Security Risk: It is possible to steal of S _
customer session and Security Risk: It is possible to view, modify or delete database entries and tables )
which may be used fo i
a legitimate user, allow] = Attachments
hacker to view or alter | : |j' Open Edit X Remove fﬂdd Atachment. .,
and to perform transac T T - - - - - 3
é & i
Advizarg html  FisRechtml  Variant]-On.. Variant!-Tes.. Varant2-0n.. Variant2-Tes.. Variant3-Ori.. b
)
4
Visted URLs 112/112 || Completed Tests 14255/14255 [l 54Secuitylssues @ 19 W 4 [ Cancel ] [ LogDetext
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Innovate
SECURITY TESTING IS PART OF SDLC QUALITY TESTING

’L»‘-’- Collaborative Application Lifecycle Management

SDLC Quality Assurance
Quality Dashboard
|

Test Management and Execution

L
Management g
|
Crfateg Build G Managtte)g Repolrt G
Plan Test Test Lal Result
/ e e Open Platform
Best Practice Processes i
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I Coding Build QA Security Production

Developers

L
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Software Security Testing Technologies

Static Code Analysis = Whitebox

- Looking at the code for security issues
(code-level scanning)

Code
integrity

Static Complete
Analysis WRESEIER

Dynamic Analysis = Blackbox

- Sending tests to a functioning
application

D Camas - aar
g ¥

Relationship with:
-Other apps, o/s
-Middleware, infra
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Application Development Security Testing Domains

BLACK BOX WHITE BOX

IBM Rational Appscan Standard Edition IBM Rational Appscan Source Edition

Dynamic APPLICATION Analysis Static CODE Analysis

Good for security folks who are not Good for developers who are not
experienced in application development experienced in security

Don't need to worry about code Provides learning for developers

Good for interim audit of half-written

Simulates real-world exploit attack
code

Can test for more than just HTTP /HTML
code - eqg. C, C++, C#, Perl, Codefusion,
Javascript ...

Tests for relation between App and
other apps, O/S, middleware, network

Like IPS, checks for "unknown" threats Like Firewall, checks for "known" threats
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= Two approaches to web application security scanning

= Black-box - Automates attacker actions
= White-box - Automates code auditing

= Challenges and issue coverage are different
= Complete solution — involve more people in the organization
= Objective — build the knowledge, minimize future errors & risks

Black Box White Box

AppScan
Source Ed.
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IBM Secure Engineering Initiative

Provides structure,
execution and accountability

f fow & sl security characteristics of
Of SOTWAre aic Soton Development software offerings through
development projects

Key Performance Indicators
Process

Continually improve the

Guidelines and best

practices for secure Engineering Security
software in design,

Builds and Maintains trusted

relationships with suppliers,
development and \_ Framework Improvement Y, distribution channels,
deployment import/export and customer
- - q q
Supply Chain Security slllergeis

IBM develops products and solutions for sale.

IBM develops and operates solutions and services for its own internal use.
IBM develops and operates solutions and services on behalf of customers.
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Introducing IBM Secure by Design

Automate security testing early & often throughout the development lifecycle

= |dentify and remediating vulnerabilities throughout
the application and/or product lifecycle .ﬂ.

= Experience a 70% reduction in remediation costs
by implementing a pro-active, automated approach

2o 3

_ _ _ _ _ Deliver New Innovate Reduce
= Avoid repercussions from failed compliance audits  services Faster  Securely Costs

Secure Collaborative Lifecycle Management

REQUIREMENTS CODE BUILD QA - PRE-PRODUCTION PRODUCTION
g @& eg =
2 2 ) =gl =g
® & g g €
Seeully S ity testing at i i Security oversight & i i
requirements ecurity testing Automate security  Incorporate security y oversig Ongoing security
templates the source testing at build into testing audit monitoring

Automated security testing at every stage of the development lifecycle
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Delivering new Secure by Design tools and frameworks

Implement security best practices and tools
into each phase of the lifecycle

Best-in-Class

: : _ Secure Testing Tools
= A proven security blueprint for building

and deploying secure software in both Tesi\ & Vulnerability
. . . t .
application and manufactured product (lucation - FERERSTEIE - Seaurity
. wareness Requwements
scenarios
Incident
Response E S_ECUI‘PT -
= Enables on time, on budget delivery of ngineering |
. Framework —~—
secure software via automated source Project Risk -f
code testing Planning Assessment /

Documentation

= Manage the proliferation of portal and
Web applications with more scalable,

hiah “Utilizing IBM's leading AppScan family of application security solutions has proven to be
9 i . of siqnificant value to our customers in reducing their overall risk and demonstrating compliance.”
MCTHIVITTIIAIIVT TUTITIULY Allu avutcoo ) ] ) ] ] ) )
- Joey Peloquin, Director, Application Security, Fishnet Secu
management
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Conclusion:
SECURITY BY APPLICATION DEVELOPMENT QUALITY

= The Application Must Defend Itself

» Firewalls & IPS etc cannot stop an application attack

= Application Security must be strategic, not ad hoc or afterthought
= Both security and development teams need to be in harmony

= Need to move application security testing back into development
(code & build) stages of cycle

= Need professional, world-class automated scanning, reporting &
remediation tools, backed by comprehensive top R&D.

= Future integration with other security solutions eg requirements,
network

Lower Compliance & Security Costs by:

® Ensuring Security Quality in the Application up front

* Not havingtodo alot of rework after production 4 ﬁ
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Don’t worry — IBM to the rescue

=
a Yﬂ" Tul]e | | Saach Sicwee | Luoad lerzteuz w | Sgn
Ynu Tuhe ISE':“'“"Q the sdic | Saarch Browse | Upload

Innovate 2010 Application Security and Compliance
Securing the SDLC: A Business Perspective tominnevatn | £ viios (6| | Sucame

15C2TV 15 videos (=] | Subseribe

Sugozations

1nee2 2010 Slnee
Somiputing
iy BN

n 13 viewe
Pr
L] Siviek Kardy 200 Rl vy
i 2L W ing Goal
=y 1=Mr=a
33,071 viewrs

rve.s 2010 Audshing
Arzaizecturz and Congt-

7 B novEsE
o
1evas 2000 Vs <3 Roves
s Tk eF Befruiarn Rnow
s, s Lviwvea
. p v
r’ l 1 . I i 1gvene 2000 Teady Boock
] il 3 i Show Suer s BV H
pE" 13 95y — - 4 Ty brimnovess
== = o A} 136 viowe
et . ol = 250 e 2010 g77 S rions
Vanny & 1 17 1k aRe s e I 0 Tance 11 anolieas =1 s2eih AN rams £70F P WETE

f application secunty anthony Saarch Browse | Upload i = Sign Out
YouQ [l | |

Why web application security is important
15C2TV o =l 2046 = questexhk 48 videos (=|  Subscibe

Yﬂu TubE |_ Search Browse | Upload

Essentials of IBEM Rational AppScan Standard Edition V7.9: Scanning Web Servii
IBMRational 107 videos [=] | Subsciibe

TR TR R = @ (O£ L2

Wek Agglication Security
ndamantals pt §
nbox

Sung

Wak Agplication Secunty in
todays challanging

Objectives

21
* After completing this module, you will be able to:
Software Tasting vs. Software
Assuranca
Y gchaal
17,18 views

« Describe a Web service and how they work

» ldentify the security risks that Web services face

W &n":\kes-cujrrenl web security
practi»:_-‘,_es useless?

application security
and solutions
N

» Explain how Rational AppScan tests a Web service

» Create and run a simple Web services scan

Sacurity Today

questextk | His ) = 192[= Owasp5034 Part2 - LOTUS
Anthony Lim continues the discussion around web application aecurity, how hac views MOTES AMD DOMING WEE
Il fcc) chlke | G2 Saveto ¥ EEC Share <€mbed- | | M
I8MRational y =] 467 [=

1B Rational Aon=can Standard Edflion is an industreleading Wb aoolication wiEws —
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Thank You

YOUAUATU

www.ibm.com/software/rational www.ibm.com/security

WWW.ISC2.0rg WWW.owasp.org
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