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12, f- DT PRSI IR L AL - N RS SQL  AEENRTR L i 2 T R -
13. - e R

14. @LFT'Q??‘??E*JEJH#} 1 -

15, - TR >R R AR o F'aﬂ?%r RM_Error = #71H5E » HEETRGAR V==L Ifflfj’ °

4.4 Tivoli Risk Manager [“E/? /??"

o o v AN Skl 1 s ﬁ%ﬁﬁﬁ@é%ﬁ@ﬁ%ﬁ’ﬁé

|~ ]f? rmagent xml % “FEJL;»HI Y11 instanceCount 2 ’*é?ﬁ > AR s iﬁlﬁiﬁ o TR E P A b SR
A EHEGEE ﬁ‘/* I instanceCounts > ~*J I Ju @158 4 35 IFF} IR - ﬂt in e glﬁ%’*@ﬂ I 24 A

E D?E['lﬁ?}% FIRIES

Tivoli Risk Manager H%’*ﬁ; 76 Java HUEIFE o OIS Java B E: [@?gpal T AIX F o

Jetc/security/limits %l 1fzE ¥ JI?E'PL iSE AR R G| ﬂﬁiﬁ‘;ﬁ_ = ‘l*%fk af‘*Lﬁf 192 P o 57073 Tivoli

Risk Manager % "I AIX Ja%fﬁiﬁﬁﬂ s o SRR RmagentMemMax xéﬂ [ Tava fi A firt

‘ffg‘ s PSR RMADHOME ete/rmad.conf Al Fl1 o 7 AIX & » IF“I;EI%E" 92 MB > [E EH M Lswst By

FUH T AR SR R -

RO 5 2 7 - > RmagentMemMax 287 M 58791 Tivoli Risk Manager fi' ' [V fst J\F:,%I/[?é

e FIop s e AIX Fo ﬁ%ﬁn NIl

ot limits f#%Fl1 > 79[ data ~ rss > stack fif Elfﬁﬁ%l'f!ﬁ CEY ™) ulimit fﬁ*ﬁ )

D e o N O

—_

2. 7 rmad.conf M1 > 79[ RmagentMemMax fii <
3. HUNEAREERE
4. 4% wrmadmin -r 52 #HHTRCED Tivoli Risk Manager A3
Fﬂﬁjﬂ : ?'[ persistence [ I#FTE F'UE?&'\E%LWF‘;]E\JT P NHEE %9??5,“?5 Tivoli Risk Manager FFW‘[' o
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7 SR B ;l%‘??%‘éﬁ Tivoli Risk Manager i#% PF[} A ﬁﬁj s it B IR 2 R oL ﬁ!ﬁﬂjﬂﬁ
e iRl
(1+ HE ) x 20 MB

£ IR rmagent.xml R FTIESAVE REE! -
ﬂf*Lﬁ‘U CE IRV ET (W SV ETS 9 PELE [P (B - W R E R o
FRAEL o N IES IR msg i RIERVS T la‘}’lpﬂl% A

'myHostname' is acting suspiciously
i P A1 > B9 MSG g o 5

myHostname' is acting suspiciousl

PIT R © R ) (R pod Il I 13 I e

4.5 DNS #f7
B4l = & Solaris 1+ wrmdns 4 770 T DNS AT «
PIRG4S DNS fefr -
1. & summary_engine.conf 13 #1 incident_engine.conf #{%" °
2. MR FIIPY dnsResolver=off ﬁﬁt’f £% dnsResolver=on.

3. #EH R AI$R4 2K FOHTRED Tivoli Risk Manager 1GEEh :
wrmadmin -r

4.6 FEL 3‘73;“5/;@‘“%5@}‘
(S5 ﬂiLinux S o F fe ik PURERIRR MR IR lﬁi_“f'f Linux ¥ I%PJ IP SR
FRZUHI ﬁf%{ﬁk ﬁ
F|I¥'] Tivoli Risk Manager &% Pﬁ#ﬁﬂ{ﬂ fV JLog 2 (f » T' )7t Tivoli Risk Manager {*ZE/Hfgh = pY {ﬁjﬁﬁ » AR IEL
MEHIFIGERE « It g JTE'FTJ Y i 2 IBM Tivoli Risk Manager Jfjf*/#=#/ ¥ Logging
Command Line Intergace
Tivoli Risk Manager [2ZEIHh ﬁﬁﬁﬁﬂj‘ 1P P JLog Log Manager » 1) o 7 451 9992 -5 HAVE! f’l 4 [p 1
N o logemd H P EAE Y @R PR S %ﬁﬁ [:HJF’, 'J' AR ER o 7k B Linux 538 F > Tivoli Rlsk Manager e
%’* ﬁ@?‘ﬂﬁﬁjj 1 E R 99 2 H%‘éﬁj logcmdfﬁ PRI S Java Connect1onExcept1on I_FPJE\‘_:‘/%:F]J

IP SElRtE = 7“[' uR f HGETTD ¥ o F Linux £k S BE N GIE - WA 5 & Tivoli Risk Manager
fuz %fﬁ%ﬁhﬁﬁ SE[[H 9992 LISTENING * P P [ FAR 7 JVSg i -

e lokkit

e ipchains

e iptables

e ipfwadm

W B :{fﬁ? F IR 9992 PR o B Linux FAASIPIY (F o ¥ FRSE 2 HIUHE S &
i @1§§ﬂ%‘éé'i{’ilu 2§ JIIBS E EAR R Y T%J&,J/ DA ﬁ“ﬁﬁs?éifﬂ{ﬁ:w Tivoli RlSk Manager Hi'fﬂllf%'@

Bl
PG+ e UNIX 8 o USRI 137 Bl » 1952 5 IDS W02 1 0V 178 -
mﬁ%ﬁ%ﬁr%T%ﬁ%ﬁ%ﬁ’%ﬂﬁﬁ%ﬁﬁﬂﬁmvﬁ%WHﬁ%%ﬁﬁ
ﬂiﬁfﬂ I EL (HRMAGO1471) T* 4—5 MR riffl?i?ﬁlfl?*,ﬁiﬂ/ EH
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M LA (n) K
T > AP ALE T -
BT HEICL ¢ TR

4.7 Network IDS 7 [+

[« 5 32 b7 AIX Ak P?S(E*J Network IDS 7+ ]fFEJj‘ 7 F p‘ PEARES i —f\_[ﬂt Network IDS 7+ { ']
e o A U/dev/bpfO%EfFI' ) B SRR naﬁM Efsf;wlﬂ g@;&

P AR EE < R IR RS S35 Adev/bpf0 SR -
LI AIX ARSI (B fl1 > 21 topdump $1 -
2. HERDIFELY o i Culie T topdump -4 0 AT SRR SR
TR
T o [SERCCNIHERSERIPER > DT en0
3. BT ?/“fF’I!ﬁJqs - %9??5,‘?5 Network IDS 5 ZEAH >
stopnids

startnids

4.8 Web IDS 7 [F
o Il 5o fH ] Web IDS 7o [FAY FIGERIFELIRS > 7 webids.cfg % F B fileMatch_value=0 - 5N ¢
EELI‘J [n%ing-k/ﬁl °
?’Tlﬁqfﬁfﬁiﬂiﬁ : iﬁﬂiﬁ‘&ﬂﬁg {Jrjmﬂﬁlqgﬂﬂdﬂi T R T RERRE R
o [EUfill : ¥ Web IDS 7 f?f’fﬁ't o Al =k Epy %l Web Ty - = iﬁﬂffﬁﬁﬁﬁgﬁgﬁwﬁ‘%? jﬁﬁﬁﬁ&
WHE'%H[’FS?/WFF‘FA g o
WEJ%HCW? K Web fFlRas o 2V FIRERES & TR E T4
. [SxLﬁfu webids -d 114 AR YR AR (STDOUT) » A B ¥Eall, ai2fl [ SCrk s
?ﬂ
I;EJ%HCW* ] ”"E’?qujﬁﬁﬁﬂi

4.9 Web [E" ZH=C
. F\Lﬁ’[] (APAR IY58098) F T Java > #LF EREE: ﬁT %7 WebSphere Application Server [k igi—~"; ﬁ“‘

RN SIS T1voh Risk Manager Web = 47 Fie *i_“t'a rmweb pl script “1 P17 > 4E Tivoli Risk
Manager Web " [FZ0[5 > 7 Web Application Server fiN - @ F2 2 [ = 4 €78 » 7 BELTE2 45 1
5 o
EFT’T(’? AL TR & T[] F'_HJFTJ&_ Web Application Server 5 = £ £/7i :

Lo 3Pl ¥ RMADHOME/cgi-bin | IS#]1 > F#E rmweb.pl script ©

2. WHIIE AT CRBIESE 4717 -

$output .= "METHOD=POST ACTION=\"http://server1:9080/rmwebapp42/logon\">");\n";
3.8 URL - o () i 42 A A4 Rl e 2 e 3 B A A4 R, 91 T server].mycompany.come

o[BI FHERY Mozilla 457 B ST RERIIR IR Web R AEEE
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P A5 Mozilla L72ASE RIS £ -
L < A4 € Tivoli Risk Manager Web M [FH=4 0 i - Tivoli Risk Manager IDBC ¥ 2481 [ yRAHT - 1%
WebSphere Application Server €Y/fl ©

BT R R L F RN (R A F2 R Tivoli Risk Manager JDBC ¥ #2455

T ;E‘“@?ﬁ AUEp (s ﬁ 7 WebSphere Application Server ETEE?{ =37 fi e
- “¥¥E -
- " IDBC ¥ #fE5 -
fﬁéﬁq [ (il A e e
2TV Risk Manager JDBC < #85E 2184 -
3‘% R -
TReL S [l > QRO G B S I L o T T AR A - Ff AGR R
F‘ngplﬁﬂ&ﬁ* [ VI AR
PRI -
FIRGRY b 4k
U
AR 1
£y

UTFTRRHCYE ¢ TR o TR ) AR -

.U‘:P.W!\-’t‘

r—_LH.O\
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5 FMY FRIF
] Tivoli Risk Mar}agie’r‘4.2' éf’;d/ FERPUBIPI (R - ﬁ%%%ﬁﬂ Sl Fﬁ APV > PR (Y V%F;[Tb
Tivoli Risk Manager Fﬁ#,“' BRI
* ﬁfEJ%EF'EW FFRIPr
. Wl
o FEDC ™ E PUpseaspl (4
o IHEAFATE

5.1 fFFPI IS
A4 Tivoli Risk Manager 3P R0 4 SERUISCPHE AT, BLRA I 4125 T8 10 K EED RE RO ST
BRI 2N,

5.1.1 IBM Tivoli Risk Manager ‘& ¥ 5 it

o ZEFH 101 FHH [ AFT MBS G F 25 A B R | /NG, RN R 51 S0
BRI <threshold> Fl <aggregate> JG 2 R TRy AL AR 95 451k, Tivoli Risk Manager 7 /i & £ ¥ TEE 5 HIl
T BT ELS SR rm_Level fE 2R R AE S, H FE S thresholdCount fH 4911, 2 i A=l 35 5
PRI o rm_Level {EARK AR G5 AR S IRESR B - ) — MR RS, RIEFERH
R R SR ORI . BT, SR B BR <aggregate> TG, NE HAHHE
thresholdCount £ #URAR R & A= — AR S F4F Frifs S48 H -

FERLHI ) <cloneable> JTGZ 11, attributeSet £ B0 & 75 A1 b A W — (8 4k, 36 DAGE JEE N <A v B s il
SeAT ] DGR A AR AR SR o S 22000 1 A 4R B 156 B8 1 4% rm_SourceToken~ rm_DestinationToken
M rm_CategoryToken J& TE WAL E MG o LUT 2 attributeSet 2 ¥0h ] LUde & 1B ARG H - BrAED A TR
715, A U R e A P P B A 44 A B N R o 1 SR 44 R AR TR

e rm_SensorToken

e rm_SourceToken

e rm_DestinationToken

e m_CategoryToken (synonym for rm_ClassCategory)

e rm_CategoryDescription (synonym for rm_ClassCategoryDescription)

e rm_CustomerID

e rm_Signature

e rm_Timestamp32

e m Level

o TEFE 103 HIY [ rEa A i) N, JERZM LT 5
R <action> TCFEH, <parameters> JC 3 W LA A8 T (T4/] RM_Incident A4 & PERIME, (HAEEE
hostname F1 msg B PE -

5103 SR Z(HGEBIHE msg BVE; SLEIBIAIERE, JEZM % -
o {ESH 125 HIY [TEYH ID BBIRERRL ] /NP, 28— BOE R sAy:
YR 1D BRENRREORL: 38 AR A R (0 30y el R AERE SR (K307 B 1D R E -
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W T BT R T R, BARTEE T —ERE, BANEILIERE)
WebSphere & i, S —Bea R, R, 28 Tivoli Risk Manager 2 ib BlEE S84, R EZ
FHEIE D ik -
HERHBARXPR ST, SETFEWNIENLE &quot. o A H F2D B C 7S EFERT -
1. #miE AdvisorRules.xml ## % -
2. FERERHPHIEE AT
title="&quot.View CVE Recommendation &quot."
3. f#AfF AdvisorRules.xml F& & -
HIAE AR, B & HUR View CVE Recommendations
AEAAERE PR SCFE N, ] DR S 5 b i 55 S WO B e f A BB S8 iR BB 1, AE ek t R A 8
Rl - i, AEEREXTRSCEN, B EBUR rm_Category B, RI2PEE 2 M SCF EZ LU AT
HEATHRE
title="&quot. View Recommendations for &rm_Category Event &quot.”
0125 HI [ & Y6 1D BaEpRe Rl | /NG it HAh 0 A e ANBE o S5 B AE S0 1 S AK i A B B 3 L
WA H &R 1D -
o AT HEN [IBIEEIE] INETEZMUL TR,
1B 8B
PRI LUK B pE, N M (8% 2 Tivoli Enterprise Console fa] k2% o
FEARER AN W B A AR 8% b, 18 0] DAL eif_sender.conf M R INARCEIRIH, F5E AT —LLqEfh
JE P22 21 Tivoli Enterprise Console 1) Ik#s -
BIUnfE eif_sender.conf FIMAIE—17 -
filterAttributes=/opt/RISKMGR/etc/templates/sensorevent_attributeFilter.xml
A TS TE R 1) B PR, 552 RMADHOME /etc/templates/sensorevent_attributeFilter.xml 4 5 o
o [PfteE A SFOREATEREELL A BN AR B S | TR ERZIE N 2 B
filterAttributes=pathname ...
FE — B 20 S AT B M PSR 1Y XML # R e AR A F8 o R FIE 2 |, BT
PIAE A B aE S P o BB 3442 Tivoli Event Console fal IRESHY [ A HES 1% RE | 14
ESTotE, BYEEIEIER I, v B E, LIEmAEE

WG B PR SRR R R, SHS BT IR &
RMADHOME /etc/templates/sensorevent_attributeFilter.xml

ReadRetryInterval=seconds
e R Ry, [ EEEEE | Bl SR AP EI o A Bl s Tl i 2 R
S, ) L L A S i 0 PR IR [ D S5 A 2 I B A 3 0 A S SR R 7 o 53 B R[] 3t
AR R 8 30, R e 3 S allon R geet, W HAE Hasrh s AR » THERMH
Ry 120 7 -

o TEITI92FIAY rf;ﬁ@%’?}&ﬁ%ﬁﬂ%& I A HRR 3 R [UEE T T O« RUA 2 <source

name="monitor_receiver_webids" /%= > ’E%?fz ¥ El <source name="monitor_receiver_nids" » Y[I'* Fr=
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<!-- Event Monitor for NIDS -->

<source name="monitor_receiver_nids"

class="com.tivoli.RiskManager.Agent. Transports.Receivers.rmaMonitorReceiver">

<set key="RMA_conf" value="/opt/RISKMGR/etc/monitor_receiver_nids.conf"/> </source>

o HYSTFIPY TR G PR ) T AT BT | R
Tivoli Risk Manager & [ 8) ﬁ%ﬁ%i*ﬂ%ﬂﬂtﬁﬂiﬁ G AR 7 L E G BN [f) fs 9 B .

A G A — 0 A AR IR 2% L ZE BT RMAgent_Inactive 214 RMAgent_Inactive Z5F/84E Tivoli Enterprise
Console ERHE, T LIAE TG P, S LEER 7L E:

T RACERuh (P S & 3R . <hostname>/<ip address>
<hostname> F <ip address> 8 £ 11:3% H RMAgent_HeartBeat S EE % =B 4 AR A0 TP A2k

MBS THER AR, B — A BEGG B 49 T LU 2E RMAgent_HeartBeat FH4F 55— 30 B I 4r) Ale s B9 1
A RMAgent_HeartBeat S,  HAARI b 45 113026 1E % ') RMAgent_HeartBeat F+/IRf, 5 H B2
= RMAgent_Inactive F-F. HLPETHERAE, B & 4= RMAgent_HeartBeat S+ A CHE s, P
w71 RM_Sensor . RMAgent_HeartBeat =418 i A& {2115 2 Tivoli Enterprise Console frl /Il

5.1.2 IBM Tivoli Risk Manager ﬁ-ﬁ e R

925 1T L) ] webids - 15 SRIBSIEENR N I (STDOUT) » 4P e Pofiy
FRD rpeua}m BRI . 5O

5.1.3 IBM Tivoli Risk Manager ' 5&= |
"IfFERE. FERR T 1 ’JT%EZEI%J‘HTJ R
it bR 22 % Tivoli Risk Manager JToF 2 0T, "B 7C¥AT FHIEZE:
. [#1-E) Tivoli Risk Manager JEUSAEZY -
2. &t wrmadmin -k TF' 0 < i 1 Tivoli Risk Manager #% PF[#' o

3. %“TE,T%[S@H#I A %ﬁw* b= &
LT /Hﬂ Fli= ﬁ?ﬁ ik

= tr

8% UNIX * rmcorr_cfg -delete
5% Windows © bash rmcorr_cfg -delete

PHRE + Fffi ) Sl

o ULIRAEER N THEL SR . A EEH AR, 55 LLFE) 5 E R GUI
% wrb F52 2R F-EEN

o fRE %9??5,‘?5 Tivoli Enterprise Console Fi [ fﬁj’iﬁ W e

b. éﬂe“'wnnadnun-k{f"[l °
4 BHRVHER [F - UIHESA (TS SRR R 177 B TR L
PEaE:

1. Tivoli Risk Manager F '#417 ﬁ%%“@_ﬁl [ Tivoli Risk Manager % 75 = Frigpoids  l = i g -

2. FHEHMARSS L, WBr A SR B Tivoli Risk Manager TRAFEM . BRHEMERS K & Fi4-
SR AR RIE L, R SITFE T AR .
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5.1.4 IBM Tivoli Risk Manager [ 3| 5 it

5% 23 FIFY T Tivoli WRERUM MG U] | eiler o jlevat -
ErFrd 4 Tivoli Risk Manager & FFI#IE\JT » FR] EERE]E RS TME - % fete/Tivoli/rma_eif_env.sh script %
1 S 7§ TMEEndpoint e 015 e » 97 v -

TMEEndpoint=true

5.2 FIFGEZRE
$W%ﬁAMRHﬁﬂ9¢%hﬂﬁ%ﬁ%ﬂ,%ﬁMﬁ%%%ﬁ%%ﬁouﬁ%ﬁ%ﬁ@ﬁwm@mm
WA o ARIE TSR 20, A AT TIAAT AR FE AR ER R, 2 Mg 3, EJ Tivoli Risk Manager 7 /it
‘%9%551 A A &35 A0 B SR R 2 B0 G m%@ R I S S S e Sl e

FATEIIOTSE © DIGESE iR RIPVAHRR Y~ B ™ IF ) i ﬁm47h@bﬁmkﬂﬁm@xygﬁﬁﬁfﬂﬁu e
/IIL SR | U@PE

T8 B R

£ rmagent.xml B, EAFEIRE I 0 BOERSFH IR AR FIofE, BA A SRR BT
f78)e FIOfFi LR B A, A AR E 2 from A€ T 0 AR AAH B BT 4 o E S Ml B
TOUPET AR AR BB SRR g AT R A BR A

HR AR R L

FEAE M B rmagent.xml] 1 ST 1) persist ST MR THREAE, FAFBNATFIRFE & A7 NG Lo 5 8
7 IO 5 BT AF IR $1¢&?)ﬂ"‘ﬁﬁﬁﬁ%*?]‘? 0] LUK 5 | 3R HAZ IO AT 51 I B 2 AN EE0 A2 N T
o Pg T HEANF AT, she At T &

I PR A A T A bt B s gt g A A
BoL] Rtk MR
FITAT A 15 5 AN TR et i
RS 53 N AR P T
ARG I, AT SRR AR (R R ) | & e
FEDACRL S IR R (L) iR g B et T
R GRAD SHF 5 NHERR it =

RfTEBPARFRNE?
DNl 2 Bt A ORL R N BERR SR R KD B, e B 58 SRR b
T TARE| BPARFENE?

RGO A SO BT . A PR NGRS, UM R AT b . s R
BV B RS ORI AL, AS DS SR k. BB RN, A TRk
¥

JRE =% A PR R AR S 7
BRI Jo 53 B A o A MR OG8RI . E D TR B s s R TR
FHEBPAR AN, SR rmagentxml FEE, EF oo EET I persist="no", #10:

<destination name="eif sender"
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class="com.tivoli.RiskManager.Agent. Transports.Senders.rmaEifSender"
persist="no" >

</destination>
1751 B H B4 I 2 8
1E rmagent.xml BC &R, <destination> JG 2 A LAHE H R #1388 F 11 22 WO 72 A7 41 O 45 4 B A B
e persist

e queueMaxSize

e queueThresholdSize

e queueMessagelnterval
e errorRoute

FAFREENAT B2 1T, W Se R Al A7 5 RN Ben] ARG RS 2 R 3 i . 25 A7 41 K/ INEZ I queueMaxSize 1
queueThresholdSize £: #4811 K/)N, RMAgent_QueueProblem & 81% 21| errorRoute £ 80T H5 & 34+
5. queueMessagelnterval 2 ¥3% il 2 AMHE —IRAPHVES H k. 250 FHEINATHIT, 87810 2
IR —FE SRR ] ARG, RIS SHS I F O NFIREIE S 1], AN G 2 AR AT A 7 51 2 iAo

EZl -Gt s TS Y GOER
queueThresholdSize

. [w«%ﬁtmj e SERELR L B IR AT T ﬁm = 4 e e
[J[Fﬂj Eﬁlfi;‘T Mg i sl }%Eﬁ queueMessageInterval B SRR S SR
JEI PV fF > 7 2 %] errorRoute 2 EedH LAVE F 2 7 fie

o Al HIE U[Pﬂegmipm AN F’*@ﬁ%@?% F (P i o

o IEERROTIETTRL 0 A1 2147483647 V IIFRER SRR O F3 DI -

o ETIRSSEPEINER]  wrmaueve LHEET (U TR R 5 -
queueMaxSize

o IEEAL T Js*’F U FRE T HEL . g 2l IIFUQ*H‘E\T ‘%ﬂﬁ?ﬁﬁﬁ R ARG /IJFU
mfF @N}:ﬁ‘ ) ; [+ /IJ?FFJH# ﬁlL M2 ﬂ“? o FIREIHAE € Mo2 8T W
11 11 queueMessagelnterval 2 By <1 IR ] 4 5 I’Eh SE P > & SR E] errorRoute if
DA i 2 g - TR 15 ﬁ

o YRV IRL 0 A1 2147483647 I RHIFOLERY - RS 0 F PRI T IP=S2 Bl [l S b
queueThresholdsize 25 i -

o HTEIIEES T S - wrmaueue -1 R FOTNERD TEREL (RS
queueMessagelnterval

. IF”‘*E’V?’[JLIH‘ﬁ* ~ {li# RMAgent_QueueProblem {+ /[J%?”Zmik O (P fREp ) .
B /g%  queueMaxSize ¥ queueThresholdSize % Eefr &y | Eﬂj‘F ACBSYISIES /[J%gfjg HE ﬁ%ﬂj
HPE R I OSB!

o LS 900000 (15 538H) -
errorRoute

I g \_&% 1t queueMaxSize fi¥ queueThresholdSize ZE( T > 47 IJ%?“,Q* (s PR
(lﬂjﬁjt PEV = PLFI)
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. f#’?/]J”TEIE]i'#—‘;LET_[FJIM%I”’FIJJEI PO - & I S ,?ﬂ'}é‘,#”%ﬂ B g g b
!

o SR IR I SRR TR /IJ%T”ZJ%FF dhES

o [NER LIHHFEEE o RMAgent_QueueProblem [+ /l%ﬁw{:ﬁlif PGS ERTE e
LI E’Tﬁ%ﬁl@%i—? o F T f’ﬂ&,ﬂ*"*@\f M %’Al 1132 RMAgent_QueueProblem {# \/[J%Tf (e

R = IR 2 R S ]
A AR SIIIHAY > = B e

FlIf fUEIpv=Er {7

TEW IV E (R T %Ai%_i:;_} queueMaxSize queueMaxSize = "100000"
100000 ff -
ﬁ/ @E‘l FFAIFN AV 3£ Z] 10000 (| queueThresholdSize queueThresholdSize="10000"
Eﬂj‘ﬁkﬁ]mx_ﬁf /IJ%TL Ele

W EE- W errorRoute ﬁ%‘%ﬁéﬁ SR
j”J tH = [5]%4 Sy ek~ (W 38 | queueMessagelnterval queueMessagelnterval="60000"
f [q‘ (F e

T 5 R VR T S

<destination name = "incident_sender_slow" class =

"com.tivoli.RiskManager.Agent. Transports.Senders.rmaEIFSender" queueMaxSize = "100000"
queueThresholdSize="10000" queueMessagelnterval="60000">

</destination>

<destination name = "error_route" class =

"com.tivoli.RiskManager.Agent. Transports.Senders.rmaEIFSender" errorRoute="yes">
<set key="RMA_conf" value="c\IBM\RISKMGR\etc\error_route.conf"/>

</destination>

HIERE o]
AR PR sy %&L Ao R ORI i -
o EATHIN ST EH E R B queueThresholdSize £ BUIT R i 1 UL B AT H1 i FHE K /MR,
FF e A

RMAgent_QueueProblem

msg="QueueProblem:Component=db_sender:Reason=The queue threshold size has been
exceeded.:currentSize=1001:thresholdSize=1000:maxSize=10000"

severity=WARNING

41

o EATHIPINEAF I H AL BUR I queueMaxSize 2 ¥HRE [ CRCEAT I/ LRI, T AIdF i

IR
RMAgent_QueueProblem

msg="QueueProblem:Component=db_sender:Reason=The queue maximum size has been
exceeded.:currentSize=9992:thresholdSize=1000:maxSize=10000"
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severity=CRITICAL

o ERFAMEAT BT H AR A AN LR, R A SR e A .
RMAgent_QueueProblem
msg="QueueProblem:Component=db_sender:Reason=The disk the queue is using has no more space

available.:currentSize=999:thresholdSize=1000:maxSize=10000"
severity=CRITICAL

o EATHVRIN TN AN NKE, A FAR e A
RMAgent_QueueProblem
msg="QueueProblem Component=db_sender:Reason=The queue failed for an unknown

reason.:currentSize=4567:thresholdSize=1000:maxSize=10000"
severity=FATAL

wrmqueue -1 command description
t IBM Tivoll Risk Manager f7;j 2 %= Ffl1 » TR wrmqueve ffi 4119 -LEFF - 4+ 7 -
17 -list
PRI GO - R 10 (2 SR IR ()
Lo P £ R
2. FIF Ao
3. LR T
P £ wrmaqueue -1 aje! [ AST] -

1751 24 7% AR EEi persist
summarization PATH e =
eif senderl Eefrh (RRMED %2 &
eif_sender? BPATH (ERSHED [=Se i
eif_sender3 SEFE (HIECWD %2 &
eif senderd NG [=Se i
{15 % H CEMTA I ECH CE P H BEFD L T8 H
summarization XXXXXXXXXX XXXXXXXXXX XXXXX.XX
eif _senderl XXXXXXXXXX XXXXXXXXXX XXXXX.XX
eif_sender2 XXXXXXXXXX XXXXXXXXXX XXXXX.XX
eif_sender3 XXXXXXXXXX XXXXXXXXXX XXXXX.XX
eif_senderd XXXXXXXXXX XXXXXXXXXX XXXXX.XX
{15 % H K EH
summarization tttttttttt(errrrrrerr)
eif_senderl tttttttttt(rrrrrrroer)
eif_sender? tttttttttt(rrrrrrrrer)
eif sender3 tttttttttt(rrrrrrrrrr)
eif senderd tttttttttt(rrrrrrrrrr)
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THIEFER B wrmqueue Fi52 1 -1 32 I TR AL I 1

[ ey
A3l 78 I £7% -
T Pl CR AL (P FOREE = f1 511 1 TR A -
B {9 R A3
Sl G ELESIRLTE 015 A I, 3R R B 591
(ERTTERE, AN RS .
YT BRI X B LK

ZEfFP (A ) fi# 17 Tivoli Risk Manager Fr&E R S I HEIE S, ARRE
VEIEE S ] I

K fPH R, 5 AR I (e R RE I AH B AR, 5 2R
Tivoli Risk Manager [P&E4/Er T i
K] @fpl[ﬁ‘ I RV P (FRIE]
o [
o (IR
persist T LN il e [ VA T
CE MR | ATt T R B

H

s HE (1 B L AEAC R T RO 2 A% CUBR R R K FE A ECH

FFFD R EE 8 H H AT 3% wrmqueue -1 182248, B BB B S, 2 42 55— X 3% Y wrmqueue -1
T4 W, BER R P SHAREH .

KR H ettt FEHT IR BUEIACEE B 2 4%, JoAF i SV B 3 1) S A
sy ¥R T HT RO PR 51 A 1 2R ST B B R U B

5.3 7FHEL 7‘5‘73;"5'/;4]@775@‘;
G BTG O RRT i R &R (FFDC) Zhig, I') % IBM Tivoli Risk Manager /?ﬁ,@?ﬁ/%{ 5% 2 Fn FHEL
ﬂ'ﬁ%‘ﬂ”“ﬂ faezds 2 pyE ol o fE ﬁ'%%f}'?* o
IBHERC
Tivoli Risk Manager & /324t 3 FRIBHEBAANJE K. F /R HIANJE X DEBUG_MIN 2 THR & K. {E UL JE I
b, PEIREEES R . $E A A JE Yk A DEBUG_MID Al DEBUG_MAX, At REANm e, s

SRR LA U2, SRS PR AT, TSR U, TSR B SRR HE 3
.

THE & A FH AU B 4% 7 15 R A7 BT B Al o B R AT LURHB I R BT RE AT I B 1) 52 2R I 21 e {1
MEFT S5 2L SRR IRE, AR FET RS A S R R BRG] DAC IR IO ik A AR, SRR
FURIRI N BT DRI R B el e BB MR E T ST, F52: 8 [ Tivoli Risk Manager 1C B
B AABHEEE] ] .
TBHE HREALA AR R0 H S5
e Linux I UNIX & #: Tivoli Risk Manager C F£=UIEHE H ZEAL A
fust/ibm/tivoli/common/HRM/logs/<application>.error.log. 558 <application> 1R EFFE AL .
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e Windows &%i M) Tivoli Risk Manager C F2xCIEHE H EEAL A C:\Program
Files\ibm\tivoli\common\HRM\logs <application>.error.log. 558 <application> 13 EFI R 2 5 .

e  Linux Fl UNIX &%il) Tivoli Risk Manager AP s o418 M H 5EA7 A
/usr/ibm/tivoli/common/HRM/logs/traceHRMn.log »

e Windows Z&#iHJ Tivoli Risk Manager 1CHEL vk yoAFEHE H 5647 C:\Program
Files\ibm\tivoli\common\HRM\logs\traceHRMz.log -

e Tivoli Risk Manager & ¥} 2 FHHFE L wrmdbclose 1 wrmdbclear, % HRHBEERC 5 55 NSRRI % -
43 7 %% traceHRM_DBClose.log 1 traceHRM_DBClear.log.

Tivoli Risk Manager 4%l Fl ik B A 2B BERC 8 & 5 ATRIT A9k A b, 8 44 2% traceHRMnlog, F
on B BEEHRERE R ZEA S SR, WERXNEZ1MB. R ARBRGLHRZ, X
FANAE SMB N, IBHEGCER e 4T IR o« A8 LOIB R PR AR vT Lo H RS A E R AR A 5T o Ay 228
SUBHRECH . S5 file.trace.maxFiles 28, 47 2255 Wi A — (B HERE /N BRR, SEATH
file.trace.maxFileSize £ #1.

*ﬁﬂfﬁﬁ'%?‘/ﬁ'\ﬁﬁﬁﬁ R LA R R T T Tl S gL S ﬁ%?T‘i?*,E;LE IFEA=Y
fi*J TistenerNames F[ 17917 dfI#ER0 > g Bres

rmLogger.msg.listenerNames=file.message file.trace
FEECE IR R

PRI I RE (FFDC) A2 $5 as R vt 95 A Ik 4] (1) IB B8 5H Snapshot. #5 HH A RTIEHERCHEREC &, #&mT LA
SHET TR 85 RR S B A B85 AR A HABUE MY Snapshot. 4 —1 Snapshot #lvEr & 37 ME— I EERE , A el 2)1E
AIEME Snapshot T 2. METERRME, Tivoli Risk Manager /& i " ANEH FFDC. 1B 0] DIz 58 5 38 It ac
HAC B AR B . WA S TG B R AR, 52 T Tivoli Risk Manager {1 QB vk Bl 25 4F B AF 2B HE H
7] o FFDC Snapshot 1% 3# H A Tivoli Risk Manager S ELyE R 2F B AL 4%

FFDC HREALIA T FURE S0 H Brb

UNIX &%i: /fusr/ibm/tivoli/common/HRM/FFDC/ YYYY.MM.DD/traceHRMz.log

Windows &#i: C:\Program Files\ibm\tivoli\common\HRM\FEDC\ Y Y YY. MM, DD\raceHRMn.log
S YYYY.MM.DD %332 2] Snapshot #1H ¥, 1 % Snapshot #E47 3 H 3 B E T 4 5% .
Log XML

Tivoli Risk Manager % Pﬁ#,j%’l BTN F I RIS ‘%ﬂir“%'%ﬁéﬁl@ﬁlﬁyﬁ :

Time Millis Server
ServerFormat ProductID Component
LogText SourceFile SourceMethod
Thread Exception Messageld
TraceLevel Severity

]l

A E L ASCIL A% AR AR H SERE B 2

viewer.sh -sascii /usr/ibm/tivoli/common/HRM/logs/msgHRM.log
FHNE R DL HTML #% 2URHBEE H SERE 1 N 255 NS 5

27



viewer.sh /usr/ibm/tivoli/common/HRM/logs/traceHRM*.log > trace_logs.html
THIE R E L HTML A% ORH B EE H B8R 28 ET) B S NN %

viewer.sh -q  elect Time,Component, Thread,SourceFile,SourceMethod,LogText, EXCEPTION where
true /usr/ibm/tivoli/common/HRM/logs/traceHRM*.log > trace_logs.html

I & LD HTML # 2ORFBHE H SERE 1 Jri ERROR wHUS 1 ELHH R A S HHE 5% -

viewer.sh -q  elect Time,Messageld,LogText,Component, Thread,SourceFile,SourceMethod where
Severity = ‘ERROR’  /ust/ibm/tivoli/common/HRM/logs/msgHRM.log > error_log.html

Tivoli Risk Manager A v B S 4 Bs AR 2B Bt B 2T

Tivoli Risk Manager AP u518 BERC# 1 SRMADHOME/etc/RMLogger.properties 16 HEHC #il B & k& - 1 2 803
2558, B, rmLogger.tre.level £ #0nT LA AT b 0 47 IRp T WSO 1) 16 B 3 AR o
rmLogger.trc.listenerNames £ #% 7] A% B HE & S 15 55 NGO IR RS B mame LIk 2. 45 B n A3 ol 3 A T
MBI ZE SR IS I 228, I A e S T 22 SR B 22 s AN
A g 2] LSS T I A
o 7#PI RMLogger.properties 1% Fl Iposgfifi » IR &;l%’?‘fs‘“‘ﬁ[*%’*ﬁ Ao AR
IR FH A s '\E?’J[[l*fﬁ‘fﬁiﬂﬁﬁ‘ﬂ& :

1. #mifE SRMADHOME/etc/RMLogger.properties 1 58 3l 55 58 R 31| 22 (.
rmLogger.trc.level=DEBUG_MAX
rmLogger.trc.listenerNames=file.trace

2. HOBTHUENACHL G .

o WU O ErG RO S (RN TR S AFL ) A e
RIS FBIP T o R PRI T ] e
W80, AREEAATI, T SR ACHE 55 0 PR B B

1. 1= SRMADHOME/logviewer [ & -

2. EIEIERE S
logemd set rmLogger.trc level=DEBUG_MAX
logemd set rmLogger.tre listenerNames=file.trace

IBHEH S e e R B a2 K. A EH ERZAR, B EntE R b in s R e
BRl. THRCOBBENCE A& 5 HIBHER, B MEA/N A 1 MB. & 2SRRI N & 10 AR %, HAFEK
NRy 2 MB, FHEEH T AR 4

logemd set file.trace maxFiles=10
logemd set file.trace maxFileSize=2048

ﬁﬁ?t@#ﬁﬁvﬁﬁw Bialpetat et £ WEFRA o Bk O
I D PR HGEETIS » AL S 4

logemd set rmLogger.trc level=DEBUG_MIN
logemd set rmLogger.tre listenerNames=memory

O REEC B YR R (FEDC) Snapshot, 7 AT BHERCE, W F T7s:

rmLogger.trc.listenerNames=snap.memory
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rmLogger.msg.listenerNames=file.message ffdc.snap

I8 LU A O A8 Y 2 Tivoli Risk Manager ARBRSG I FTA JOtE, QIS ASS . 251 & LUAS AR
ERACEL G, B 7 R & A B A ES, SHAERC E R B P8 AT M, 3 rmLogger.tre.monitor AR HAY;
rmLogger.trc. B4, FHERK FAEBAIZRIBHGRCHER AP SRR SN B OISR, Wi Fy2E:

rmLogger.trc.monitor.level=DEBUG_MID
rmLogger.trc.monitor.listenerNames=file.trace.monitor
file.trace.monitor.fileName=trace_monitor.log

FEH R B2 AR H M E € 8 P IR EE H RS RE
logemd list rmLogger.trc

P T HIR A A g H EERECH R E -
logemd config rmLogger.trc

SRR AR A G B A R e H RSRE =X H AT ESOE -

logemd config rmLogger.trc.monitor
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IR L1
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I R 0 R
o LI
o &
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B W B BR8] Xerces fUIH A FAHTUR o Xerces T A FOESH [ k. (ZF
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1P regex Bk -
RN
FA 5 o
R A HF P \b(islart)\b HPEHT is 7Y
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\B \b A ERE .
\w wtf@;zg EEE AR
\W \w fIA Jgumi
A [-] B %‘ ~ [eESRIAY T [0-9] BP0 9 VI
R T I S [l B -
Fﬁ[ ’ {E%»ﬁﬁ?ﬁ[ﬁﬁfﬁiﬁ gt = 35 o S g
[0-9a-fxA-FX] | fliFs2/ X -
[ELE ] { I'El“ LR T E % HEH %A {n} TFEPE R
S RNEN =Py e
{n,} = Pp#En v
[’EI -T\ %’iﬁﬁ} m 5
{n,m}
Lookahead | (?=) S - W 0= S 5 u
(M qe
q(?Mu) PR T AL u
Elfl q-
Lookbehind | (?<=) R CER (2<=a)b SPEfEI T a
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» ~ 7N 2 =
6 FriETEY IV LR %
iE;.fEiﬁT’/lJH VISR PR R UM R - RMADHOME 45 Tivoli Risk Manager %<%¢ H#%, tH RMADHOME
EREBU 2]

Jetc/init.d/rc.rmagent (Solaris B2 Linux)

[etc/rc.rmagent (AIX)

fete/Tivoli/rma_eif_env.sh (¥E SUSE Linux £ 8 iR A& S BT ARAS LA Bk LD_ASSUME_KERNEL)
RMADHOME /bin/rma_webids-init ({#£F# UNIX &% Linux)
RMADHOME/bin/RMCAH040201.sys ({£FR HPUX)
RMADHOME/bin/RMCALO040201.sys ({% R Linux)
RMADHOME/bin/RMCAS040201.sys ({# R Solaris)
RMADHOME/bi/RMCAW040201.sys (4 FR Windows)
RMADHOME/bin/RMCAX040201.sys (f£FR ATXD
RMADHOME/bin/rmEventLog.dll (f4FR Windows)
RMADHOME/bin/webids|.bat]
RMADHOME/bin/wrmadmin[.exe]
RMADHOME/bin/wrmdns (43, Windows 82 Solaris F4M)
RMADHOME/bin/wrmqueue (4=, Windows 2t Solaris B&4H)
RMADHOME/dbschema/rm_t_arc41_uc.ms.sql
RMADHOME/etc/incident_engine.conf
RMADHOME/etc/rmagent.dtd
RMADHOME/etc/rmclasspath.conf
RMADHOME/etc/RMLogger.properties
RMADHOME/etc/summary_engine.conf
RMADHOME/etc/tec/rules/riskmanager.wic
RMADHOME/etc/templates/baroc/rmagent.baroc
RMADHOME/etc/templates/incident_engine.conf
RMADHOME/etc/templates/rmagent.dtd
RMADHOME/etc/templates/rmclasspath.conf
RMADHOME/etc/templates/RMLogger.properties
RMADHOME/etc/templates/summary_engine.conf
RMADHOME/etc/templates/tec/rules/riskmgr_config.pro
RMADHOME/etc/templates/tec/rules/riskmanager.wic
RMADHOME/etc/templates/tec/rules/riskmgr_config.pro
RMADHOME/etc/tec/rules/riskmanager.wic
RMADHOME/lib/eif jar

RMADHOME/lib/evd.jar

RMADHOME/lib/jffdc.jar

RMADHOME/lib/jlog.jar

RMADHOME/lib/rm_dbaccess.jar
RMADHOME/lib/rm_dbutil.jar

RMADHOME/lib/rm_util.jar
RMADHOME/lib/rmagent_msg.properties
RMADHOME/lib/rmagent.jar
RMADHOME/lib/rmeventmonitor.jar
RMADHOME/lib/rmsvrcfg.jar
RMADHOMFE/logviewer/logemd.sh ({4 FR UNIX 2% Linux)
RMADHOMF/logviewer/logemd.bat (&R Windows)
RMADHOME/msg_cat/C/rmeif.cat
RMADHOME/nids/templates/rules/www.rules
RMADHOME/reports/rm_ra_03.rpt (AR Windows)
\Program Files/ibm/tivoli/common/HRM/scripts/getpd.bat ({# R Windows)
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\Program Files/ibm/tivoli/common/HRM/scripts/getpdinfo.bat (f£BE Windows)
/sbin/init.d/rc.rmagent (HP)
Jusr/ibm/tivoli/common/HRM/scripts/getpdinfo (f P UNIX 8% Linux)
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