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1 ������

�uvw&K�!"#�xy�����@A�!"#����_`�Jz12�

�{|_`}~ Adobe Acrobat �tvw�

&K��!"#x�vw��GH#�����h��{|_?���������xu�

1.1�����
�!"#vw~�12�

• �{|_?

• �!"#�����

• �!"#� CD-ROM ��

1.2������	
�
�!"#34�~�56�

• 4.2-RMG-0001LA
• 4.2-RMG-0002LA
• 4.2-RMG-0003LA
• 4.2-RMG-0004LA

1.3�
	����
�up��!"#	
���$����

,- ./0$()�12&3�4

1

5$6

78

9:;
%

678

<
 =>?

Crystal 
Reports

<@ IDS Web 
IDS

Web AB
CD

AIX   5L V5.1�32 �� 64 
��

X X X X X3 X X

AIX 5.L V5.2�32 �� 64 �� X X X X X3 X X

Solaris  8�SPARC� 2 X X X X X X X

Solaris 9�SPARC� X X X X X X X

HP-UX 11i�32 �� 64 �� X X X X X X

Windows   2000 Professional
�SP3�

X X X X X X X

Windows 2000 Server�SP3� X X X X X X X

Windows 2000 Advanced 
Server�SP3�

X X X X X X X

Windows XP Professional X X X X X X

Windows 2003 Server X X X X X X X

Red Hat Enterprise Linux AS 
2.1�IA32�

X X X X X X X
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,- ./0$()�12&3�4

1

5$6

78

9:;
%

678

<
 =>?

Crystal 
Reports

<@ IDS Web 
IDS

Web AB
CD

Red Hat Enterprise Linux AS 
3.0�IA32�

X X X X X

Red Hat Enterprise Linux ES 
3.0�IA32�

X X X X X

SUSE LINUX Enterprise Server 
8�iA32�

X X X X X X X

SUSE LINUX Enterprise Server 
8�pSeries �®

X X

SUSE LINUX Enterprise Server 
8�zSeries�®

X X X X X X X

SUSE LINUX Enterprise Server 
9�iA32�

X X X X X X

789:BCDE�

1. �r����� vw�!"#��������rp���789:w]�d������
��� �¡¢789:�&K£�	
����hi IBM �L¤	
�

2. Solaris ¥d Solaris Operating Environment�~�¦/ Solaris�
3. Z[§¨©ª9:�Z[ IDS�� 64 �9:�«¬	
�

RDBMS EAF �4

IBM DB2® 7.2�FP8��8.1�FP2�

Oracle 9i�9i v2

Sybase 12

Microsoft SQL Server 7.0�2000

1.4�����	����
�uvw&K­® Tivoli Risk Manager �
8��¯°����

• ®bPop�	
±,�²³�´�vw�Kµ¶�·¸vw�x¹º»opj¼$)½&Kop¾¿

�D?�ÀÁ�&K¯Â����h��_`¯-�xu�

• ®aqrst�	
±,�²³�´���x¹¯ÃÄ�Å-��� Xerces aqrst��vw�®
ÆÇaqrstÈÁ�¯ÉÊ�	
�&K¯Â����h��_`¯-�xu�

• ;²�®ËÌÍÎ��ÏÐ�	
�&K¯Â����h��_`¯-�xu�

• RMAgent_Inactive D?�#Ñ� msg ÒÓ­±,�²³�#Ô�«Õ)½ RMAgent_HeartBeat D?
�4PQR�Ö¤×$ IP GØ�&K¯Â����h��_`¯-�xu�

• ´�vw�® Windows 2003 Server �	
�



6

2 �����

2.1����
~�Ù?¥ Tivoli Risk Manger !"# 1 %ÚÛ��

• IBM Tivoli Risk Manager V4.2
• Ü FP01 � IBM Tivoli Enterprise Console V3.9�}Ý®D?MNOÞß��
• ®  Red Hat Enterprise Linux�àá� Java â*���/ IBM JRE 1.3.1-6 �¯ã���ä
åæçÁ��è¢����L9 IBM Ù?	
�

2.2������
�uvw&K@A Tivoli Risk Manager �
�é²���

• äåæ@A� Tivoli Risk Manager 4.2.0-RMG-FP01 !"#êë@A Tivoli Risk Manager �
�
ìí@AîQ��@A��ï\?�ðä�Crystal Reports���L9 IBM Ù?	
~Ð3ñ*
�îQ%ÚÛ�@A!"#�

• �~ò�!"#~IJ@Aó@A�@A/56�&Kmn]����ÀÁ�¯Â����h�

�@AF��xu�

• Windows D?ôõOöàB÷rµ~Æ��xÌ�3 Windows D?XY��ø�è¢E� mn
ù-úûD?ôõO� Tivoli Risk Manager 4PQR�üí�3D?��ø�ýþ Tivoli Risk 
Manager �
��ýþQR«�·B÷r��è¢B÷rµ�äåæù-@AD?ôõO�q�
��ÌúûD?ôõO����&�B÷rµ��D?ôõO�üí�3�&D?�

/�m� Windows D?ôõO}·£�X�üí�3D?�«��3�&D?����xÌúû
D?ôõO����~�D?ôõOB÷rµ�

HKEY_LOCAL_MACHINE\SOFTWARE\Tivoli\Riskmgr\Agent\RMLogfile 

• � Solaris 9:�@A Tivoli Risk Manager Web ]�QR\?�îQ��	
���
����
0���ò���Åj�ü_?��ø±î��~�  WebSphere Application Server çÁ��
@A Tivoli Web ]�QR\?�è��� WebSphere Application Server �(ù�@AîQ¸«
¥����4��

� î)�~�fgómn_?!|"#»�

ulimit -n 

ë� WebSphere Application Server ���@A Tivoli Risk Manager Web ]�QR\?�Ú$�
��~�%&îQ@A Tivoli Risk Manager Web ]�QR���«¼  1024 ¶u�Åj_?!
|"üí@A�'n�� Tivoli Enterprise Console Web ]�QR@A(� WebSphere 
Application Server ]�QR��)¥�ñ*�78���]�<�� Solaris _`~�S**è¢
¯°�+,-.�ñ*îQ$�å�/�@A� WebSphere Application Server ]�QR��
0���Ûë¯°Åj_?!|"�1m2�

��~�%&ÀÁó¯°Åj_?!|"�

1. �0 WebSphere Application Server�
2. )�~�fg�

ulimit -n 1024

3. ·)� ulimitfg�3x&fg�4ù-úû WebSphere Application Server�
4. @A Tivoli Risk Manager �
�
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x&¯/56�S=À7¥ î� /etc/system _?��ø~�ÒÓó¯°_?!|"�
9:2�

rlim_fd_cur  
rlim_fd_max 

• ® Ü Sybase ���� Tivoli Risk Manager �
�-@A�� Tivoli Enterprise Console �
���
���8�@A� Tivoli Risk Manager r� Tivoli Enterprise Console @An9���8	
¼�:
}�;��0	
&#� Tivoli Risk Manager <`rD?�ë��Ü Sybase ����=´� Tivoli 
Risk Manager �
��~ îÕ>²x&�?ó;² Tivoli Enterprise Console �������8�
~�îQvwx&@ð�d@äA î�×/ TEC_SYSTEM_2 ���8�öàx& 200 MB �?ó
;²��8j¼�

��

• ALTER DATABASE ÈB�{ûò-�?>²,��8�
• �� Sybase 9:��CÆD�ø Sybase EF�~Gñ*�îQ���CÆDÚ$H&�£
�I#$ Sybase EF�

1. ä�%@�öà×/ rm_exp_archive_table.syb.sql �J�_?�

use master
go
DISK INIT name="TEC_SYSTEM_2",
physname="/data/sybase/data/TEC_SYSTEM_2",
vdevno=14,
size=102400
go
ALTER DATABASE tec
on TEC_SYSTEM_2 = 200
go

2. KL~�h�ê®:M**¯°~NOæ�@AëP�
• DISK INIT name�ïQæ�@AR]�×¦�
• physname�dn%ëöà��?�789:ST×�
• vdevno�m�è¥x&�����¶���~�fgómn£�����¶�select 

distinct low/16777216 from sysdevices
3. )�~�fgóâ*J��

isql -Usa -P<pw> -S<system> -i rm_exp_archive_table.syb.sql 
U0 <pw> ¥ SQL V��U0 <system> ¥@A����9:×�

• @AîQ�W@~�U�qr@çÁX, Java �ñ*_?�
"�X, JVM"

è��¥�#ÑY�Z[�_?9:�\&O]���^_%���äåè¥��kl��`�q�~

ñ*~�78�x�

• ab�_?9:��^_

• c�_?9:de¯Â^_

%Û^_ÅÂ�s­@A� Java JRE j¼�fg�

• äåæù-@A Tivoli Risk Manager�
êòh½ij¯°/ TME�q��
/etc/Tivoli/rma_eif_env.sh J�_?�ò TMEEndpointKµ¶�2¯°/ true�ä�%@�

TMEEndpoint=true



8

2.3 ��� 

�uvw&K@A�!"#����

�~klIJ@A�56@AÀtó@A Tivoli Risk Manager 4.2.0-RMG-FP01 !"#�IJ@AÚ$
�~�>?�ñ*�

• æëò Web ]�QR�� DB2 m�nA RDBMS �
x����

• æëò�!"#@A,~�%&����

Windows 2003 Server
Red Hat Enterprise Linux AS 3.0
Red Hat Enterprise Linux ES 3.0
SUSE LINUX Enterprise Server 8�iA32�
SUSE LINUX Enterprise Server 9�iA32�

�L9 IBM Ù?	
~Ð3**IJ@A�Ú$���@A#�

2.3.1 ����

�)�~�fgó@A56�

rm4201_setup_<platform> [ -silent | -console ]

�/ <platform>dn~�%&���

AIX� Tivoli Risk Manager �
	
� AIX ��
HPUX� Tivoli Risk Manager �
	
� HP-UX ��
Linux� Tivoli Risk Manager �
	
� Linux�IA32���
LinuxPPC�Tivoli Risk Manager �
	
� Linux�PPC���
Solaris� Tivoli Risk Manager �
	
� Solaris�SPARC���
Win� Tivoli Risk Manager �
	
� Windows ��

æ�~dn~�%&ïE�

-silent
�ïEçÛ�Co¨��©p@AZ[��XY_?~pX

	q����~Gmn@A¥r���

-console
�ïEvwst�_�ut�@A��BC��ïE�

Windows ���«���

äåæ�dnïE�q�W@~�vw�

• Èx

• yz�{

• @A�

• @A'

�CçÛ�è¢vwo¨nA12�|&vwW@���}~G�H�

äåæ�D?MNO�@A��!"#�q��I�@A�'ñ*~�îQ�

1. �m�æë����q�¥£���q��
2. )�~�fg�

rmcorr_cfg -update

���fg�¯-�q��:���0êù-úû Tivoli Enterprise Console D?MNO�
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2.4!"#�$%
4.2-RMG-FP01 !"#%#Ñ��GH##Ñ Tivoli Risk Manager V4.2 �
	
�%&Èx�­¯-�
���uvw~��GH#���

• �GH#BCDE

• �GH#@AF�

2.4.1 ����	
��

�@A 4.2-RMG-FP01 !"#����p��u�����

• �!"#�#Ñ�­¯-��Èx����� Tivoli Risk Manager �C�{$U��°U�

• IJ@A$56@A������ @A�_?�0$@A�ñ*�Ú?Ù?©p�

• 56@AîQ�W@�vw�IJ@AîQ�W@�vwR3�

2.4.2 ������
�

�uvw�GH#@A����~klIJ@A�56@AÀtó@A Tivoli Risk Manager V4.2 !"#
01 ��GH#�äåæñ*���
�IJ@A����IJ@A�&K¯Â����hi~��@A
F��xu��äåæñ*���
�56@A����56@A�

2.4.2.1 ����

ëñ*��Èx���IJ@A��h��IBM Tivoli Risk Manager ���� V4.2�����Èx	

�xu��@AF��

2.4.2.2 ����

ëñ*56@A��)�~�%&fg�

®  Windows ���

rmlp4201_setupwin32.exe

®  UNIX $ Linux ���

./rmlp4201_setup<platform>.bin

�/ <platform>dn~�%&���

AIX� Tivoli Risk Manager �
	
� AIX ��

HPUX� Tivoli Risk Manager �
	
� HP-UX ��

Linux� Tivoli Risk Manager �
	
� Linux�IA32���

LinuxPPC� Tivoli Risk Manager �
	
� Linux�PPC���

Solaris� Tivoli Risk Manager �
	
� Solaris�SPARC���

®  Linux for zSeries�S/390��

 java -Dis.javahome=/opt/IBMJava2-s390-131/jre -cp ./rmlp4201_setup.jar run
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3 ������� APAR
�uvw 4.2.0-RMG-FP01 !"#vw� APAR !a#�!|$S=À7�

APAR�IY48016

�¾�3x&9:�â*Â& Web §¨©ª9:�Web IDS�=ð��� %&ÉÊ=ð��3x�
webids.lastread _?�%~����«a
�

S=À7�´�|& Web IDS ��=ð����{�� webids.lastread _?�

APAR�IY50483

�¾�� Tivoli Risk Manager � Tivoli Enterprise Console MNO��tec_rule *Qr´� CPU ���
îã�è���¨�D?�
� QUEUED ¾¿�

S=À7�­®��D?\� Tivoli Risk Manager Tivoli Enterprise Console �q**�!°~vãÓ
��­c $RMADHOME/etc/tec/rules Z[�� riskmgr_config.pro _?>²�� D?\�P��:e
øïE�&K��è¢ïE�¯Â����h� riskmgr_config.pro _?��Ba�

APAR�IY52322

�¾���,zdD?�d�tKLMNO�0�

S=À7���-� Tivoli Enterprise Console API Kµ¶ ReadRetryIntervalóeø���,zdD?
� Event Integration Facility API �����2�

�Kµ¶���2¥ 120 ��

Event Integration Facility )½O�Pj  2 KB �D?���òD?d/�&����¶��h����
#�äå��Omn�D?/zdD?�q:ò�©�� &��#$I��îQ��¡¢��Kµ¶d

n��_8�äå���_8�\&��,� &��#�qò£¤�,�zdD?êòU�¥¨XY�

APAR�IY52323

�¾�ù-úû9:��K¦ Tivoli Risk Manager 4PQR�_������¶���

S=À7�´��{ûK¦4PQR_������¶���

APAR IY53525

�¾�� UNIX 9:��D?ôõO«�3§¨XY_?�öà�-XY_?�

S=À7�´�D?ôõO�am�3-XY_?�

APAR IY53527

�¾�Ûë/D?ôõO	
�aqrstÈÁvw_`�

S=À7�°*�®aqrst�	
êvw�_`�&K_`¯°��h��_`¯-�xu�

APAR�IY53678
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�¾�D?ôõO®�%&i��©utªe�D?�¸«¥® XML _?�/�in9�iut**È
ÁdT��� Java ^dÝ«
�

S=À7�¯°�D?ôõO�P�è(äåD?¶"¬�%&i��©ut�¸	iut�ªe��«

�­/:��iªe�¸�®(¯�.x&ªe�i�

APAR�IY53713

�¾�òx\D?°¨�����°¨«IJ�����,ù��V±«
�

S=À7�òD?°¨����78´�a
I��}ò|&D?°¨xÌ�äå©ª,ù��V±�q

�²³�P~£¤ù��D?�

APAR�IY54408

�¾�`/9:1²«O�%~ù��� wrmadmin -i fg��9:�0�

S=À7�´��~���� wrmadmin -i fg¸«Õ©�9:1²kl�

APAR�IY54568

�¾�Windows D?XYD?ôõOù-�P­³�Pî�D?�

S=À7�«Õ®D?**��ù-�P�

APAR�IY55241

�¾�]�¯-Z[ IDS _?~��#Ô CAN-2002-0562 ´µ�am¶×�

S=À7�¶×_?±,¯-�#Ñ�am�¶×�

APAR�IY55319

�¾�op�&j0D?� wrmqueuefg�I��

S=À7�­®� wrmqueuefgRK�1zîQ**¯°�~G°a�kl�&K�fg�¯Â�
���h��_`¯-�xu�

APAR IY55895

�¾��IBM Tivoli Risk Manager ����	
$�·¹�eOQR#x�vw��: PDF _`©�D
?�¸r� Web ¹º��vw�r�`»çÁ**�þ�©��

S=À7�´� Risk Manager 	
 Web ¹º
http://www.ibm.com/software/sysmgmt/products/support/IBMTivoliRiskManager.html�vw�D?�¸
r_`�DCF 1171204��

APAR IY55927

�¾�â*  DBCS ÈxEF���Tivoli Risk Manager 4PQR£¤#Ñ DBCS ¶"�D?���
Tivoli Risk Manager U�XY�¥¨~�U��

http://www.ibm.com/software/sysmgmt/products/support/IBMTivoliRiskManager.html
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HRMAG0135W D?¼�½H TECAgent î¾�~�D?

S=À7�Tivoli Risk Manager 4PQR´�am�P#Ñ DBCS ¶"�D?�

APAR�IY56431

�¾�äå��¿dj¼¥�ïE@A Microsoft SQL�q Tivoli Risk Manager D?�«	
 Microsoft 
SQL�~��¾r@²��kl�

• �òD?¥¨ Microsoft SQL D?<`�
• �� Tivoli Risk Manager U�XY�¥¨~���U��
                 HRMAG0082E SQL exception:[Microsoft] [SQLServer 2000 Driver for JDBC]

                  [SQLServer]Invalid object name ‘RM_T_ARC41’

S=À7�)�~�fgóâ*!a�kl� DDL _?�

  osql -U tec -P <password> -d tec -S <server> -n -i %RMADHOME%\dbschema\rm_t_arc41_uc.ms.sql
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4 ���	


�uvw®|&�#$U ÀÁ�äå����!|�

4.1��
�#�@AîQ��W@~�«amÀ�U��

À��çÁ�»XYo� /opt/RISKMGR/rminstall_log.txt 

��_?�Z[«²��

U ÀÁ�äåæÁÂ@AîQ��´���q�ù-@A Tivoli Risk Manager �
ê�@Afg�d
n~�ïE~�� /opt/RISKMGR ~m�Z[�öàXY: 

-l !<fully qualified path>

U0 <fully qualified path>¥ rminstall_log.txt _?�ÆÇST�

4.2�����
�#��ò Tivoli Risk Manager 4PQRD?�ðä RM_Sensor�RM_Error�RMAgent_Inactive $
RMAgent_QueueProblem�)½, Tivoli Enterprise Console �
��«�D?º»��W@è¢D
?��kl}�� "Ã~���>?�9:�

• æ�@A¥D?MNO@A�d�tKLMNO@A

• æ\&ñ*��@A�¸¥ïQ}c Tivoli Enterprise Console MNO)½Ä)D?
�RM_Incident��&K@AïE�¯Â����h��Tivoli Risk Manager 
��	 V4.2��
102 $ 114 ��

U ÀÁ�ëS=�kl����~�îQ

1. ÅÆæ�KLMNO$D?MNO�� $RMADHOME/etc/rmagent.xml _?ê>²~�î¾On
9�

<filter name = "nonSensorEvents">
      <OR>
           <isa value = "RM_AgentProblem"/>
           <NOT>
           <isa value = "RM_SensorEvent"/>
           </NOT>
       </OR>
   </filter>

2.  î!° <withfilter name ="incidents"/> ÈB¯°´&���"n9�~Gdn-�î¾O×¦
nonSensorEvents�ä�%@�

<connector>
      <from name ="correlation"/>
      <to name ="incident_sender"/>
      <withfilter name ="nonSensorEvents"/>
  </connector>

3. ù-úû4PQR~�¯°�Ç�

4.3 Tivoli Enterprise Console �	���
�#�xÈò RMAgent_Inactive $ RMAgent_QueueProblem D?)½,D?º»��è¢D?É��
�:hÊOD?ËÃ�x��ê� RM_SensorEvent d\õÌ�W@�äåæ/ Tivoli D?º»��d
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�tKLMNOzÍ���eø�q RM_SensorEvent d\õÌ��#ÑÎÂD?�èÉ�±D�À�
æ�Z[��´� Tivoli Risk Manager 4PQR$opkl� Tivoli Risk Manager 4PQRD?�îQ
U±ÏÐ�

U ÀÁ�ë�±ôõ4PQRkl�îQU±¯2Ñ����~�îQ�D?º»��n» RM_Error 
d\õÌ���#Ñ RMAgent_Inactive $ RMAgent_QueueProblem D?�

1. �D?º»�ÖõÌ�}~Windows ����

2. �ÒÓv��}~����

3. }~ RM_Error�

4. Ôµ}~�vwê}~��	
��W@“>²D?\î¾O”vw�

5. �×¦¶8�o¨ RM_AgentProblem�

6. �!|¶8�o¨®�î¾O��ï!|�

7. }~�
���

8. ·ÒÓpr�ïQ��

9. ·78cpr�ïQ Like�

10. /�2o¨ RMAgent_%���2¿dj¼¥��

11. }~���

12. �“>²D?\î¾O”vw�}~�� SQL~mnî¾O¥r��am�0�D?�

13. }~��~�²¯°�

14. �0$ù-úûD?º»��

15. }~Windows �������ê�ü RM_Error º»�\~mnî¾O¥ra
â*�

4.4 Tivoli Risk Manager 
��

• �#�1²Õ ����1²«Okl��kl� AIX 9:�Å/�W����O�)½O��0;
²�ò instanceCounth�>²,nA rmagent.xml ZÆn9�Ö���´�kl��æ>²j0)
½O�j0 instanceCounts��×����:����´�kl�`/è�&ïEÖ���é²Ø
Qê;²1²���

Tivoli Risk Manager 4PQR/ Java *Q�¬ Java EF�1²de�Õ �� AIX ���1²#»
¬ /etc/security/limits _?�²¨0de����2�WÙÚÛ�ë� Tivoli Risk Manager ��� AIX 
@A�â*�&C î RmagentMemMaxh�#»Åj Java ²¨0����h��
RMADHOME/etc/rmad.conf _?�**�n9�� AIX �ò�2�ø/ 92 MB�è}vw���MN
O@A%Û�O]1²de�

U ÀÁ���nA����� RmagentMemMax h�ó;² Tivoli Risk Manager ���Åj1
²�ðä�� AIX �ñ*~�îQ�

1. ;²�#_?� data�rss $ stack 2���2���� ulimitfg�

2. ;² rmad.conf _?�� RmagentMemMax 2�

3. BÜÝ'Þ[9:�

4. )� wrmadmin -r fg~ù-úû Tivoli Risk Manager 4PQR�

• �#�äå
6ÓZ[%��ßà­N�qçÁù-úû Tivoli Risk Manager �
�
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U ÀÁ��ù-úû Tivoli Risk Manager �
��m�&O]���ßà^_����~�átó
mn%Û�ßà^_�0�

�1 + ZÆ��x 20 MB 

���¥ rmagent.xml _?�n9�ZÆ��0�

• �#�äå%&D?ÒÓ��x&¶"/}©â�q�D?ãä�`/�}©â$�D?ÒÓ�Å'x

&¶"å���~�@ðW@/ msg D?ÒÓdn���©â$�å�
'myHostname' is acting suspiciously

<`r�R]� MSG pò#Ñ~�12�

myHostname' is acting suspiciousl 

U ÀÁ�äå���æç�D?ÒÓ�����}©â�rq�\&���U ÀÁ�

4.5 DNS ��
�#�®  Solaris�wrmdnsfg«�úû DNS ST�

U ÀÁ�ëúû DNS ST��ñ*~�îQ�

1. ÅÆ summary_engine.conf _?$ incident_engine.conf _?�
2. òè�&_?��  dnsResolver=offE¯°/ dnsResolver=on�
3. )�~�fgóù-úû Tivoli Risk Manager 4PQR�

wrmadmin -r 

4.6�������
• �#��%¢ Linux 9:����çÁû¿¯°VW$XYè��ø�`/ Linux ��� IP î¾$,
éê�ë#»ÓÎ³�

Tivoli Risk Manager �
�#Ñ� JLog QR#vw� Tivoli Risk Manager 4PQRâ*�û¿¯°
VW$XY�ø��ì�&K����¯Â����h��IBM Tivoli Risk Manager �����	�
��í[fg*�{�xu�

Tivoli Risk Manager 4PQRúû��î� JLog XYbPO��bPO�öàïðtw 9992 �XY
fgMNO� logcmdñC¤QR î�tw�XYfgMNO ���%¢ Linux 9:��Tivoli 
Risk Manager 4PQRâ*�tw 9992 �ïð��  Java ConnectionException ¸�� logcmdf
gÍÎ�è¥�@A� IP î¾O$,éê�ë����äå~�%&QR@A�æ� Linux 9:��
Tivoli Risk Manager 4PQRúû�çÁòó,tw 9992 ïð�q¥`/ IP ,éêô0õk�t
w�

• lokkit

• ipchains

• iptables

• ipfwadm

U ÀÁ��hiæ� Linux 9:_`~�S®tw 9992 **Sö�îQ�äå� @Ji÷ë��
tw� ön¾¿�q�çÁû¿¯°VW�ø�øùm�«�úûÆÇ Tivoli Risk Manager 4PQ
Rí[�

• �#�� UNIX 9:��§¨XY_?��ò�üý�·¸Ö¤ IDS �eOçÁ�3è¢_?�
U ÀÁ�/,0�´�kl��K¦Åþ§¨�XY_?�XYüý���

• �#�~�U��HRMAG0147I�ê«�¥�V�ù��U�'{�
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�x>U�­ù� {n} Ì

�è¹øù�çÁmnù���>U��

U ÀÁ�\&���U ÀÁ�

4.7�� IDS �	
�#�� 32 � AIX 9:�úûZ[ IDS \?���\?��«úû�è��¥`/�n9Z[ IDS \
?�óôõZ[� /dev/bpf0 �?���Ìù-©�9:~ó�amúû��?�

U ÀÁ���~�îQùø�n9 /dev/bpf0 �?�

1. · AIX st�4)� tcpdump fg�

2. �W@~�U�'k Ctrl+C ós0 tcpdumpfg�·¸r@­úû�~�Z���

ïð xxx

¶� xxx4r~�Z�?â�ðä en0�

3. �)�~�fgó�0$ù-úûZ[ IDS *Q�

stopnids

startnids

4.8 Web IDS �	
• �#� î� webids.cfg _?�¥¨4� fileMatch_value=0 ó�� Web IDS \?�XY_?�§�
��W@��U��

U ÀÁ��kl\&U ÀÁ�«���XY_?�§�

• �#�äåò Web IDS \?eø/�3x&9:�ôõÂ& Web MNO�è¢MNO�õkXYÖ
� 3x&Z[��q� Web IDS \?��E�
U ÀÁ�ò Web MNOõkXY²¨�«3�Z[��

• �#�webids -d fg«òî���¥,ÆÇo��STDOUT��&K¯Â����h��_`¯-�
xu�

U ÀÁ�\&���U ÀÁ�

4.9 Web ���

• �#�APAR IY58098��äåâ* Java º»��9:«�â* WebSphere Application Server ��
G�Z��q��çÁÞ[ Tivoli Risk Manager Web º»��è¥`/@A Tivoli Risk Manager 
Web ]�QR����	Ö¤×¸«¥â* Web Application Server �9:�ÆÇÖ¤×ó¯-
rmweb.pl J��
U ÀÁ��ñ*~�îQódn Web Application Server �ÆÇÖ¤×�

1. ÅÆ� D?MNO� RMADHOME/cgi-bin Z[�� rmweb.pl J��

2. X,~�*�jÕ� 47 *��

$output .= "METHOD=POST ACTION=\"http://server1:9080/rmwebapp42/logon\">');\n";

3.ò URL ¶"¬��	Ö¤×¯°/ÆÇÖ¤×�ðä server1.mycompany.com.�

• �#�äå@A�î�� Mozilla ���q��çÁ�� Web ]�QR�
U ÀÁ�@A Mozilla V1.7.2 �¯ã���
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• �#�ýþ Tivoli Risk Manager Web ]�QR�'�Tivoli Risk Manager JDBC vwQR
Ý8/
WebSphere Application Server ��²��
U ÀÁ���~�îQ�� Tivoli Risk Manager JDBC vwQR�

1. ~bPc��Þ[ WebSphere Application Server bPcº»��
2. }~���
3. }~ JDBC �����
4. m�ò���ø/MNOè��
5. ïQ Risk Manager JDBC �����ï
�
6. }~ !�

• �#�L¤��²�®�eOGØ���«am©���“9:GØ”vw�}~kâ�?�����{
�W@~�ïQ~Ð39:���

�GØ

ZÆGØ

hÊOGØ

�eOGØ

�:

U ÀÁ�\&U ÀÁ��eOGØ���«���
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5 ��
�

�uvw�® Tivoli Risk Manager V4.2 ��_`¯-�!|���~�zd����~�S]®�**
�!aê�S­® Tivoli Risk Manager �
8��°*�

• ^E_`¯-

• opbP$78

• FFDC $�:VW_`

• aqrst	


5.1���� !
�uvw�&K]® Tivoli Risk Manager �**�^E_`!a~�­®�!"#8��Ìë��¯°
�_`����

5.1.1 IBM Tivoli Risk Manager �����

• ]ò~�_�>²,� 101 ���n»� Ä)D?�RK�q�xu�
��q� <threshold> $ <aggregate>   ��mnA���Ä)D?�Tivoli Risk Manager �
�é��
��q î��|&hÊOD?� rm_Level2+, thresholdCount2­s,��»��Ä)D?�ó
�¼D?�rm_Level24r|&D?�R®Iù��ùÓ�?�ÀÁ¥��D?��0�ê£��s,
�n�2�����Ä)D?�ëú���D?�·�q��� <aggregate> ��êî�
thresholdCounth�~r@��Ä)D?%Û�D?��0�

�q� <cloneable> ���� attributeSeth�mnó{D?��&ÒÓ� ò*¨�D?�¼8/�
�Ä)D?��ï���h�����f&ÆÇRKÒÓ¥ rm_SourceToken�rm_DestinationToken
$ rm_CategoryTokenÒÓ�nA\Ã�~�¥�� attributeSet h��dn���ÒÓ×¦�pr�
�	.mB��rq�q����ÒÓ×¦�ó{*¨D?�ÒÓ×¦R3�

• rm_SensorToken
• rm_SourceToken
• rm_DestinationToken
• rm_CategoryToken�rm_ClassCategory �39��
• rm_CategoryDescription�rm_ClassCategoryDescription �39��
• rm_CustomerID
• rm_Signature
• rm_Timestamp32
• rm_Level

• ]®� 103 ���òÒÓ�ø/�n2�xu**~�¯°�
�q� <action> ���� <parameters> ���� ¯°nA RM_Incident D?ÒÓ�2���
hostname $ msg ÒÓ��

� 103 ��� &@ðdn msg ÒÓ��@ð«am�]���

• � 125 �����ÆD$û¿���xu��x8]�¯°ä��
��"#$%&'()è¢¿��W@�_���Å��_��
��ÆDdn�
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�Å�_�¥Å�_��x¹¯/ G�ÀÁ�`/æ!Û¯-x&_?�ç$�0êù-úû

WebSphere �
~�¯°�Ç��BC�äåæ���¥Ü&�GH#� Tivoli Risk Manager �
�
q]����ÆDÀÁ�

ë���Å�_���~  &quot. üí$� _�¶"¬���~�"#~�Å�_��

1. ÅÆ AdvisorRules.xml _?�

2. ò�*>²,�_?�

title="&quot.View CVE Recommendation &quot."

3. �² AdvisorRules.xml _?�

£W@ Web �{��“�� CVE ��”ò�Æl¿�W@�

æ��~ îÅ�dnD?�Ä)D?ÒÓ�¶"¬��U0ó��Å�_�1��û¿���ðä�

ë��Å�_�1W@ rm_Category ÒÓ2�"# 2 ��_�òÅ�ä��

title="&quot.View Recommendations for &rm_Category Event &quot."

� 125 �����ÆD$û¿���xu��$zd�¯°�p�è¢��~�S&Kû¿��~�
����ÆD�¯Â���

• � 47 ���î¾ÒÓ�xu]�¯°ä��

����

æ�~î¾ÒÓ�è(:Mò«�)½� Tivoli Enterprise Console MNO�

æ�~òeøïE>²,� 4PQR$d�tKLMNO� eif_sender.conf _?�~G«ò%¢%
&')½� Tivoli Enterprise Console MNO�

ðä�ò�*>², eif_sender.conf�

filterAttributes=/opt/RISKMGR/etc/templates/sensorevent_attributeFilter.xml

&K�î¾�@ð��h� RMADHOME /etc/templates/sensorevent_attributeFilter.xml _?�

• ~�Kµ¶]�í[ é[ A�D?¼�½H)½O$��OKµ¶���
filterAttributes=pathname ...

dn#ÑÒÓî¾���x&�Â& XML _?�JST×����� �D?h½��
·�D?î¾�%&ÒÓ�ÒÓî¾® aòD?)½� Tivoli Event Console MNO�
D?¼�½H)½O�\?Î&���~(�«Ûë�Z[)0ê°*Ó��

&K(�ÒÓî¾��_?��h�~�_?�

RMADHOME /etc/templates/sensorevent_attributeFilter.xml

ReadRetryInterval=seconds
dn£�,zdD?�D?¼�½H��O¡¢����äå��OmnD?/zdD

?�q�©�� &��#êI��îQ��:ò¡¢��Kµ¶dn��_8�äå�

��_8�\&��,� &��#�qò£¤�,�zdD?êòU�¥¨XY���

2/ 120 ��

• � 192 ���*ûeøD?ôõO� xu�"# 3 �vw«am�@ð�H& <source 
name="monitor_receiver_webids" �*]ä�¯°/ <source name="monitor_receiver_nids" �

<!-- Event Monitor for NIDS --> 
<source name="monitor_receiver_nids" 
class="com.tivoli.RiskManager.Agent.Transports.Receivers.rmaMonitorReceiver"> 
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<set key="RMA_conf" value="/opt/RISKMGR/etc/monitor_receiver_nids.conf"/> 
</source>

• � 87 ���+û�âôõ�xu]¯°ä��
Tivoli Risk Manager {ûôõzÍ�Z[��4PQR��£4PQRU±«,û�À�æ��À
�¥�æ�KLMNO�x��� RMAgent_Inactive D?� RMAgent_Inactive D?#Ñ� Tivoli 
Enterprise Console �����ê��º»��p��W@~�À�U��

�-4PQR�+û�â�<hostname>/<ip address>

<hostname>$ <ip address>¥«Õ)½ RMAgent_HeartBeat D?�4PQR�Ö¤×$ IP G
Ø2�

���øù��|&4PQReø/�� RMAgent_HeartBeat D?�£4PQR�0)½
��
RMAgent_HeartBeat D?��|&KLMNOÖeø/ôõ RMAgent_HeartBeat D?ê��
RMAgent_Inactive D?����øù��ò&x&­öà� RM_Sensor D?r@��
RMAgent_HeartBeat D?�|&4PQR� RMAgent_HeartBeat D? 
ê«§) Tivoli 
Enterprise Console MNO�����

5.1.2 IBM Tivoli Risk Manager ���	
�

� 25 ��“æ�~�� webids -d fgóòî���¥¨ÆÇo��STDOUT��æ�~�'ò�ùn
c,.x&_?”�.|«am��ïE«�amG½8�«]����

5.1.3 IBM Tivoli Risk Manager �
��

]�¯-é[ E�ý�\?�~#Ñ~����

�æýþ Tivoli Risk Manager \?���ñ*~�nN�

1. K¦%& Tivoli Risk Manager �eO�
2. )�wrmadmin -k fg~K¦ Tivoli Risk Manager �
�
3. äåæëý�D?MNO��ñ*~�nN�

a. )�~�fg�x�
®  UNIX�rmcorr_cfg -delete

®  Windows� bash rmcorr_cfg -delete

*)�fgñ*~�78�

• �fgA¨���q��ë��n»��q���� GUI � wrbfg*û
ò�A¨�

• �0êù-úû Tivoli Enterprise Console D?MNO

b. )� wrmadmin -k fg�
4. ýþ\?�&Kæ]�� ëý��\?�fg�����h�� 177 ��r 11�

*)

1. ­¯°� Tivoli Risk Manager _?�­>²��eO_?ò«· Tivoli Risk Manager Z[��
��

2. �D?MNO��Tivoli Risk Manager <`r����õÌ~�D?º»�D?\�ýþîQ�
«���äåæ/��è¢\?�qÚ$*û���

5.1.4 IBM Tivoli Risk Manager ������

~���]>²,� 23 ���Tivoli bPEF)½��ij�xu�
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äå£ù-@A Tivoli Risk Manager �
�h½ij¯°/ TME�q /etc/Tivoli/rma_eif_env.sh J�_
?� TMEEndpoint Kµ¶�2Ú$¯°/ true�ä�%@�

TMEEndpoint=true

5.2"#$��%&
�uvw&K­® APAR IY55319 op�78$bP**�;³����­**�è¢¯°~°*�

6op���ßà^_�bP��¯°���äåD?î5�_ø 0�Pè¢D?¯1�op��q

Tivoli Risk Manager �
ÍÎ�«�ò�` 2bPc�ëS=�kl�­>²eøh�~bPopê 
2bPcK op�¾¿�&Kè¢¯°�¯Â����p��IBM Tivoli Risk Manager ����	

�®�op$D?
6¾¿�xu�~�¯°�

���������

� rmagent.xml   _?�©�/�w��“ to”�ø�4PQR�|&�\?ÖH&���PKL�op�
�\?Ûë�P�D?�dn/�w��“ from”�ø��\?bø�KL�op��£Ç?�PD?É3
���P��\?·op��D?�

����	



6¾¿¬º  rmagent.xml _?�� persisth�����øù��£bø�op���D?
6�²
,ßà�£�P��\?I��nN���D?·ßà���æ�~ò©4$ZÆ\?opeø/«òD

?
6�²,ßà��mn¥r/
6�²D?����56p�~����

�rvw��~��æ�SD?
6¾¿�

+, -./& 0-./&

%&D?¥¨ßà ¥ r

ÍÎ�D?¥¨ßà ¥ ¥

£4PQR�0��opD?¥¨ßà�8/ÍÎ�ù�D

?�

r ¥

£4PQRúû��ò�PÍÎ��ù��D?� ¥ ¥

ÍÎ��76��D?¥¨ßà ¥ ¥

12345-./&6

� 89òD?��¥¨ßàê:'����P��¯1�

17845-./&6

æ�9:«H&�� 4PQR�ç#»�1²�äå«òD?
6�²,ßà�qÚ$ò:M�
�1

²��;�Cm��>?��4PQRs0�æ×«/<ÍD?��
6¾¿K¦�øù��æ��<Í

D?���

9:;<45-./&6

«àá��K¦
6¾¿�ïE�³=>?æ��
6¾¿�

ëK¦
6¾¿��ÅÆ rmagent.xml _?êò persist="no" >²,�\?n9��ðä�

<destination name="eif_sender" 
class="com.tivoli.RiskManager.Agent.Transports.Senders.rmaEifSender" 
persist="no" >
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</destination> 

��
������

~��ïh��~�Ã rmagent.xml eø_?�� <destination> ����óº»78$bPop�

• persist
• queueMaxSize
• queueThresholdSize
• queueMessageInterval
• errorRoute

op�j¼$��ßà^_��0�D?ò(o�KL�äåop�j¼�þ� queueMaxSize $
queueThresholdSizeh�dn�j¼�q RMAgent_QueueProblem D?ò)½,� errorRoute h

�dn�D?º»�� queueMessageInterval h�º»opÀ�D?)½�@��äå\&ë(o�
D?�op­� ¡¢¾¿�x�qopj¼$ßà^_ò«KL��çopÀ�D?���

~���vw|&h��!|�

queueThresholdSize

• �h�dn�opÀ�D?)½�D?º»���opÚ$s,�j¼�£ìís,�2�~�

queueMessageIntervalh�dn��__AÕ)½�� errorRouteh�dn�D?º»�
��ò)½�x&D?�

• äåops,��h�dn�j¼��:«�0�P��\?�D?�

• �h��2�~¥ 0 $ 2147483647�_������2 0 r@\&j¼#»�

• £op� �¾¿��:�¾¿¥“a�â*��2�”�ä wrmqueue -l fgW@�

queueMaxSize

• �h�dnop�~#Ñ�D?�Åj&��£op��D?�0�þ2��òD?)½�op

�\?�0�P�opÀ�D?ò)½�D?º»��£ìís,�2�~�

queueMessageIntervalh�dn��__AÕ)½�� errorRouteh�dn�D?º»�
��ò)½�x&D?����__A¥ 15 dB�

• �h��2�~¥ 0 $ 2147483647�_������2 0 r@\&j¼#»��h��2Ú$
j queueThresholdsize h�2�

• £ops,Åjj¼��:�¾¿¥“a�¡¢�Åj�”�ä wrmqueue -l fgW@�

queueMessageInterval 

• �h�dn��x& RMAgent_QueueProblem opÀ�D?)½����_�~C����£
op­��� queueMaxSize� queueThresholdSize h�dn�j¼�����h�#»)
½�opÀ�D?��0�

• ��2¥ 900000�15 dB��

errorRoute

• £�� queueMaxSize� queueThresholdSizeh�2���h�dnopÀ�D?)½,�
\?� 
/D?º»���

• opÀ�D?��S��%&�:D?(�x�����h� în9��S��}DZÆGØ

ó²E)½opÀ�D?�èòm�opÀ�D?~���Àth��
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• �~n9Â&��S�� RMAgent_QueueProblem opÀ�D?ò)½�%&dn���S
��

• \&�����S��äå�h��dn�qç RMAgent_QueueProblem opÀ�D?)½�

����
���������

�uvw� ~�øù��opbP$º»h��@ð�

=> ?@>A' BC

m�(o�D?��07«��

100 000�
queueMaxSize queueMaxSize = "100000"

£(o�D?�0s, 10 000 
��æ/ëopÀ�D?)½�

queueThresholdSize queueThresholdSize="10000" 

æ/ëopÀ�D?)½�

errorRoute
h�~�@ð�

æ/ëopÀ�D?|dB)½x

Ì�

queueMessageInterval queueMessageInterval="60000"

~�@ðW@® ~�%pZ�dn�%&oph��

<destination name = "incident_sender_slow" class =      
"com.tivoli.RiskManager.Agent.Transports.Senders.rmaEIFSender" queueMaxSize =   
"100000" queueThresholdSize="10000" queueMessageInterval="60000">
 </destination>

<destination name = "error_route" class =    
"com.tivoli.RiskManager.Agent.Transports.Senders.rmaEIFSender" errorRoute="yes">
     <set key="RMA_conf" value="c:\IBM\RISKMGR\etc\error_route.conf"/>
</destination>

��
������

�uvw�opbPD?�@ð��BC�}W@zdD?�

• ~�D? 2æ(o�D?�0­s,���� queueThresholdSizeh�dn�eø�op�
2j¼�

RMAgent_QueueProblem
msg='QueueProblem:Component=db_sender:Reason=The queue threshold size has 
been exceeded.:currentSize=1001:thresholdSize=1000:maxSize=10000"
severity=WARNING

• ~�D? 2æ(o�D?�0�þ�­��� queueMaxSizeh�dn�eø�opÅjj
¼�

RMAgent_QueueProblem
msg='QueueProblem:Component=db_sender:Reason=The queue maximum size has 
been exceeded.:currentSize=9992:thresholdSize=1000:maxSize=10000"
severity=CRITICAL

• ~�D? 2æ
6op����àFûO\&¯Â���^_�

RMAgent_QueueProblem



24

msg='QueueProblem:Component=db_sender:Reason=The disk the queue is using has 
no more space available.:currentSize=999:thresholdSize=1000:maxSize=10000"
severity=CRITICAL

• ~�D? 2æop­ÍÎêÛë*ûú+�

RMAgent_QueueProblem
msg='QueueProblem Component=db_sender:Reason=The queue failed for an unknown 
reason.:currentSize=4567:thresholdSize=1000:maxSize=10000"
severity=FATAL

wrmqueue -l ����

wrmqueuefg� -l ïE�!|��IBM Tivoli Risk Manager �� !"#��]¯°ä��

l D -list

�ïEp�&Kop�����o��f&zd�Ö&W@êk%pGRvw~����

1. op×�¾¿$n9

2. op�D?��0

3. ÍÎD?��0

~�o�¥ wrmqueue -l o��@ð�

op× ¾¿ ij 
6

summarization           a�â* ©4 ¥

eif_sender1                a�¡¢�Åj� )½O ¥

eif_sender2                a�â*��2� )½O r

eif_sender3                a�¡¢�ßà­N� )½O ¥

eif_sender4                ­ÍÎ )½O r

op×                 # ­(o  # ­�P #/�

summarization           xxxxxxxxxx xxxxxxxxxx xxxxx.xx
eif_sender1                xxxxxxxxxx xxxxxxxxxx xxxxx.xx
eif_sender2                xxxxxxxxxx xxxxxxxxxx xxxxx.xx
eif_sender3                xxxxxxxxxx xxxxxxxxxx xxxxx.xx
eif_sender4                xxxxxxxxxx xxxxxxxxxx xxxxx.xx

op×                 # ­ÍÎ

summarization           tttttttttt(rrrrrrrrrr)
eif_sender1                tttttttttt(rrrrrrrrrr)
eif_sender2                tttttttttt(rrrrrrrrrr)
eif_sender3                tttttttttt(rrrrrrrrrr)
eif_sender4                tttttttttt(rrrrrrrrrr)

~���!|�� wrmqueue fg� -l ïEvw�o��

E"F GH+,

op× op�×¦�

¾¿ op�¾¿�	\?�� î~�2�xr@¾¿�
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a�â* opâ*çkl�

a�¡¢�Åj� ­eø�Åjopj¼­s,��aòD?)½��

op�nA\?�ø ¡¢¾¿�

a�â*��2� ­eø��2opj¼­���

a�¡¢�ßà­N� ²¨ Tivoli Risk Manager 
6_?�ßà­N��
4PQRa�¡¢+,^_���

­ÍÎ op­ÍÎ�&KS=�kl�����h�

�Tivoli Risk Manager �����	��
ij a·�op�3D?�\?ij�

• ©4

• )½O


6¾¿ r@D?¥²¨�1²��¥²¨��à��

# ­(o \?���ë�P�D?�0�

# ­�P {4PQR�xÌúû~ó���P�D?�0�

#/� {�xÌ wrmqueue -l fg)��4PQRù-úû'�äåè¥ËÌ)�
wrmqueue -l fg�~ó|��P�D?�0�

# ­ÍÎ tttttttttt¥{4PQR�xÌúû~ó\?­çÁ�P�D?���
rrrrrrrrr ¥4PQRù-úû�òù��ÍÎopH���0�

5.3�������
�uvw&K-��xÌÍÎ��ÏÐ�FFDC���~�®�IBM Tivoli Risk Manager �����	�
�� I�U�$VWXY��:JK½H���:¯°����

� !"

Tivoli Risk Manager �
vwVWL6���f&è��L6���Å�è��DEBUG_MIN�¥�
�è����è��}VW��>?���&è�¥ DEBUG_MID $ DEBUG_MAX�:Mvw¯j
0�L6����~ î¯°XYeø_?��h�� îî�XYfg*�{ó!°è��VWXY

��£�}MÈ���

���øù��1²�N¿� ²¨%&VW���èÅ¼H�9:Ó��VW�ÚÛ�}£«
)�

��N¿O^�ßà�æ��~eøVWXY~+�¥¨ßà�~G£ç«
)��æ�~²¨VW�

��&KäAeøVWXY�@ð��h��Tivoli Risk Manager 4PQR$D?ôõOVWn»�
xu�

VWXY� ~�_?$Z[��

• Linux $ UNIX 9:�� Tivoli Risk Manager C QRVWXY� 
/usr/ibm/tivoli/common/HRM/logs/<application>.error.log ��U0 <application> dn]�QR
�×¦�

• Windows 9:�� Tivoli Risk Manager C QRVWXY�  C:\Program 
Files\ibm\tivoli\common\HRM\ logs\<application>.error.log ��U0 <application> dn]�QR
�×¦�

• ®  Linux $ UNIX 9:� Tivoli Risk Manager 4PQR\?VWXY� 
/usr/ibm/tivoli/common/HRM/logs/traceHRMn.log ��

• ®  Windows 9:� Tivoli Risk Manager 4PQR\?VWXY�  C:\Program 
Files\ibm\tivoli\common\HRM\ logs\traceHRMn.log ��
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• Tivoli Risk Manager ���=�QR�wrmdbclose $ wrmdbclear ò:M�VWí[d�G¥,
}D_?�traceHRM_DBClose.log $ traceHRM_DBClear.log�

Tivoli Risk Manager 4PQR$D?ôõOVWí[ò¥,×/ traceHRMn.log��� n¥x&�
¶��kGRÅâ�_?��VWí[O�~ÅÂ¥ 5 &_?�|&j¼/ 1 MB�äå¥¨�0�~
NO 5 MB ¯Â�VWí[�qVW_?òÃê�è¢VW_?#»Ö�~��í[Oeø_?n»�
ë¯°VW_?�Åâ��� file.trace.maxFilesh��ë¯°|&VW_?�Åjj¼���
file.trace.maxFileSizeh��

jÂ�XYU�3�¥,U�XY$VWXY�ëm�%&U�Ö¥,VWXY�òVW_?>²,U

�í[O� listenerNames�ä�%@�

rmLogger.msg.listenerNames=file.message file.trace

#$%&'�()*

�xÌÍÎ��ÏÐ�FFDC�¥���>?�VW���1l� în»VWXYeø�æ�~�V
W1l�%&���ïn���**�|&1löàPx�VW_?��_?«�å'®VW1lQ

R����øù��FFDC � Tivoli Risk Manager �
�«,û��~ î¯°VWXYeøò�S
,�&K¯°eø�����h��Tivoli Risk Manager 4PQR$D?ôõOVWn»�xu�
FFDC 1l}®  Tivoli Risk Manager 4PQR$D?ôõO���

FFDC XY� ~�_?$Z[��

� UNIX 9:��/usr/ibm/tivoli/common/HRM/FFDC/YYYY.MM.DD/traceHRMn.log

� Windows 9:��C:\ Program Files\ibm\tivoli\common\HRM\ FFDC\YYYY.MM.DD\traceHRMn.log

U0 YYYY.MM.DD¥1l)��X��� n¥x&r@�TnX�1l�GR��¶�

!" XML

~�UpU�$VWXYí[� Tivoli Risk Manager �
���

Time Millis Server

ServerFormat ProductID Component

LogText SourceFile SourceMethod

Thread Exception MessageId 

TraceLevel Severity

��

~�pV~ ASCII W@U�XY_?�12�

viewer.sh -sascii /usr/ibm/tivoli/common/HRM/logs/msgHRM.log

~�pV~ HTML òVWXY_?�12¥¨mz_?�

viewer.sh  /usr/ibm/tivoli/common/HRM/logs/traceHRM*.log > trace_logs.html

~�pV~ HTML �tòVWXY_?�ïnp¥¨mz_?�

viewer.sh -q W elect 
Time,Component,Thread,SourceFile,SourceMethod,LogText,EXCEPTION where true
/usr/ibm/tivoli/common/HRM/logs/traceHRM*.log > trace_logs.html

~�pV~ HTML �tò“��”U��ïnp·U�XY_?¥¨mz_?�
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viewer.sh -q W elect 
Time,MessageId,LogText,Component,Thread,SourceFile,SourceMethod where Severity 
= ‘ERROR’   /usr/ibm/tivoli/common/HRM/logs/msgHRM.log > error_log.html

Tivoli Risk Manager +�,-���./0� 1�

Tivoli Risk Manager 4PQRVWXY� $RMADHOME/etc/RMLogger.properties VWXYeø_?
��h�º»�ðä�rmLogger.trc.levelh�º»4PQRâ*��¼�VW����0�
rmLogger.trc.listenerNamesh�º»òVW��¥¨1²�¥¥¨ßà��_?�ë;²4PQR
ñ*�VWXY��0� 
è�&h�ÖÚ$¯°~G&¯Â���ÏÐê�öà�¥¨ßà�

&�¹ÀÁ�®VWeø**¯°�

•  î¯° RMLogger.properties _?��h�2Ý'ù-úû4PQR�76ÀÁ

ðä���~�"#76G;²4PQRVWXY�

1. ÅÆ $RMADHOME/etc/RMLogger.properties _?~¯°~�h��
rmLogger.trc.level=DEBUG_MAX
rmLogger.trc.listenerNames=file.trace

2. ù-úû4PQR�

•  î��XYfg*�{��h��XYfg*�{�xu�¯°h�2�Y��ÀÁ�

 î�ÀÁ**�¯°Ûë4PQRa�â*��}£4PQRa�â*�&Ç�

ðä���~�"#£4PQRa�â*�Y�;²4PQRVWXY�

1. ¯°/ $RMADHOME/logviewer Z[�
2. ·�Z[o¨~�fg�

logcmd set rmLogger.trc level=DEBUG_MAX
logcmd set rmLogger.trc listenerNames=file.trace

£í[¯Â���VWXYU±¯j��­s,VW_?�Åj�0�'��&VW��òå-��

�QR���VWeø¥ 5 &VW_?�|& 1 MB�ëòVW_?20;²/ 10 &_?�|& 2 
MB��)�~�fg�

logcmd set file.trace maxFiles=10
logcmd set file.trace maxFileSize=2048 

è¢�ø!ë�4PQRâ*�É�
�Ç��0$ù-úû4PQRò��è¢�ø��,����

ø�ëX-4PQRâ*�4PQRVWXY��)�~�fg�

logcmd set rmLogger.trc level=DEBUG_MIN
logcmd set rmLogger.trc listenerNames=memory

ëú��xÌÍÎ��ÏÐ�FFDC�1l��ä�n»VWeø�

rmLogger.trc.listenerNames=snap.memory
rmLogger.msg.listenerNames=file.message ffdc.snap 

%&è¢eø¯°ÚÛ Tivoli Risk Manager 4PQR�%&\?�#ÔD?ôõO�äåæ/eøD
?ôõO��«3 �$�4PQR�q�eø_?�fg*�{��� rmLogger.trc.monitor 4Y
rmLogger.trc�ðä�ëòD?ôõOVWXY�ø/�è�ê¥¨:{Z�_?���ø~�h��

rmLogger.trc.monitor.level=DEBUG_MID
rmLogger.trc.monitor.listenerNames=file.trace.monitor
file.trace.monitor.fileName=trace_monitor.log 
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)�~�fg~p�eø�%&n9�VWí[O�

logcmd list rmLogger.trc
)�~�fg~p�VWí[O�£��ø�

logcmd config rmLogger.trc

)�~�fg~p�D?ôõOVWí[O�£��ø�

logcmd config rmLogger.trc.monitor

5.4!'()*+,
�uvw&K® APAR IY53527 �aqrst	
**�;³����~�&K��aqrst���
]>²,�IBM Tivoli Risk Manager ����	��

�������

� IBM Tivoli Risk Manager V4.2 ��~�-���ò>²,[\ aqrst	
 Tivoli Risk 
Manager �
�]^�D?ôõO�

• +î¾

• à_�©

• ® dnD?ut�;³��

�-��°*�`�Ó��ê H�t_?�öà����)*��vw� } e"Æí�m�æ´

��~��t_?�òD?utr@/aqrst�

ë=´è¢-�����· Xerces �aqrst�� Xerces aqrstªe©4¥h:�	
POSIX�«mn&#{ûôõO�NFA�aqrst©4�xE= ´���	
jÂ�¬	
�aq

rsta�zd�ä�%@�

IJ KL +, BC �M

 }¶"i

[ ]
¶"i��¶"¼�����t����a�

zd}ªebú¶"��x&�

gr[ae]y
ªe“gray”�
“grey”�

P��¶"

i

[ ^ ]
ªe%&¶"��%p�m��

��ü�ÀÔâ'o¨°¨ÆíócU¶"

i�

gr[^ae]y
d«ªe“gray”
×«ªe

“grey”�

ù�¶"

?
*
+

ªe<*�ÆíqÌ�xÌ�

ªe<*�ÆíqÌ�ÂÌ�

ªe<*�ÆíxÌ�ÂÌ�

Eí¶"

\d 
\D 
\s 
\S 
\w 
\W 

ªenA�¶

ªenA	�¶

ªenA^�¶"

ªenA	^�¶"

ªenA¶"�

ªenA	¶"�

º

[.]
ªeUenA¶"�£���a�zd��¼

f�º��Bâ�¥Å
���¶"�x�:

×¥Å
����¶"�

n�" � r@�ø�«ªe¶"�:M�¶"�

���'��_ªe�ø�ê� �%¢�ø

Æí regex ªe�
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^
$

r@x*�üí�

r@x*�� �

¶g�

\b 
\B 
\w 
\W 

r@¶g��

� ªe�&¶�

\ b �P����
� ªe	¶"�

‘\w’ �P����

\b(is|art)\b 
ªe¶“is”�¶
“art”�

��

[-] 

 

� dn2����

�BC�æ�¶"i1dnÂ&���
h�

\Ã��$}&¶"�

[0-9]

[0-9a-fxA-FX]

ªe 0 $ 9 �_
�}&�¶�

ªeij*»�

¶�¶� X�

0�

{}
��0�~*x"mnrst��0�

?�* $ + ×¥0��
{n}

{n,}

{n,m}

��ªe nÌ�
ªe�- nÌ�
ªe�- nÌ�
)«Â mÌ�

c��

(?=)
(?!)

ªe�x&¶"�

q(?=u)

q(?!u)

ªe�'¥ u �
q�
ªe�'«¥ u 
� q�

c'�

(?<=)
ªe�x&¶"

(?<=a)b

(?<!a)b

ªe�x&¶�

¥ a �¶� b�
ªe�x&¶�

«¥ a �¶�
b�

d\�kY

(a|e)
gr[ae]y

ªeTnbú���rst�}&aqrs

t�

�BC�äå�rstüí�� dn

“(‘ and ‘)”�q ªe«�amG=´�

è¥�  Xerces ��kl%���

gr(a|e)y
gr[ae]y
(gray|grey)

ªe“gray”�
“grey”�

�rp��«¬	
�a�zd~��~���?�a�zd�

a�zd !| ?�a�zd

ê¼ dn��&�Â&}D�¶"ia��}&¶"

i�ê¼�@ð�~/ [0-4[6-8]]�:]ªe� 5 
~m· 0 , 8 �nA�¶�

dn [0-46-8]�:æç�l�ÀÔ
â��~s,R3��å�

k¼ dnªe%&ám12�}&¶"i�k¼�@ð

/ [0-4&&[4678]]�:òªe�¶ 4�k¼in ê
¼���in�EF����

���ê¼dn�R3�?�a

�zd�

XÁ dnªe�ám~m%&12�}&¶"i�XÁ

=o�¥P��k¼�XÁ�@ð¥ [0-
9&&[^345]]�:òªe� 3�4 $ 5 ~m· 0 , 9 
�nA�¶�

~a��tdnrst�ðä�

[0-26-9]�
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6 ��������

�up���!"#�-�$¯°�_?� RMADHOME p� Tivoli Risk Manager @AZ[��
RMADHOME EFU0©���

/etc/init.d/rc.rmagent�Solaris � Linux�
/etc/rc.rmagent�AIX�
/etc/Tivoli/rma_eif_env.sh��� SUSE Linux V8 ���	
�� LD_ASSUME_KERNEL�
RMADHOME /bin/rma_webids-init�
 UNIX � Linux�
RMADHOME/bin/RMCAH040201.sys�
 HPUX�
RMADHOME/bin/RMCAL040201.sys�
 Linux�
RMADHOME/bin/RMCAS040201.sys�
 Solaris�
RMADHOME/bin/RMCAW040201.sys�
 Windows�
RMADHOME/bin/RMCAX040201.sys�
 AIX�
RMADHOME/bin/rmEventLog.dll�
 Windows�
RMADHOME/bin/webids[.bat]
RMADHOME/bin/wrmadmin[.exe]
RMADHOME/bin/wrmdns�� Windows � Solaris ������

RMADHOME/bin/wrmqueue�� Windows � Solaris ������

RMADHOME/dbschema/rm_t_arc41_uc.ms.sql
RMADHOME/etc/incident_engine.conf 
RMADHOME/etc/rmagent.dtd 
RMADHOME/etc/rmclasspath.conf 
RMADHOME/etc/RMLogger.properties 
RMADHOME/etc/summary_engine.conf 
RMADHOME/etc/tec/rules/riskmanager.wic 
RMADHOME/etc/templates/baroc/rmagent.baroc
RMADHOME/etc/templates/incident_engine.conf
RMADHOME/etc/templates/rmagent.dtd
RMADHOME/etc/templates/rmclasspath.conf
RMADHOME/etc/templates/RMLogger.properties
RMADHOME/etc/templates/summary_engine.conf
RMADHOME/etc/templates/tec/rules/riskmgr_config.pro 
RMADHOME/etc/templates/tec/rules/riskmanager.wic 
RMADHOME/etc/templates/tec/rules/riskmgr_config.pro 
RMADHOME/etc/tec/rules/riskmanager.wic 
RMADHOME/lib/eif.jar
RMADHOME/lib/evd.jar
RMADHOME/lib/jffdc.jar
RMADHOME/lib/jlog.jar
RMADHOME/lib/rm_dbaccess.jar
RMADHOME/lib/rm_dbutil.jar
RMADHOME/lib/rm_util.jar
RMADHOME/lib/rmagent_msg.properties
RMADHOME/lib/rmagent.jar
RMADHOME/lib/rmeventmonitor.jar 
RMADHOME/lib/rmsvrcfg.jar
RMADHOME/logviewer/logcmd.sh�
 UNIX � Linux�
RMADHOME/logviewer/logcmd.bat�
 Windows�
RMADHOME/msg_cat/C/rmeif.cat
RMADHOME/nids/templates/rules/www.rules
RMADHOME/reports/rm_ra_03.rpt�
 Windows�
\Program Files/ibm/tivoli/common/HRM/scripts/getpd.bat�
 Windows�
\Program Files/ibm/tivoli/common/HRM/scripts/getpdinfo.bat�
 Windows�
/sbin/init.d/rc.rmagent�HP�
/usr/ibm/tivoli/common/HRM/scripts/getpdinfo�
 UNIX � Linux�
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7 	
���


äåæ&K nA Tivoli �
�kl��h�~� IBM Ù?	
 Web ¹º�
http://www.ibm.com/software/sysmgmt/products/support/

äåæ/L9Ù?	
��h�� ~� Web ¹º� IBM Ù?	
de�

http://techsupport.services.ibm.com/guides/handbook.html

�devw&KäA/�ækl��ùÓL9 IBM Ù?	
���~�~����

• B÷$��

• q4â�$q�r?GØ�3= æ%���s�G¿�

• �L9 IBM Ù?	
��æÚ$H&���

http://techsupport.services.ibm.com/guides/handbook.html
http://www.ibm.com/software/sysmgmt/products/support/
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$
MN�����cæ£G� IBM 4rxV�nA® IBM �
�QR�MN�©�ê	C��@�y@!
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�QR�MN�!ë«§z IBM �2D�I�nA3¡����
�QR�MN�Ö
�~4Y IBM �
�QR�MN�)¥�KL${|nA	 IBM �
�QR�MN�q��C{*}
~�

IBM á���­�&�a�����_`12&K�·E���vw�_`ê����C��è¢���
nA���æ�~��{Àtò��pV���

IBM Director of Licensing
IBM Corporation
North Castle Drive
Armonk, NY 10504-1785
U.S.A.

&K�¶u�DBCS������pV���æ%��s�G¿� IBM 2D�Iz�L9����{À
tòpV���

IBM World Trade Asia Corporation
Licensing
2-31 Roppongi 3-chome, Minato-ku
Tokyo 106, Japan

NOP8Q@RSDT7UV>OPWXYZ[8\]>S^DY_) International Business Machines 
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yÑ��|�`»�>���«�� æ�

������#Ñ��À{«]Çm�GÀ������»����òn�¯°�è¢¯°òÅ¨���

�-���� IBM �~��®����!|��
$��QR**°*$��¯°�¸«.* 2�

����®	 IBM Web ¹º�nA©�Ö!¥/�ÀG���vw��«~nAÀt�£®¡¢ Web 
¹º��|�¡¢ Web ¹º����«¥ IBM �
���xzd���¡¢ Web ¹ºÜó���ò�
æ{*���

IBM �~k:­/�£�nAÀt���d)æ%vw�nA��¸ç$®æ��nA~n�

�QR�å��Àäåë�S&KQR���~s,ä�Z���i����D_öà�QR$�uQR
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9�
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�Æ�B÷�Æ�

Linux ¥ Linus Torvalds �t�$���u�s�G¿��Æ�

Microsoft $ Windows ¥ Microsoft Corporation �t�$���u�s�G¿�B÷�Æ�

UNIX ¥ The Open Group �t�$�u�s�G¿�B÷�Æ�

 Java $%&�  Java ��Æ¥ Sun Microsystems,Inc. �t�$���u�s�G¿��
Æ�

�uá���
$MN×¦��¥�uá���Æ�MNÆí�

����


	  
	 APAR
	Tivoli Enterprise Console 
	Tivoli Risk Manager 
	DNS 
	 IDS 
	Web IDS 
	Web 

	IBM Tivoli Risk Manager 

