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1 T ZBITH

AFPMA FAZ AT ) — A5 R

A H SR L, Adobe Acrobat #% U4 L
HREZBIT A BN A E R, WA AR [ AL AR .

1.1 155 (414 2%
ZAEAT AR LU A
o KEEIH
o BTG
o iZM&iTHLfY) CD-ROM W%

1.2 150 (I CHI# T

BTSN AN T
e 4.2-RMG-0001LA
e 4.2-RMG-0002LA
e 4.2-RMG-0003LA
e 4.2-RMG-0004LA

THAE LRAZAE T BT % SR A B N A

1.3 SHFHIHRIEA L
AN AZAE T QSR F & R 2E
ST R R G A i CIpriR s
F M | A AOCHe | WG (&L | Crystal | 4 IDS | Web | Web [ /]
Vi il Reports IDS P

AIX 5L V5.1 (32 frik 64 X X X X x3 X X
A7)
AIX 5.L V5.2 (32 15k 64 fi) X X X X x3 X X
Solaris 8 (SPARC) 2 X X X X X X X
Solaris 9 (SPARC) X X X X X X X
HP-UX 11i (32 {8k 64 /) X X X X X X
Windows 2000 Professional X X X X X X X

(SP3)
Windows 2000 Server (SP3) X X X X X X X
Windows 2000 Advanced X X X X X X X
Server (SP3)
Windows XP Professional X X X X X X
Windows 2003 Server X X X X X X X
Red Hat Enterprise Linux AS X X X X X X X
2.1 (1A32)




SRR RGURA pAENEiN CpriaiRes
TR | A ATAOCHG | OC | % AL Crystal | 4% IDS | Web | Web [¥iJ1]
S0 o Reports IDS |
Red Hat Enterprise Linux AS X X X X X
3.0 (1A32)
Red Hat Enterprise Linux ES X X X X X
3.0 (1A32)
SUSE LINUX Enterprise Server X X X X X X X
8 (iA32)
SUSE LINUX Enterprise Server X X
8 (pSeries ) ®
SUSE LINUX Enterprise Server X X X X X X X
8 (zSeries) ®
SUSE LINUX Enterprise Server X X X X X X
9 (iA32)

BAE R G R
1. ZRPIEBEETRMZE T AR T HIE R 2RI T HEE R U 4R 0. ATH
AR GE R APIBLERRAE R G A XHHCFHE R, 2% IBM B SR .
2. Solaris J&:15 Solaris Operating Environment, L F#%% Solaris.
3. MBI ARG (ML IDS) 1F 64 1L RGE EAZ S FF.

RDBMS {1 i TN
IBM DB2® 7.2 (FP8) . 8.1 (FP2)
Oracle 9i. 9iv2
Sybase 12
Microsoft SQL Server 7.0, 2000

1.4 (Z 1507 €9 17 19 Fr 18 14 2%

AFTRAEE 5 Bt Tivoli Risk Manager 7 i A H R S 2 145

X BEAS A SCRAG 2 7. DUAESRAE T O0BE ¥, IR AL 7 — Fh il A S NN A2 AT R BABIARES
IRk, AREZER, WS [ORER] 1.

X E ML SR AT 2] T Nk BRI — M. BOficAT) Xerces 1ENZIEAE, $24E 1)
PRUEIE NI IE AHEAI ) 2 IS0 . AREZAEE, WS [SORER] 15,

BN TR E YRR S R AREZAER, WS [SORER ] 5.

RMAgent_Inactive S %11 msg JE P A2 T s, 46 T A ki% RMAgent_HeartBeat Fi4
FIARBERE T ) LA A IP Mtk AOREZE R, WS [SCORSER] —1.

IIAEHRAE T 5 Windows 2003 Server 132 .




2 BRI E
2.1 JE RN

LL R #E2 Tivoli Risk Manger 153745, 1 Fr b i :

e IBM Tivoli Risk Manager V4.2
e i FPO1 ¥ IBM Tivoli Enterprise Console V3.9 ({4t 3RS #efata. )

e T Red Hat Enterprise Linux, #iXf#) Java i&1TIRA A IBM JRE 1.3.1-6 B mfiA . 4
R TCVEAT FHIXLERA, HEER IBM S FF

2.2 RV REHIN
AT 52223 Tivoli Risk Manager 7 i () I s B

R 23T Tivoli Risk Manager 4.2.0-RMG-FPO1 &1 41 % 2234 Tivoli Risk Manager 7~ i i)
IR el B vh R 22 3 i m e 40 (B, Crystal Reports) , i5BEFR IBM %t 32 F5 LSRG T
AL FET 05 5 I 2B T A

A LURFZ BT Lo A e s ok e s e B 4 1o 3 60 A% I 5 A 205 5, 1S W
[Zeeyim ] —15.

Windows =4 i ¥ G i T s LAbR B — R Windows i H &R IAT & o IXLLIiH] T
OS2 5L Tivoli Risk Manager fQEEFE ¥ I FF 4R 2 HCEF AR 47 & . #13% Tivoli Risk
Manager 7= &I, VR P AN 2 TR R Bk 2 Ik Sy R B . SRS E R e B S A, e
FE R KA A WA A 5 Ry e i, H SR MRS 2 P R e 1k

T % Windows =S4 AR OO 2117 HAF A Bz A Us A Fk, 7R — I3 3)
SIS 2 TR AR S W A e o
HKEY_LOCAL_MACHINE\SOFTWARE\Tivoli\Riskmgr\Agent\RMLogfile

7£ Solaris &4 ‘%% Tivoli Risk Manager Web W R 3 244 (1K) 1 ] g IR 22 e ml & n) fle 25
1. ATRERF B IR B AT FF SO RO B A, BLE T WebSphere Application Server Joik kM
‘2% Tivoli Web N TR 4141 . X455 WebSphere Application Server 3% 45 #2235 1 F4 i A
JEIR AR AR o

A R DA i A e g SO AR A R

ulimit -n

F{E WebSphere Application Server |- %)) 2%% Tivoli Risk Manager Web W F 220 14F, ZifE
i FH LA R A1 7 222 Tivoli Risk Manager Web N FF2 )52 fif IS /N T 1024 52715 (1 3 K SO
REFIT U222 (B2 A# ] Tivoli Enterprise Console Web [ I FEY 234 kA WebSphere
Application Server N FHFE/T) o (HUETERATIZIRAEZRT, MNAXSEFI 1L Solaris SCR LA T il E AT iX 44
SR TR . PATIEFREFNGE S . i %) WebSphere Application Server W FH 27 I114L
i, AT RE T S R SRR R IR RS 1 1
A5 BT AN J7 VR S St R SRR £+

1. {&1l: WebSphere Application Server.

2. KM
ulimit -n 1024

3. A ulimit @y & [ 2 S 1E E 8T 3 WebSphere Application Server.
4. 2234 Tivoli Risk Manager 7= i .



— AN R AR R T F R AE fetc/system SCAF AR B DL & Mok B SO0 IR R
REH:
rlim_fd_cur
rlim_fd_max
X1 Sybase #idfs 2 1) Tivoli Risk Manager 7™ it 15T %24%, 71 Tivoli Enterprise Console /™ i 4 2
[ Berb 223 T Tivoli Risk Manager #.  Tivoli Enterprise Console 2255 X 154 B AR # N, &
AR T HE AR A BRI Tivoli Risk Manager VR4 EK Fi 4. Z{EH] 7 Sybase [t SZEL Tivoli
Risk Manager i, A LGB {78 00— ek 390 Tivoli Enterprise Console #iffi 17 7 (1) ik 45 BL o
DU SRR — AN RG], Fe R i il 45 44 TEC_SYSTEM_2 (i Berb 78— 200 MB #: 45k
ks BOK /N o
:
o ALTER DATABASE ifif1) 4 H 8lpks #4825 B o
o f{iH] Sybase RN H P hrilix E Sybase M58, VMEHATIZERE . A AR IR BA1E Y
FIRLBR AT Sybase #1355

1. W RPR, 6144 rm_exp_archive_table.syb.sql A< SC 4

use master

go

DISK INIT name="TEC_SYSTEM_2",
physname="/data/sybase/data/TEC_SYSTEM 2",
vdevno=14,

size=102400

go

ALTER DATABASE tec

on TEC_SYSTEM_2 =200

go
2. PHNLUN SO EATHEA T S LA ) 2 K
o DISK INIT name: &) LRAH N AR
o physname: i35& IO ¥ HIERAE R GTRRAT 4
e vdevno: fifRIXE AR HE T AT LUN A& ok ifig M %7 select
distinct low/16777216 from sysdevices
3. RMLUNfir & KIsATIIAR
isql -Usa -P<pw> -S<system> -i rm_exp_archive_table.syb.sql
AH <pw> & SQL # Y, A& <system> T WR IR G4
2RI R T WoR LU B s Ik 4R 2] Java AT AT SCA
"RkF JVM"
XA fE S AL BN H S SO R G0 A B 1) n] A ) 3380 L3 2 30 R St B, 0y A
PATEL FERAEZ —
o BIBOZICIE RGP A )
o ARG £ 47 ]
it 23 i) i 2 n] A B 2236 1) Java JRE K/ = A
WA BB 2285 Tivoli Risk Manager 77 i J R A IS8T 8 2k TME, S 7E
letc/Tivoli/rma_eif_env.sh A SC/:Hh TMEEndpoint S8 7 1048 5 5 true, W1 R Als:
TMEEndpoint=true



2.3 R
ARATHAAT B Z BT RIS B
A DA IR 52 4 2 b kb T 22 7 ok e3¢ Tivoli Risk Manager 4.2.0-RMG-FPO1 151741, 5845 225% WA 40
TELL N 4 T AT
o IEELE Web N HIFEE 5 DB2 4MAEA] RDBMS 7 it —efdi ] .
o IBELZMEAT AR LN FEATE L

Windows 2003 Server

Red Hat Enterprise Linux AS 3.0

Red Hat Enterprise Linux ES 3.0

SUSE LINUX Enterprise Server 8 (iA32)
SUSE LINUX Enterprise Server 9 (iA32)

TR IBM AT S DA IGIEAT 584 2o Be I b 204 FH 1) 22 2 4,
2.3.1 b T3k
i A H BL T i Rz b T
rm4201_setup_<platform> [ -silent | -console ]
WA <platform> f5:& L F A&

AlX: Tivoli Risk Manager 7~ i S 11 AIX iR A
HPUX: Tivoli Risk Manager 7= i 32 () HP-UX A
Linux: Tivoli Risk Manager 7 i 32 ## /1] Linux (1A32) JiRA

LinuxPPC: Tivoli Risk Manager 7= 2 £ 11 Linux (PPC) WA
Solaris:  Tivoli Risk Manager 7~ i % ¥[1) Solaris (SPARC) A
Win: Tivoli Risk Manager 7= i 2 ¢ 1) Windows kA
R LAFR E BL R BN 1L T
-silent IETUGLT PN E R A 22 H b i H & S0 LAk
TR MG, DA 2 A 1 o
-console  ZEIFE LAy UKD 3. HIFRE, ZiEnifE
Windows “1- & _EANH .
SRR kI, W BoRLL R E
o iETE
PN
e
P I THALIX LT VAT N . BN L BoR i, E8d F—2.
W IEAEFA RS b2 TZB T, WG SE e 2 JE AT L Nk i

1. VG PR J A )R O =44 T P R ) 2
2. RHEUTr4:
rmcorr_cfg -update

W S BN . EiE a5 Ik IF T A 2 Tivoli Enterprise Console Fi /il 45 45



2.4 Kiptt tdis 2

4.2-RMG-FPO1 537 40 T 0 & A HiAk 1455 Tivoli Risk Manager V4.2 77 & S H7 T A 1E 5 10 © 3 5 kY
Po AL LLUR A ib AL1E B

o ARHULEVE RS
o M 2 ]

2.4.1 AHAb AL R I
1R3¢ 4.2-RMG-FPO1 &I ELZ |, WA B A M5 B
o ZAETT AL AL 1 CUSEHT I PR S R B T Tivoli Risk Manager Fi 51 Al & 10 B0 2%
o SEATRERIEN [T W IR 28 MAE T R I SO B N e BT BT 1 2 A AR Y
o RMNTTRER AR ORI E 5 e A e B o WOR R B AR [

2.4.2 KM 0 2B
AT RBAHA A 225 R T DA 58 42 2o e b T 222k U5 5k 2228 Tivoli Risk Manager V4.2 211 61
01 MIAHIL L. W RBEPATIEA " W58 4 2edke, WM E et (A REZMEE, EHSHUL T2
BT 1. ) WRBEPATIEA B Ab T 22ke, AR T 22
2.4.21 584 dk
FEPAT E R PRI e A e%E, WS (IBM Tivoli Risk Manager & 7745 #/NV4.2) 1) T FriE S %
Rl — W
2.4.2.2 4p ]
FPATANT 228, TR LU A2
X Windows V5
rmlp4201_setupwin32.exe
X UNIX AT Linux 75 :
rmlp4201_setup<platform>.bin
WA <platform> 455 LA T A6

AlX: Tivoli Risk Manager 7= i 32 F¢ ) AIX A

HPUX: Tivoli Risk Manager 7 i 32 #£ 11 HP-UX iz A

Linux: Tivoli Risk Manager 7 i 371 Linux (IA32) A
LinuxPPC: Tivoli Risk Manager 7= i > 7 Linux (PPC) fRA
Solaris: Tivoli Risk Manager 7= i 32 5[] Solaris (SPARC) A

*FJ Linux for zSeries (S/390)
java -Dis.javahome=/opt/IBMJava2-s390-131/jre -cp ./rmIp4201_setup.jar run



3 ZBiT s IE R APAR
AT 4.2.0-RMG-FPO1 & 1T B2 4E 1) APAR X 1E AR R v 7 %
APAR: 1Y48016

ek F—PNRSG BT Web AR RS (Web IDS) sz#l, BT a2 s2p{E H FE-—1%
webids.lastread 34, ATLLKE THEEA IEH o

fit s 5 BUERED Web IDS Zhag e L B & 1) webids.lastread SCfF.

APAR: 1Y50483

Jilk: 7E Tivoli Risk Manager % Tivoli Enterprise Console Jli45 %% I, tec_rule #FERILH CPU %
e X FENGFARRRE QUEUED RE.

iR . CRHAE R4 Tivoli Risk Manager Tivoli Enterprise Console FINHEAT T & ek DL Pk
ft. C.M $RMADHOME/etc/tec/rules H 3%+ ) riskmgr_config.pro SCH8 I T FH - FE4H kb 3 Hoe e
BRI A Af X LR T 5 25 R, 16254 riskmgr_config.pro SCAFH 1R .

APAR: 1Y52322
REAR: BB oy FE ik o3 A SOOI R 5 24 1o

fif v ) % AT Tivoli Enterprise Console API ¢4 7 ReadRetrylnterval Sk it & 7r 205 315 4 i
Iif Event Integration Facility AP 1 JH (82 14

KRBT E(EAL 120 £,

Event Integration Facility & I24F 4 FK T 2 KB (URPFI, 2o F0E 00 A B 3 i At 1 1) Kodis
B RN E LS H A, W ER AR R 3 N EUs AN 8 Oz R 2 A5 A R % OB TR
SEIN T BL A RAEZIN 1) Be i BOA RS AN B, DR RS R i 0 A IR R B A H &

APAR: 1Y52323
KEIR:  FHTE 8 RGN A G Tivoli Risk Manager 3R /72 1) 1) Al i i 42
T 5 BAES B BhoR ARERRE e (AR AL ] A4 7 4

APAR 1Y53525
JEIR: 72 UNIX R L, SR IR AN SO Ak H G SO F G i T H 3850
fRoRTr % DUAESAE AL AT IE B R IBOHT H &30

APAR 1Y53527
REAR: 75 20 A WAL SRR I TE W ZRIE sCTE A SR SR
fif Ry g SO TR IENRGE N SCRp T3 730k . AT RSO, RS0 [R5,

APAR: 1Y53678
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FER: SHAF AL S SRR G IR, AR XML SO 12858 SIS AT 5
AT AR Java FERE R

ftoh e T FAF AR AL B, IXFE U R A R ISR R G G AR DLRCR, A
SWAE L ZRILE, Mgk eA8 Ry —MILR .

APAR: 1Y53713
HEAR s A T4 N B P L2 4 AN AN 58 2 i D I S 8 T S ) 1 5

fil o T & B AR AN B B EIAE 1B 58 e DO S i — K. W A I 2 5 91, W)
2 IR AL E DLk 5 E A A

APAR: 1Y54408
SER: M RGENAAL, FrLlEEMH wrmadmin -i 74 SRS E L,
fRg T % BZERT LUR S H wrmadmin =i iy 2 AN S E RS8N A7 78,

APAR: 1Y54568
AEAR: Windows Jit H 20 th Milds SR Ak 2 CL 20 AR BERL AO i F
MRy S ANFERT SFIEAT RO HORT AR B

APAR: 1Y55241
REAR: NAZEH 4% 1DS SCIFLUEIL 4% CAN-2002-0562 i () IE A 25 44 «
i A SCIHSBIER, WE T LRI .

APAR: 1Y55319
SER: BAAIH A K S R wrmqueue 174 R 58K .

i TT % XY wrmqueue fir A A B FEREAT BE O, DUMEBUEIZI 8. A %% & 1 E 215
B WS TSORER] s

APAR 1Y55895
SEtk:  IBM Tivoli Risk Manager iZ A7 #757) RS 5 FiE e A Fe 7 A — i $2 it e PDF XRS5 H &
PEML 2. Web il i EoR$EAEZR, Rk Faais| .

fif i 4. BIAE Risk Manager 7 £ Web i /4
http://www.ibm.com/software/sysmgmt/products/support/IBMTivoliRiskManager.htm| FH2 4t 7 i e i)
F3CRY (DCF 1171204) .

APAR 1Y55927

fiEdR: 12477 DBCS iE S H By, Tivoli Risk Manager fCHIFE K 340 & DBCS “FAr i gifl:. &7
Tivoli Risk Manager 7§ 5 HE T EALL & :

11
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HRMAGO0135W HE4E T H TECAgent i€ 1 LA F g4t
fi# ¥k 7 % Tivoli Risk Manager fRHEFE P HL/E IE A AL 3605 DBCS F1F 34

APAR: 1Y56431

FEtR e QT ARAE X 2 KNS B T 24 Microsoft SQL, 1) Tivoli Risk Manager 442 A S #F Microsoft
SQL. LU FAEIRFR S AFAE 1% [

. FW 5 N Microsoft SQL F4: Y .
. £31E Tivoli Risk Manager 7# 5 H & 5 AL MR B -
HRMAGOO082E SQL exception:[Microsoft] [SQLServer 2000 Driver for JDBC]
[SQLServer]Invalid object name ‘RM_T_ARC41’
T % R BL R iy & kis & 1E % ) @) DDL S

osql -U tec -P <password> -d tec -S <server> -n -i % RMADHOME%\dbschema\rm_t_arc41_uc.ms.sql

12



4 AN AR

ATRBOSREA SR PRI T CIn T /D itk .

4.1 2k

JaiBR: e AR 4 WoR DU N AN IEA S R
it LA HIHEHH /optRISKMGR/rminstall_log.txt
GZCAFEH A

AR ik SR E e R rp R BV R, I BT 223 Tivoli Risk Manager 77 i JFAE 228 & fR
5 LU 335 LALZE RS /opt/RISKMGR AN H s 618 H i

-1 '<fully qualified path>
AF 8 <fully qualified path> J& rminstall_log.txt SC/F KA HER R o
4.2 IR 75

JRB: A Tivoli Risk Manager fR3FEF 44 (i1 RM_Sensor. RM_Error. RMAgent_Inactive #l
RMAgent_QueueProblem) % i%#| Tivoli Enterprise Console /=i, HAEF 456G F EoRixses
PR ZIEAUE TR 6 LR A7 A R S

o BRI SS A 2B AT O R 55 A 2 ke

o IREATHATELE 223k, RN Tivoli Enterprise Console Il 4% #% & 2% 58 & 1t
(RM_Incident) . A XZEIEIMNEZ(E L, 1520 (Tivoli Risk Manager ‘< #77/\4.2)
102 F1 114 i,

Ay ERPZI R, A LN SRR

1. SRR I IR IR S 2 A=A IR 2% 2% E i) SRMADHOME /etc/rmagent.xml SO IF7R 0 LL R iy 2% 52
X
<filter name = "nonSensorEvents">
<OR>
<isa value = "RM_AgentProblem"/>
<NOT>
<isa value = "RM_SensorEvent"/>
</NOT>
</OR>
<[filter>
2. JERME <withfilter name ="incidents"/> &A1) T Se A IERETF o X, MEFE 2 B 0 L 8 2% 44 Bk
nonSensorEvents, I K Jfix:

<connector>
<from name ="correlation"/>
<to name ="incident_sender"/>
<withfilter name ="nonSensorEvents"/>
</connector>

3. FFA SRR U SR AL

4.3 Tivoli Enterprise Console 7 14 /[i % #

JABR: —E RMAgent Inactive il RMAgent_QueueProblem FE L% S| &, Xeeditbmia
Hoe L A AR GAE 2, FF7E RM_SensorEvent 73 2L Bos. WL Tivoli FeEEH] 4 oo

13



A X R IR S 24T E T BhA LR, ) RM_SensorEvent 7320 HLEI ] B0 SR 2 3t . XA 75 IR % 5
T 2 L) Tivoli Risk Manager A EEFE /7RI BA 1 7] @ 1) Tivoli Risk Manager A 2R /7 S 44 1) 72
A3 N AE

AT EATAG AR 1 K I R AR AR S Gy, VS AT DA il R il & vhoE il RM_Error
SHAE, 1 HALS RMAgent_Inactive I RMAgent_QueueProblem

1.

© ® N o o h~ 0D

- A A A
A W N -~ O

e & T T #id Windows —~ i E .

12 T b Bk A4

#.i1; RM_Error.

AT P A YE RS . BRSNS AL PR AR
EZFR 7 Boh i A\ RM_AgentProblem .

TERIR 7B TP A 1% 0 P28 1A AT e R IR

A INZI .

N I b2 s

MAAE 25 L+ Like.

. hiZfE N RMAgent_%.  GZEIX 2 KNS, )

- S E
- AEA IR AL P AR R I SQL LA g I g s AL A A I B g
- PR E LAORAE T

AFIEREDE A S FA R G .
15.

Fiidi Windows — 5 45 & AL IF 4T RM_Error #5466 21 LU i I I8 28 2 15 1E H 12 AT

4.4 Tivoli Risk Manager /{72 FZ/7

JAPR: WAFLIR AT R S BN AP AL B, % ) FBAE AIX RGE LN W o AEREICRS B 36 25 (0 B B 4
e instanceCount 25073 I #EAT rmagent.xml H xR AT fE L% o) 8. ARG KR A
KA E instanceCounts I, W REFEH S S EHIZIN R, KA IX PR AN B IAS 23 7 A= B gk
FEIFSE I N AL

Tivoli Risk Manager 1SR /F 0 Java #EFE, 52 Java SAES N FE LA H . 8 AIX b, % A 77 R
% letc/security/limits S H A7 fif R AR B4 (1R 35 58 . 24 Tivoli Risk Manager 7E8545 AIX
ZEHPIEAT, A RE RmagentMemMax 25 il k Java £, iz 4ifE
RMADHOME/etc/rmad.conf SCAFHEEAT T2 Lo 78 AIX R E B E A 92 MB, X {CHAE T REA %%
A LRI 12 N AE AT -

ARIE J7 9k ATAEAEAF & 4] RmagentMemMax 2 $0k 4 i Tivoli Risk Manager ] J] i 5t A A

o

fian, 15 AIX _EHATELC R R
1. BOINFBR SCE data. rss A1 stack i OB AE (B4 ulimit @74
2. H9hn rmad.conf 3CfH ) RmagentMemMax 14 -
3. HHREEXRRG,
4. K wrmadmin -r #74 LLEH A 2 Tivoli Risk Manager fCEERE .

JRiBR s REF A H S P AL I RERS C,  WIJGE EDRN A 3)) Tivoli Risk Manager 77 o

14



AT AETET A 3) Tivoli Risk Manager 7™ i 2 HiITAfi O/ A7 AL 88 1R T TR A5 1) o s I AR 2 20K
T 5 BT s PR i ) B
(1 + HFs%0 x 20 MB

H #7507 rmagent.xml SCEEA 5 SR H bR 3R
AR QORI SRR S — DN PR G, WAZFEESR, O 5 S Mz A E P R s —
MNFREER L o LR RBIE R A msg FAF @M AT S 515 Fgh 3

'myHostname’' is acting suspiciously
VARG H AN ) MSG FIRK AL LR P9 2%

myHostname' is acting suspiciousl|

ATk WERTTRE, MR RIS RE 5. W, B AR T .

4.5 DNS /741

JEFR: XIF Solaris, wrmdns iy 24 )5 2l DNS fi##7 .

AR )78 BB DNS fENT, AT LR R
1. Ym%E summary_engine.conf LA incident_engine.conf 3C14:.
2. KPS SCEFR Y dnsResolver=off 1 8 il dnsResolver=on.
3. RHLLUNr4 ok E i H 3 Tivoli Risk Manager fCHLFE 7

wrmadmin -r

4.6 1 B AIERER H &

JABR: AEREE Linux R4 L, I BETCVESh AT SURESAN H B &, 24 Linux (IS 1P L J8AIb;
KEE LR PR 1 AR 5

Tivoli Risk Manager 7= & L& 1) JLog #2/7 t e fE7E Tivoli Risk Manager fRHLFE /78 4T i 24 B o
ERESFN H B BB R . AXRZIReE 258, G20 (IBM Tivoli Risk Manager /&4 75 1)
1) Tidsgm ATt 75,

Tivoli Risk Manager fREEFEF 5 2 <3 A JLog H AR FEAS, %4 H2 S G @ iy o 1 9992 1) H 7%
g5 4 . logemd % HURE PPl I 1 5 H & ar A RS 4EAE . 548 Linux 248 [, Tivoli
Risk Manager fCEEFE P12 47 1 i 1 9992 A AjiWr H i T~ Java ConnectionException 1fif ‘5% logemd i
BRI IR ) 1P I YE RS AR KB R T EUR o W R BAT AR e AR 51 Linux & 48 HH.
Tivoli Risk Manager QIR i 2 I JovE M 42 15 11 9992 WiWr, LKA 1P 155 Kk 5 BH 1 E 15 ) % i

.
e lokkit
e ipchains
e iptables
e ipfwadm

A ik SRR Linux RGECRILL T il i 1 9992 JEATARB A fE . Wi T 22 4% R EA %
g AR TBUEIRAS, WIBRJCIEh & R ER B B s BLAh, AN T-HihsvfE Tivoli Risk Manager fUE! 2
FPidsk .

JaibR: 7E UNIX R4 L, #efig H GBSO 20K LR 48, i =ML IDS & FE 28 02 Se U 26 504
ARE TR BT IE % ) R, O B A 1) H G SO H B RS Th g
JRBE: LLRWE (HRMAGO0147D) FEANRUE BERLE 5 1l BG T :
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LR ECES {n} X
FEIXFPIG DL N G E AR TR .
AR Tk B P RAZE T

4.7 925 IDS 41

JabR: AE 32 £ AIX KRG LA ahMEs IDS AFI, Z4F T REA A 8. IXAT eSS R AR g %5 IDS 41
PERIR IR R 25 (1) /dev/bpfO 8o, ml VR EHT 515 ARG LR AR LA 3hiZ 8%

AR TV AT LR R E B BUE X /devibpfO
1. M AIX Ziios il K H tepdump 74
2. {ERRLUFHEJG 1 Ctri+C k1L tepdump 74, MR R 2 8 T LUK IERE:
T xxx
TR xxx ARER LUK ¥ %5, 1t en0.
3. R LN AT ok (BRI S B R 4% IDS HERE:
stopnids

startnids

4.8 Web IDS #4114
JeP: JBidAE webids.cfg S0 5 ALY fileMatch_value=0 K25 Web IDS 204 1#) H & Sc Bl 4
SEEREREE.
AR i %I AT AR TV . ANREAEH H B SR
JRR: Wi Web IDS A E AER—N ARG LM Z S Web R4S 28 HIX LR 4523105 ) H & 4R
fFFE—AH3F, WiZ Web IDS 421G
AR T ¥ Web Hr 452505 i H BEAEEAE AR H .
Jeif: webids -d iy & AN A S BS BlbrER . (STDOUT) « A XHEZAEE, ESH [SCRER]
5
AR TTE: WA AR E T

4.9 Web /v /117

JABE (APAR 1Y58098) : WiizafT Java =il & M R A ATEI21T WebSphere Application Server {14
M E, AT RE TGS 5% Tivoli Risk Manager Web 54 & . X /&K 4 %3¢ Tivoli Risk Manager
Web W FHFEFIS, A B4 A EI21T Web Application Server 1) R4t [FARE AL 4 K 58T
rmweb.pl JHIA

AR 7k EPAT UL R Rk HR € Web Application Server [IFrUE FHL4 -
1. YA TSR %5 25 () RMADHOME/cgi-bin H % 1) rmweb.pl HI4 .
2. HEBILLFT CRHE 4T 17D -
$output .= "METHOD=POST ACTION=\"http://server1:9080/rmwebapp42/logon\">");\n";
3K URL A4 5 Hh IR N4 SO bRt EHL4 (5140 server1.mycompany.com.)

Jap PR e TR Mozilla koA, AT RETCIEEH] Web N R .
AR ATV 2edE Mozilla VA.7.2 855 S kA .
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JEPR: ## Tivoli Risk Manager Web N 272 J5, Tivoli Risk Manager JDBC 2 {tF/ A1 1E A
WebSphere Application Server % {77k .
ARSEITVE: AF LA N ik R ¢ Tivoli Risk Manager JDBC {11 F4 /7

DU B 51 5435 5% WebSphere Application Server & G 5 4 .
#iifi JDBCHEMEFEFE .

TR S0 1 8 B K IR 55 25 )
1%+#% Risk Manager JDBC #2127 5k HE
6. ik,
JR PR AL DA AT IE AR M B AN IER S . R Gebhl & (e s i) 5 () i, B
B 7R LR B LURIR ZEA
PYbE i
H A 1k
i J g b ik
TG A Hh
He
AR BEHASE T GG R bk s BN AT

akrwb=
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5 SCH T
AT X Tivoli Risk Manager V4.2 FE SCRS SUBT IR o B3z LA 840 45 5 BT A 0] B EAT
FIMEIEIT T EXF Tivoli Risk Manager 77 i /1 H ) sk -
o JRIISCRY BB
o PASIEELFIERAE
e FFDC Rl & B S0k
o IEMIERIEA SR

5.1 F I XFIE I

AP TATRMXT Tivoli Risk Manager 2 3EAT [RIZ8 FUSCRE I AL CORHZAG 1T AT HE K O 22 Dh g B ek
ISR

5.1.1 IBM Tivoli Risk Maager 3 145
o NRFRURICARUSINEISS 101 ST [ dE T RIS ] 7.

ZF <threshold> 1 <aggregate>  JTZ i i i I £ 5 K Fif-. Tivoli Risk Manager 7 i Fifi f 1) dikt
BN I B MBS SR rm_Level {8 H % thresholdCount {5 Uk | (FE A sk FH0E) ok
R rm_Level (AR SRR AR B H I . o5 AR v e 8o, I 4 oA 3
e € BUE VRN B B K R . 28 VB, AN P IR <aggregate> Tt 2% Jf 1 4
thresholdCount 24 L3/ Az e A G B e 1 A (0 20
FL ) <cloneable> JCF 11 attributeSet Z-4ifi i >k H S+ HOMBAN & 1 1 TRt NS0 S A Ay ml
RESER AR IRIE . TR %S HC T = MatEAR CJE P & rm_SourceToken. rm_DestinationToken
F1 rm_CategoryToken J& VLM L2414, LU nI 7 attributeSet S5 15 ¢ 7] H & AR5 3% .
BRAE ST AN, A5 DR 0] e A 1 S 44 R 5 ok B e N A1) 1k A R AR D

e rm_SensorToken

e rm_SourceToken

e rm_DestinationToken

e rm_CategoryToken (rm_ClassCategory [[r] SCi])

e rm_CategoryDescription (rm_ClassCategoryDescription ][q] 3 i)

e rm_CustomerID

e rm_Signature

e rm_Timestamp32

e rm_Level

o NYXTES 103 Tirh DR @k E R e ] AT LN
FEWfP) <action> JCZ H 1) <parameters> st 7] H T 5 T RM_Incident SF4F @RI (Br T
hostname #il msg &) .

5 103 TS A7 bildiE msg J& ks ZRBIA LR, NER.
o 5125 T [ BRSNS ] RIS BONAZ R S T
BRUAR RN B A Kt . IR DI S s (0 SO e B 4 B ) SCAS B B AR TR

18



R 2 L S A o Gt 5 SCAS PR — b S A TR 5%, BRI A 8 R BT — AN SCA HLJE s 1 B F08 M 3)
WebSphere 7= it LMF AR IEEE, WS E A AL &1 Tivoli Risk Manager 7= i,
) A5 B8 bR YT 7
SAF PG A5 SCAS, 15 &quot. THARFNERSCA AT Hi o (] LAR B BR LU 4 i SOA

1. %W%H AdvisorRules.xml 3Cff.

2. B MTIImERZSC

titte="&quot.View CVE Recommendation &quot."

3. {RAF AdvisorRules.xml 3 ff.
MR Web TUHI, “2'Z CVE #Z7 K AEbR X Hh R .
Ry LA L G i i3 52 R B R S R PR A5 B o AR BERAE A g i SOA A T s &8s . il
SEAERE G 5 SCA N 7 rm_Category JBPEAE, IR 2 T SCACK gm i 4 T

title="&quot.View Recommendations for &rm_Category Event &quot.”
95125 GO TREUARIRMIBh A E ] — LR AR S . AR XA B DL T A SR sh &% L&
BRI E 25
9 A7 T Tidug el A
i 8 e 1
T LLL g R, XA T A S K% S Tivoli Enterprise Console Ik 45 %% -
T LIRS P B3 TS I 2 (2 TAR R P A 3 A1 ORI IR 55 4% 1) eif_sender.conf SCAF,  DAEAVKE S Ly
JEHE % 3% 45 Tivoli Enterprise Console Ik %5 %% .
fhn, F AT In2) eif_sender.conf:
filterAttributes=/opt/RISKMGR/etc/templates/sensorevent_attributeFilter.xml
R JEM R~ ], %2 W RMADHOME /etc/templates/sensorevent_attributeFilter.xml S 1.

PR R Nzl sk T A TR TR AR S R 8 7 ] e
filterAttributes=pathname ...
faE L JE M MERE ) — N e A XML SO 4 e 44 . el T e SRR 2 dr
ML g Y R Jm L. JE PR JER T 1E R F A X 2 Tivoli Event Console 55 #3)
FUFR TR ARE S TAHRA L, v DUHRER AN T 2200 R 48 000 8 0 dE kg

A RPEAR RV S SCE, 2 LLR S
RMADHOME /etc/templates/sensorevent_attributeFilter.xml

ReadRetryInterval=seconds
57 B o A I A C B S AR . an SR il e A 40
i, WIFERS 2258 — AN E A1 58 BOZE R 2 H1 B 45 4 FHZ S BEFFa E I I TR B . i RAE
PZIN TR B A B AN, LR R A B - A PR B E AN H G B
B0 120 %,
%192 U [Tl EFONEE] P8R 3 A I 7R 1. AT <source
name="monitor_receiver_webids" ({47 .41 B 5l <source name="monitor_receiver_nids" :

<!-- Event Monitor for NIDS -->
<source name="monitor_receiver_nids"
class="com.tivoli.RiskManager.Agent.Transports.Receivers.rmaMonitorReceiver">
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<set key="RMA_conf" value="/opt/RISKMGR/etc/monitor_receiver_nids.conf"/>
</source>

o 87 UL [HkaME 5] — 15 s okcln
Tivoli Risk Manager [ ) W W0 8 76 W25 (R ARFR Y, HMAR AR P R A NG Bl I 205 1 1%
AR I R IEAR 25 w2 — A i) RMAgent_Inactive F/1:.  RMAgent_Inactive F/F 57 Tivoli
Enterprise Console %#li i, Jfn/fedshila E& G . Wonbl &S H .
B CH R RIS {5 5 <hostname>/<ip address>

<hostname> il <ip address> JE AN &% RMAgent_HeartBeat S (/SR T 1 EHLAZF 1P Hy
HEAH

TEBRA TN, FEAMCERRLPBCE 42 RMAgent_HeartBeat S, AR P45 11 & 326 3 LK)
RMAgent_HeartBeat {1, &3> SCH R 5545 #0080 &0 I RMAgent_HeartBeat = {1 3142 1k
RMAgent_Inactive Fiff. fEGAEO T, HH 811 RM_Sensor Sk 7R
RMAgent_HeartBeat Fift 4 MCHFEF . RMAgent HeartBeat Fi44l % J ANH: & Tivoli
Enterprise Console JIi %5 %% ok 5k -

5.1.2 IBM Tivoli Risk Manager %% % K4

2 25 TN LA ] webids -d iy ARG B S A briEr . (STDOUT) , & LLRE Je i H 8 e
) 35— DR R A IEW . %G TAGEIE M TAE, AMNiZAEH .

5.1.3 IBM Tivoli Risk Manager ‘%235
MAZ s E TEIR4AE] DIESUTER:
7E# %% Tivoli Risk Manager 2142 Birig $hAT LA FAESS

1. XHMFTA Tivoli Risk Manager & Bt #5 .
2. ki wrmadmin -k @4 LLCH] Tivoli Risk Manager 7~
3. WRE %ﬂ?%#%%% AT LRSS
a. RHUTFmALZ
Xt T UNIX: rmcorr_cfg -delete

T Windows: bash rmcorr_cfg -delete
T A AT BL T #RAE:
o AT FNGRE MU EAT A E IR, A GUI X wrb iy & T3l

KRN
e {51EJFEHT 5 Tivoli Enterprise Console F1F k45 #%

b. & wrmadmin -k @4 .
4. EEAM. AOREROXH TEE P AR TEER, S 177 TR 1.
s
1. CHE &R Tivoli Risk Manager SC a0 s I id Bic 25 S0/ K AN A Tivoli Risk Manager H 3xH i
738

2. fEFHFIRS 4 L, Tivoli Risk Manager VARG . Hitts AL IR L S 6 A 2 /e A 1 v
AMER e AR SRR BRIX L2, Wb 20T SN

5.1.4 IBM Tivoli Risk Manager |1 @ fffi 12 45 7
DU AE RN RN 2 23 T [Tivoli & BEEAEE a2k ] —y.
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a5 M E B 24 %% Tivoli Risk Manager 72 /i I AR 2R I T O TME, U /etc/Tivoli/rma_eif_env.sh A ST
{74 TMEEndpoint SCEE FIE L0 2K true, W1 F Fos:

TMEEndpoint=true

5.2 Y2 B P FIERAF

AT e O APAR 1Y55319 BAA R4 VE RS BRBEAT OGS (455 8 . CURRAT 17 I S o 2 DA e gk ey
A BANBUAT I IR 25 TR R A B 2 2w, A SR PRI K A) B DA PRI e R R e (g A L, )

Tivoli Risk Manager 7 i R I H AN 24 J DRI A0 9 30 0 o Bl vl 8, SN DL B 2 2 LLAS B RA A1)
AR ST ASIFPIRES . A RIXEEE L NHEZE R, 1EEE (IBM Tivoli Risk Manager 74 73 7517

Xt TBABUFI AR CIRAS ] — 1 BL Rk

A AN A RF AR ZS

£ rmagent.xml - SCAEA 5N RE 1A ™ to” e B I AC AR P IO R AN AL BAT 55 FEAR BRI AR BA S
LA AL AR R D R " from” B KT AL IRCEAE SRR B S Lo M Ab BE STt 4
NP o= HIN R iR NN IDI] 7 O

TR ACIRZS

FEARE 42T rmagent.xml SCPEH ) persist 250, /AL, MBCEAENS B, FAFEREARLE
AL AP A SE AT S I, A LI B o 485 T LUK 5 B0 H BR 4L BA A C B4 AR
PEREALRAT BIRRAL  AERE 2 A REFF A DRAF SO 20T, AP B LU S R

R L BT T AR AR

Eitipay FEAIRES PRSI
VIR SERCVN %l et i
PNLULEZEREYNE K T
i?@ﬁﬁﬁmﬁ,Mﬂ%#%k%ﬁ(ﬁ%%%%iﬁ% & s
ARSI, BRI (KD AT P e
R GRARD S5 N it et

N A RIAFE AR ?
HI T 2 S B 5 AL TR IS IR, Ab BT REE PR
ATAN TG IR IR 2R ?

ARG RAT T TACEERE P T BRI A7 o WERAVKE SR AR BRI Z00KE AT TORFRAE
e BMEEAMERZAT FEBR P20, AR E RS AR OCIRESRAMEILT, BTREEXR
FH

FETTNZ K PAIREACIRAS 2
AN DG PR AR A IR T, i B2 A8 A 20
BOCHIFFARE, WidmiH rmagent.xml SCEEHK persist="no" s 2+ 244w S, it

<destination name="eif_sender"
class="com.tivoli.RiskManager.Agent.Transports.Senders.rmaEifSender"
persist="no" >
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</destination>

N IR S LIP AT HIE S 3
LR RIS T LS5 rmagent.xml liL & SO 1) <destination> 6 2% 4 FH k42 il 45 A F0 45 B 1) «
e persist
e queueMaxSize
e queueThresholdSize
o queueMessagelnterval
e errorRoute
BAF 11 D /INFH AT P 48 25 1) PR B A S AR HE BRI VA o R BAF IR K /M2 i queueMaxSize il
queueThresholdSize Z %5 & 1 k/, ] RMAgent_QueueProblem =i{4:¥ & %% 1 errorRoute 2
AR M FHEH G . queueMessagelnterval 254 il A F1 425 FHAR OB A . WAL ZEHERA 1)
A A AL TSERRREZ —, WA NFIREAE 2 PR A PEAL, HICBA S22 Fi 2R
PL M E BRI S EU ik «
queueThresholdSize
o ZSHUREAERNIE S AT AL R AR & Z AT I A AGE B RN o RIS B A8 H LA H
queueMessagelnterval 2 %45 I I [7] [|] B 11 1% %2 1 errorRoute Z£45€ S/ =6l &
N, BRGRE A
o R BNFNIE B A SEAR E KR/, EAME AP 1 AR A
o BN LU O Rl 2147483647 2 [AIAIHEKL . B 0 K BT K/NBR o
o CYPAFIAL TAZARGS, ERPRAS A IEEIZAT (BED 7, W wrmqueue -l 174 2R,
queueMaxSize
o AZHRE RS AT LA B FA B B R AN A SR A N, R Rk 2 BB
VR4S 1 b 38 H A B SR Rk R 6 APIARIA %A H LA i
queueMessagelnterval Z: %45 & I I [A] [8] B 11 1% %2 H errorRoute 2545 & S/ =6l &
N, BERIBH A SR AR 15 8.
o ZSHIHIME T LUL 0 N1 2147483647 LA H)HEH . S 0 ol K/ANR . IZZHUR R L2
KT queueThresholdsize Z#{H .
o CYUBAFIE BN/, B RPIRES ZIEASR (D 7, W1 wrmqueue -l i 4 2R
queueMessagelnterval

o  UBHUREA T RMAgent_QueueProblem PA#I% 1 S0 % 2 B HOINA] (LR ) « 24
FAFI 8 Y queueMaxSize 1% queueThresholdSize 45 & (K /NS, AH %S HRH K

15 1 BAA S R o
o HRAEZ 900000 (15 434
errorRoute

o YifiH queueMaxSize 5 queueThresholdSize ZH{EH, %S5 E L Fif k1% 2 1K)
A CGHE IFHETIE) .

o BAZIESHAE L NPT e S . EHNZ S EOE R S R A S H bRt
RN AL BB 5 S o TORHF DR DA 2 oy A LRI 8y 5 s i
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o HLLENEZ M IAKH. RMAgent_QueueProblem A5 Fpbs k3% £ T A 45 58 AT 1A %
.

o BB NERE . WRiZSECRIEE, I RMAgent_QueueProblem BAFIE 4 S k3% .
A5 FH BA 1) B A4 16 S 2010 7 4]
ARATHEAEIL T DL AL B B R 1) S R s 1«

H {24 7
AFATRFE BA R EE A R B K AN AR queueMaxSize queueMaxSize = "100000"
100 000,
i—'ﬁ#w\ﬁ’ﬁﬁé&%iﬁu 10 000 queueThresholdSize queueThresholdSize="10000"
W, ARG R IE
TEAR LR\ SV A ROR errorRoute Z[# AT 7~
AR B H1 245 S R ph k% — | queueMessagelnterval | queueMessagelnterval="60000"
Ko

LA R sl g 1 BL B P s H R € 1T T A 2 5L

<destination name = "incident_sender_slow" class =

"com.tivoli.RiskManager.Agent. Transports.Senders.rmaEIFSender" queueMaxSize =
"100000" queueThresholdSize="10000" queueMessagelnterval="60000">
</destination>

<destination name = "error_route" class =

"com.tivoli.RiskManager.Agent. Transports.Senders.rmaEIFSender" errorRoute="yes">
<set key="RMA_conf" value="c:\IBM\RISKMGR\etc\error_route.conf"/>

</destination>

A 51 7 BE A4 1) o 51
AATPAE T BAAE BEFHAF (- . WEVERL, AR F .
o DUN I A HEBA B S BUE 2 A 3 H B queueThresholdSize 2 %5 & L & A A4
PN

RMAgent_QueueProblem
msg="QueueProblem:Component=db_sender:Reason=The queue threshold size has
been exceeded.:currentSize=1001:thresholdSize=1000:maxSize=10000"
severity=WARNING

o DURNFAE AN HEBA S R T u O Y i queueMaxSize S84 & KB E I BA S e KK

N

RMAgent_QueueProblem
msg="QueueProblem:Component=db_sender:Reason=The queue maximum size has
been exceeded.:currentSize=9992:thresholdSize=1000:maxSize=10000"
severity=CRITICAL

o DU i AR a5 A BN FI H 1) A48 5K 50 8 ¥ AT 5 22 1) w] FH A3 )
RMAgent_QueueProblem

23



msg="QueueProblem:Component=db_sender:Reason=The disk the queue is using has

no more space available.:currentSize=999:thresholdSize=1000:maxSize=10000"

severity=CRITICAL

o DURHIFHE A S CRNOF F7 T3 T 1.

RMAgent_QueueProblem
msg='"QueueProblem Component=db_sender:Reason=The queue failed for an unknown
reason.:currentSize=4567:thresholdSize=1000:maxSize=10000"
severity=FATAL

wrmqueue -l fir & filiik

wrmqueue i (1) -1 EIHERE (IBM Tivoli Risk Manager <24 A4 N 5 st T

| &} -list

ZIETH AT RBAB A5 B

1. BB REHE X
2. BRI ECR

3. R

LA i 2 wrmqueue -1 i H 719 -

A AE = AN T s I T SIS 4 LR A5 R

UES W& KA A
summarization IEAEIEAT Gk &
eif _sender1 IEFESER (RO RIEDR v
eif_sender2 IEFEIBAT (D RIEDR 3
eif_sender3 IEAESEAE CHESL ) RIEDR v
eif_sender4 RPN RILLS i
UIES # CAFRA # CAb P #ITD
summarization XXXXXXXXXX XXXXXXXXXX XXXXX. XX
eif_sender1 XXXXXXXXXX XXXXXXXXXX XXXXX. XX
eif_sender2 XXXXXXXXXX XXXXXXXXXX XXXXX. XX
eif_sender3 XXXXXXXXXX XXXXXXXXXX XXXXX. XX
eif_sender4 XXXXXXXXXX XXXXXXXXXX XXXXX. XX
BAFI 4 # LRI
summarization ttttttttt(rrerrererr)
eif_sender1 ttttttttt(rrereererr)
eif_sender2 ttttttttt(rrereererr)
eif_sender3 ttttttttt(rrereererr)
eif_sender4 ttttttttt(rrereererr)
LU B34 T H wrmqueue i 4 (1) -1 BT AL«
HI bR H R
A% 14 BAB 24 75 o

R

BABURRPIRA CAEAAE) o 3l DA iz — Rk
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IELEEAT B\ 13847 TG In) 7

IEESSRE (KD CUACE B KA N A 2, HAIER A ik 2%
AT A A5 B TRk

IELEEAT (BfED CUACE 1) B RA SR /N T H

EAESEA (REBLTO)  ##4i% Tivoli Risk Manager $7 A SCH: (ORGSR S, H.
AR P IEAE S5 A H 22 ) nl H .

LR YISV SSEEEPS 2 S = S PR e

(Tivoli Risk Manager /& HIETFH) -

ok
=3

0 TE D BB BRI T P 2 P AL
SIE
. RiKE

FEARES BN FAEIRAARAE A AF IS AT A8

# CHEBA AT T AR A PR A B

# CAbEE EAREERE S b — A 3 DK s Ak 2R S i

#I) H _E—X wrmqueue -l fir 4 & B AREERE PR G (U I 2 B Ok H
wrmqueue -l @4 DOREEFP AP FA 5

# R ttettttttt & HACHERE P b — WA 8 LUK AL © I VR AR R ) i S
rererrreer SEAREERE 3 T A Bl IR FEAR 1 R MO S 2R R B

5.3 i EAIERER H &

AT IS — RS 3k (FFDC) IhRELL AT (IBM Tivoli Risk Manager /i &1 & 155

RIS 5 [V EAIRE HE ek TR fH e i e,

R H &
Tivoli Risk Manager 7~ S (I ER B2 VEANAE L =Nl PRANME LRk 4] (DEBUG_MIN) St
BEA . FEZEH, UREEREME. TP DEBUG_MID A1 DEBUG_MAX, ‘eAi1#eftT K
VRGNS B ] DA S o H ARG E SO i S B o H B AT Ak e g . BREEH &
B AT s T A .
B IEN T, WAREM X T T8 T I B X/ ME T RGEMERE RS2 m . A 5 kA
A2 s S R L. BIE T DIRCE IR ER H A DL HE S AR,  DME 2T 5 R AR 8 nl DU At R 3
o A i E R H B R oRe), 3520 [Tivoli Risk Manager £ F RS 5 R 14 W 0 e MR i o 11 |
#d[*j‘o
BRI H G T DUR SR H S

e Linux Al UNIX £%: L) Tivoli Risk Manager C F& /7 iR i H & 47 1
lusr/ibm/tivoli/lcommon/HRM/logs/<application>.error.log . A& & <application> $i & N FFL T

EZY

e Windows #% [ Tivoli Risk Manager C #2752 H &7 T C:\Program
Files\ibm\tivoli\common\HRM logs\<application>.error.log . “xiE <application> $& 52 N T2 ¥
(R A4 o

e X}F Linux Al UNIX R4 Tivoli Risk Manager fCHUFE P41 1E IR B H G T
{usr/ibm/tivoli/common/HRM/logs/traceHRMn.log .

e T Windows &% Tivoli Risk Manager 18 F2 741 #F R i: H 47 T C:\Program
Files\ibm\tivoli\common\HRM logs\traceHRMn.log 7.
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e Tivoli Risk Manager %#% /%52 F2 . wrmdbclose Fil wrmdbclear #4241 B e 55620 i) . 5 )
B fF: traceHRM_DBClose.log #1 traceHRM_DBClear.log.

Tivoli Risk Manager 18RRS4 W5 A0 g8 PR EF 0 58 5 21 44k traceHRMn.log (LA n & — M40
T IG5 SO BREFILSR A AT LU 2 S 5 AN, BN RN 1 MBe RS N T AT
WAL 5 MB £ [ EREAIC S, WEREE SO A IF o I R BRSO PR A mT A FH 3 S B I 2 S A oo
L RSO g 5, A file.trace.maxFiles 24§, % U REAN BRSO IR KRN, EEH

file.trace.maxFileSize Z%/.

RZHHEWE RS 2NEEHEMREHE. EHRIraE eSS 2 H &, BRSO 25
IO T2 listenerNames, 1R ix:

rmLogger.msg.listenerNames=file.message file.trace
S IR il 3

R ZR (FFDC) 2 ERr iR 45 I BR RS B 0 P . i o e PR H G R e, 78T DA
ERP AL P R R B e R N AT . A PR IR ) A e — E‘JEEE/%I#F, SN S o Ak PR ER PR S

o fEBENEULE, FFDC £E Tivoli Risk Manager 77 i W ANIE 5 TLJU;EE&EEE%EI,D@EEJ o
e O E RfE S, W2 [Tivoli Risk Manager ACELFE P FIgE - IR 2 BRI e il ] —

FFDC AT Tivoli Risk Manager AEFE 5 A1 54 I AL gs vl H

FFDC H AL T AU SCAFATH s

7E UNIX Z4; L Jusr/ibm/tivoli/common/HRM/FFDC/YYYY.MM.DD/traceHRMn.log

7£ Windows %4 I-: C\ Program Files\ibm\tivoli\common\HRM FFDC\YYYY.MM.DD\traceHRMn.log
AEE YYYY.MM.DD e AL, B on AN FRORTES s H IR IR0 80

H & XML

PLR LA SR R H &l sk B Tivoli Risk Manager 7 il i H -

Time Millis Server
ServerFormat ProductID Component
LogText SourceFile SourceMethod
Thread Exception Messageld
TraceLevel Severity

N

LAUR i L ASCI Shzs il 5 F S SCAF I A 7

viewer.sh -sascii /usr/ibm/tivoli/common/HRM/logs/msgHRM.log
DA A BL HTML R R R S SRR P95 NSRS

viewer.sh /usr/ibm/tivoli/common/HRM/logs/traceHRM*.log > trace_logs.html
PLUR A L HTML s 20RF R ER H 35 SO 5 215 AN AR ST«

viewer.sh -q #¥ elect
Time,Component, Thread,SourceFile,SourceMethod,LogText, EXCEPTION where true
{usr/ibm/tivoli‘common/HRM/logs/traceHRM*.log > trace_logs.html

DA 2 L HTML A ORE 5278 JE 10328 A2 91 IR H RS S N A S
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viewer.sh -q #% elect

Time,Messageld,LogText,Component, Thread,SourceFile,SourceMethod where Severity
=‘ERROR’ /usr/ibm/tivoliicommon/HRM/logs/msgHRM.log > error_log.html

Tivoli Risk Manager H 2 7 FUF A 5 A0 35 BR 7 5 1

Tivoli Risk Manager fCEEFE 7R B2 H & i SRMADHOME/etc/RMLogger.properties PR H &l & 4
RS EEERl. Bltn, rmLogger.tre.level 28 HIAFLRE FPia 4T I B IR BR A B0 Bz .
rmLogger.trc.listenerNames Z: 4% 4 BRER 5 B 5 NN AR 2 B NBERE R SCfE . B0 InAREERE 7
PAT I ERER H S B0, 38X PN S ECHR 06 20 o5 LA A 5 22 1) Rl SR A B I 5N

A PR TVE TN BRI B AT S
o it 5% RMLogger.properties SO )2 BUE SR 5 FHT A S ARSI K A5 7
il A LR AP BROK A3 AR AR R H &
1. %% $SRMADHOME/etc/RMLogger.properties S04 LA B L~ S5
rmLogger.trc.level=DEBUG_MAX

rmLogger.trc.listenerNames=file.trace

2. EPHSMEREY .

o JHIEEH HEM-AT A G2 THEMAAT ] ) TSR 1757,
R AZ T RTINS R EAREE R P IEAE IS AT, HACHAREERE P IEAE IS AT I A R

i, A EUR DB 7 IEAE I AT I i i 1 AR P B H 5

1. Fh $RMADHOME/Iogviewer E

2. MIZHZEALL N4
logemd set rmLogger-.trc level=DEBUG_MAX
logemd set rmLogger-.trc listenerNames=file.trace

MICEHE 25 BRI H GBS TR, CBRRE R RBEZ G, R IR0 5
BEN, R IEEERE L 5 MR, 4 1 MB. BUEEREE ORI 10 Dk, 4 2
MB, LHViHﬂU\TuD?

logemd set file.trace maxFiles=10
logcmd set file.trace maxFileSize=2048

X E AR I AT N DR 2R 28 458 L NV HC T 3 S A QR P - S0 S8 B 3R 1] ) L4 1L
o TR P AT IACBRE PR ER H G, WA B R i

logemd set rmLogger-.trc level=DEBUG_MIN
logcmd set rmLogger.trc listenerNames=memory

TS — ORI R (FFDC) PRI, 1540 B i ER L

rmLogger.trc.listenerNames=snap.memory
rmLogger.msg.listenerNames=file. message ffdc.snap

P AT X SE i B 2 Tivoli Risk Manager ARIFE T (W AT AT 414F, G SRR 0es . an Al & 5
P WS 28 A AR A T AR AR BERE e, IR C B SCPF sl 247 S 4 H rmLogger.trc.monitor 18 7%
rmLogger.trc. %1, EE AR IRES HEBCE PO ENE B ARSC, ERE LS

rmLogger.trc.monitor.level=-DEBUG_MID
rmLogger.trc.monitor.listenerNames=file.trace.monitor
file.trace.monitor.fleName=trace_monitor.log
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B LA i DAS H P P BT A 8 SRR S
logecmd list rmLogger.trc

JHI LA i 2 PASI H BRI SR 4% 0 2 T

logcmd config rmLogger.trc

JH LA i 2 DAS H A M A0 R 10 SR 4 PR 2 B

logcmd config rmLogger.trc.monitor

5.4 |7 A (LT
AT KT APAR 1Y53527 [ 1F 2k 2 3 Frlb A7 (R 8 5 i 15 L .

N NE] (IBM Tivoli Risk Manager &7 375%) -

RN IR A S

7t IBM Tivoli Risk Manager V4.2 11, LU N7 D BERAAS I 2 MO T 1E W Zik 2052 HF Tivoli Risk

Manager 7= i [ 24 I A I A
o THIEJE
o VRG]
o TR EF LY SR T g

BT Dy e O SRR RE, R RIARS SOOI B . BR T AT AAT IR PR AL A T SR RO A AR C 2 Ak, I
2T BLAEAS SO PR SRR R s IE IR 5

FEIX L DI RE

{FHI M Xerces ) 1E N IE X2

Xerces |FNZRIAX VLS 3L S (AE

PUR A SR AT IE SR IX U A5 6

POSIX) ANffE A R A Ly (NFA IEWIZGAR G 8103058 Bl %5 SRR 2 B2 SR (1R

RILAXMEH Ty, WR s

a5

=)

(ERE]

Eitipay

2N

gi Rk

(]

TR (PR AR ARk
AR LB T A A

grlaely

UCHc“gray” ok
“grey”.

("]

VERCHTAT 745 (BRPTFIZAN) o
FEATTF RO 155 J i AN AR IC KA 715

%,

gr[*aely

BEATLAC“gray”
AT
ngey" o

VERC AT AR IR B K
INTW RN AN E 2
VEAC AT bsic— IR IR,

\d
\D
\s
\S
\w
\W

DG PCAT

VCPC AT 7
VERECAT oy 25 b 745
VERCAT A2 4% 54
VERCAT 745 «

VC AT AT A4 -

(]

VCRCLPARAT 745 o 248 T2 A0 F B 7 I 37 /)
e HO(ER)S) RREMKTTRZ - ¥
o B H R T A

SE QAT

PR S, NURTR. CNEFRZ
B 5B RIVCECA &, JFH T e se i &
Fric regex VGHL.
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FaR—ATHITTG
% TR —ATHIEE R
TG FORFIUI. \b(is|art)\b ULHC 7" a8k 7
\b RN “art”,
F \ b IR SRR A
\Vv AT ISR A 4%
WK SRS
Ju [-] HFFa 2 ErvEH . [0-9] ULHC O K1 9 2 [d]
HERE, BEFRFENTEEZ M EREE S HIERAET .
iR ANEE k%
20 4591 RN B 4 [0-0a-fXA-FX] gg%%ﬂﬁ
1] {} A F & 3A LLgE— 20 B e Ik I B E . {n} FERSCILES n ¥R,
?. M+ R, VLEC 2D n iR,
{n.} VTR ZE /b n v,
{n.m} EAZ T m ik,
iR (=) TR R — A7 7 a(?=u) PCACHES 2 u 1
() d.
q(?!u) DT e B J5 AN u
# q.
E A (?<=) VLI b5 (?<=a)b JChC b —ANF-hf
& a B b.
JUHe F—AN55E
(?<la)o K a 5
b.
PR (ale) VCHL A 5 47 T ] BE 2R IA A BN 1F ) R ik gr(ale)y UL “gray” ok
grlaely L. grlaely “grey’.
oo . ‘ N (gray|grey)
TR, MRAEREATFHERIEE
“(“and °); W) VCRCASBE IEARHL I
X & T Xerces JE R 0 ST 88,
TR T AN SR B 43 BA R AT LA 8% R A e 43
e B30 4 ETiip % FIA e 4y
IF4E ¥ 58 PN B AN B ) - A S S B A tg € [0-46-8], ‘EhEA T IRE T
K, FEERIREITT LU [0-4[6-8]], ‘&M IVCHIE: 5 5 H AT LA B R A 45 5 .
LA O 31 8 HIFAT 7
T FeE IS T E AL B AN TR . SRR | A H S I8 2 AR R 74 F A
Hy [0-4&&[4678]], TAFUCHCEL T 4. ZZHERLITIF | B
£, HAZRPRIRE P .
VACS Fe @ UL R A SE LA T B AN TR/, il | DLUEBE IR e i, #lhr,

ST SR IR AE AR o I s 2 [O-
988&["345]], ‘EAFULACKR 3. 4 A1 5 LIS 0 2] 9
AR

[0-26-9].
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6 VS el e ) A
AFTHN T AZAET B A ) S . RMADHOME # )¢ Tivoli Risk Manager 2235 H 5% (i
RMADHOME #8545 &8 5] 1)

/etc/init.d/rc.rmagent (Solaris A1 Linux)

/etc/rc.rmagent (AIXD

Jetc/Tivolifrma_eif_env.sh (i SUSE Linux V8 A 5 & A LX) LD_ASSUME_KERNEL)
RMADHOME /bin/rma_webids-init ({{ UNIX % Linux)
RMADHOME/bin/RMCAH040201.sys ({X HPUX)
RMADHOME/bin/RMCAL040201.sys ({Y Linux)
RMADHOME/bin/RMCAS040201.sys ({X Solaris)
RMADHOME/bin/RMCAW040201.sys ({X Windows)
RMADHOME/bin/RMCAX040201.sys (X AIX)
RMADHOME/bin/rmEventLog.dll ({ Windows)
RMADHOME/bin/webids[.bat]
RMADHOME/bin/wrmadmin[.exe]

RMADHOME/bin/wrmdns (E& Windows #1 Solaris PLAM 47
RMADHOME/bin/wrmqueue ([ Windows #i1 Solaris LA4M14=6)
RMADHOME/dbschema/rm_t arc41 _uc.ms.sql
RMADHOME/etc/incident_engine.conf
RMADHOME/etc/rmagent.dtd
RMADHOME/etc/rmclasspath.conf
RMADHOME/etc/RMLogger.properties
RMADHOME/etc/summary_engine.conf
RMADHOME/etc/tec/rules/riskmanager.wic
RMADHOME/etc/templates/baroc/rmagent.baroc
RMADHOME/etc/templates/incident_engine.conf
RMADHOME/etc/templates/rmagent.dtd
RMADHOME/etc/templates/rmclasspath.conf

RMADHOME /etc/templates/RMLogger.properties
RMADHOME/etc/templates/summary_engine.conf
RMADHOME/etc/templates/tec/rules/riskmgr_config.pro
RMADHOME/etc/templates/tec/rules/riskmanager.wic
RMADHOME/etc/templates/tec/rules/riskmgr_config.pro
RMADHOME/etc/tec/rules/riskmanager.wic
RMADHOME/lib/eif.jar

RMADHOME/lib/evd.jar

RMADHOME/lib/jffdc.jar

RMADHOME/lib/jlog.jar

RMADHOME/lib/rm_dbaccess.jar
RMADHOME/lib/rm_dbutil.jar

RMADHOME/lib/rm_util jar
RMADHOME/lib/rmagent_msg.properties
RMADHOME/lib/rmagent.jar
RMADHOME/lib/rmeventmonitor.jar
RMADHOME/lib/rmsvrcfg.jar
RMADHOME/logviewer/logcmd.sh({ UNIX 5% Linux)
RMADHOME/logviewer/logcmd.bat (X Windows)
RMADHOME/msg_cat/C/rmeif.cat
RMADHOME/nids/templates/rules/www.rules
RMADHOME/reports/rm_ra_03.rpt ({X Windows)

\Program Files/ibm/tivoli/common/HRM/scripts/getpd.bat ({¥ Windows)
\Program Files/ibm/tivoli/common/HRM/scripts/getpdinfo.bat ({¥ Windows)
/sbin/init.d/rc.rmagent (HP)
{usr/ibm/tivoli/common/HRM/scripts/getpdinfo ({ UNIX 5% Linux)



7 IR AR A S FF

WHRESH S TFATAT Tivoli 7= S i), 15 S LT IBM #4308 Web 3ifi 5 :
http://www.ibm.com/software/sysmgmt/products/support/

W REA R A SRR, WS BT LU Web 3 5/ IBM 8 SCHFHRF «
http://techsupport.services.ibm.com/quides/handbook.html
IZAR PR ST T AR s 46 ) A EEPERR AR IBM A SRR R LA LT AR
o EMPAIBEAR
o HLUES RGN L AR bl CHGR T BT A R I SR b X
o {EERAR IBM BAFSCHF 2 BT LA BA 15 R
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MRS AR L, W I IBM AR . AR IBM f= 6 FRIPEUIRSS 1051 IF AR AT 3R B s A
REMEH] IBM 77y RIS . HEEAMRIU IBM R AL,  ARAT [ISEDhRERT ™ s FERe ek Ss, #8
ATLURES IBM 7ty FRFPEiifss . (H2, PRATRISEARMTAE IBM 7= 5. FRFPEli s, WA - AT 6

o

IBM 23 ] 0] fiE AT BUEAE S S A SR A AT RN I Al SROEASTR IR 7 P R 2 A 1
ARARTVFRT . AT LU A5 7 SO VR ) it o5 1 -

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
U.S.A.

AR (DBCS) {5 K AIVFATErify, i 55 B0 /E [ K sl X 1) IBM S BGRTJER, B0 iy
2B A ) 7

IBM World Trade Asia Corporation

Licensing

2-31 Roppongi 3-chome, Minato-ku

Tokyo 106, Japan

ARG AN TE 9 ] B AT RE ) 45k 5 v A — B B K 8 Hu[X . International Business Machines
Corporation“SZBUIR™ SAEA HRRY), AT AR CEIR 2RSSR 51D RE, AR EAR T
WS B R ARRA . TSRS A T 3Pk e I AR AIE o b (] 51 mli s [X A B2y B rp R SV e i W 7 Bk
W& M ORIE . RIEAS Sk ] e ANadE H 45

A B ] e & B T T AN HER 1 5 BED R 5 . AR I BB ST T M X S R g N A R
FEFTRRAS R o IBM RJ DABE B o A B8 ) fi R 1 7= T R/ BRE e A T esede fn / sl e, miANSBATE 0.
A5 B AR 1IBM Web 5 55 AT 5| FHES HUZ& S T 5 (e WA AL, AN DR 7 278 295 A5 LS Web
VS RIARIE . RS Web v i 1 RS2 IBM F= BRI —38 2, 8 TIREE Web it 5707 K i XS el
YSERZCiE

IBM AJ DL3% 8 A R 3d 24 AT AR 7 X w40 48 BB A3t AU ART 455 DS 0 G Z000) 48 AR AT A BT

ARFRFF IO AT T iR B T A R E S LUARI W S E: () AWML G 8 f R A ARy
CEFEATRR) 2T s B, DA G first Caas#ii s BRHMTAH BT, 55 T4k
%

IBM Corporation

2Z4A/101

11400 Burnet Road

Austin, TX 78758 U.S.A.

HEGEAFIE 2 AR, ORISR T (10— @ B A 9, #R RIS IXT7 1 (4 8

ASTERE AR (VR AT R S SEPTAT A HTVF AT BORHS d IBM A 1BM 257 s, IBM [ B B AFVF T HpiX
IR ) S D O R AR B At

LA AL 5 AT AR P BEBE A S AE R A B T AT . DAL, AR AT R A A mh A5 0 Bl vl RE A W SR
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JEALVF AT 2

AAE BARRE S I REA N I FER, XSS REAR B R A T & EImFE k. R N IE g S
FEATE R IERE -6 LN R ga e 0 (APD BTN FIRE R IIT & Al 248k koA H I,
A DATA JE O IR S REARRE P AT S B8, 3k, MG IBM £} 9% . X8R G 3 RAEFTH 445 F
AR . Kk, 1BM ANAEFHAR BRI 7 IR LU R e i m Sl . AT g bE s ahfie. F s ok TR IR
IBM N R P gn e DOF R . SR RN R, WA DATAT R . A5 SoR9r K I S RE AR
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WA IE DU Dk XA B ARG R, B AR GBS o] Ge 6L SR .
R bR
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IBM. IBM #i4x. Tivoli. Tivoli 5. AIX. DB2. Tivoli Enterprise Console. TME. pSeries fl zSeries
#& International Business Machines Corporation ¥, Tivoli Systems Inc. #£3& [E A1 / sl At B K a3t X 1
AR B R AR o

Linux /& Linus Torvalds 73 [E Fl1 / s HAt [ 5 sl X 1) p b o
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UNIX & The Open Group 713 F&| A1 At ] 52 i X )73 0 R A o
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