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Economy-of-scale benefits [l
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Lower capital expense
. |
Lower operating expense
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70%

30% more pressing than
closest challenge or barrier
> toimplementation

40%

37% .
B4% 32%
25%
12%

Concemns ahoutthe  Concerns about Concems about  Difficulty measuring Concems about the Lack of clear strategy Business leaders are  Employees are not

security of cloud  access to information information ROI of cloud ability of cloud or helpfromkey not receptive to cloud receptive to cloud
computing solutions govemnance solutions i

computing solutions vendors in adapting computing soluions computing solutions
to meet enterprise  their applications to

e andlor industry loud computing
And look at inhibitors 2 and 3! standards ; platforms

Innovate2013 2012 Cloud Computing — Key Trends and Future Effects — IDG
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Cost of Global Cyber Crime

$388B

CYberc“'me
>3 5%

Global Black Market on Drugs

$288B

http://www.symantec.com/about/news/release/article.jsp?prid=20110907_02

Innovate2013

The IBM Technical Summit

“You know you can do this just as easily online.”
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On or off premises cloud Traditional IT and clouds (public and/or private) Available to the general
infrastructure operated solely that remain separate but are bound together public or a large industry
for an organization and by technology that enables data and group and owned by an
managed by the organization application portability organization selling cloud
or a third party services
O HLZZMEFhEENCEZ
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Infrastructure as - Platform-as-a- — —
. : . _ Innovate Software as a
a Service (laaS): Service (PaaS): business models Service (SaaS):
Cut IT expense and Accelerate time by b ; loud Gain immediate
. : y becoming a clou
complexity through to market W|t_h cloud service provider access with business
cloud data centers platform services solutions on cloud
Data Center on Cloud
FEZEES . BLTES BLRFTES : FELEES .
BN SHEE B‘%ﬁi#{t%ﬂﬁﬂ E EREERMSR SIRMAE
= Manage datacenter = Secure shared ® |solate cloud tenants *Harden exposed
identities databases = Policy and regulations applications
= Secure virtual = Encrypt private * Manage security =Securely federate
machines information operations identity
= Patch default images = Build secure = Build compliant data =Deploy access controls
= Monitor logs on all applications centers "Encrypt
resources = Keep an audit trail = Offer backup and communications
= Network isolation " [ntegrate existing resiliency =*Manage application
security policies

Innovate2013

The IBM Technical Summit
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IBM Security Framework

Built to meet four key
reC{UIrementS j " Security Intelligence,

Analytics and GRC

Provide Assurance 21
Enable Intelligence 43
Automate Process
Improve Resilience ,
) el
3 e 53
Introducing the IBM Security :% '§

Framework and IBM Security Advanced Security
Blueprint to Realize Business- and Threat Research
Driven Security;

IBM RedGuide REDP-4528-00,

July 2009 Software and
Appliances

Innovate2013

The IBM Technical Summit 11
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» Based on cross-IBM research and customer interaction on cloud security

» Highlights a series of best practice controls that should be implemented

» Broken into 7 critical infrastructure components:

— Building a Security Program

— Confidential Data Protection

— Implementing Strong Access and Identity

— Application Provisioning and De-provisioning
— Governance Audit Management

— Vulnerability Management

— Testing and Validation

Innovate2013

The IBM Technical Summit

&@ Redpaper e

Harold Moss
Kevin Skapinetz
Michael Waidner
Cloud Security Guidance
IBM Recommendations for the Implementation of Cloud
Security

Inhis 1M Rodpapers™ publcaion, wa povido 3 iscussi
the mpo

ommandsli on
inroduzson to ud computng and dou

Introduction to cloud computing

Cloud

L IR T BT T U L T
e e e e e e B e
implementations.

acce:
o

Proier

Servi

Privat uned an used b o sigleorganizaton, They ofer many of

bancfi s, ando o o ownar organizaion greator sy a e

@ Copyright IBM Corp. 2009. Al rights reserved. ibm.com/redbooks 1
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1BM Security Framework

Security Intelligence, Governance and Compliance

Need Insight to the security posture and
Compliance to the regulations of the cloud.

Implement a governance and audit management program

* Establish third-party audits (SAS 70, 1ISO27001, PCI)
= * Provide access to tenant-specific log and audit data

* Create effective incident reporting for tenants
* Insight into change, incident, image management, etc.
e Support for forensics and e-Discovery

* Provide visibility into virtual Infrastructure

IBM Cloud Security * Maintain audit logs for compliance and audit readiness
Guidance Document

Additional Security Capabilities for the cloud

O B Evaluating existing security policies, processes, postures for
the cloud environment to create a roadmap to reduced risk

B Extend the auditing/logging capabilities to the virtualized
infrastructure

Innovate2013

The IBM Technical Summit
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Accesses end-to-end audit reports for the customer application e

Requests resources for "

: Joe — Security & Compliance Manager
running regulated workload Y Cloud Service Providen
(composite App) on the cloud

Generates reports for
e audit and compliance,
) and detects securit
A Cloud Environments 4

Susan — Cloud offenses
Service Requestor

Security Proxy
(IBM Security Identity

- . k v
and Access Manager) B e

— - g 2 :
, R = Application, Radar

middleware

Cloud Service ' e _ SIEM
Consumers _~ administration
and system
logs and
events
Innovate2013

The IBM Technical Summit
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People and Identity H:II!!

1BM Security Framework

Need proper authentication of cloud
users.

Implement strong identity and access management

IBM Security Framework

* Privileged user monitoring, including logging activities, physical
monitoring and background checking

e Utilize federated identity to coordinate authentication and
authorization with enterprise or third-party systems

* A standards-based, single-sign-on capability can help simplify
user logons for both internally hosted applications and the cloud.

* Role Based Access Control (RBAC) reduces the risk associated

IBM Cloud Security with persons being assigned inappropriate access and retaining
Guidance Document access

O Additional Security Capabilities for the cloud

B Extend the identity management process to cloud environment

B Securely manage cloud identities and user access to cloud
applications

Innovate2013

The IBM Technical Summit
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s e Data and Information IE'.!!

Data protection is the most important
concern on the cloud.

|
Ensure confidential data protection

IBM Security Framework « Develop data classification standard and policy to set up the
data usage, storage and destroy guideline on the cloud

* Use a secure network protocol when connecting to a secure
information store.

* Implement a isolation mechanism for the virtualization
environment

e Setup Data Lost Protection and data usage monitoring

IBM Cloud Security mechanism for confidential information

Guidance Document

Additional Security Capabilities for the cloud

environment

O B Develop/Extend the data protection policy to include the cloud
B Strength the Virtualization environment protection

Innovate2013

The IBM Technical Summit
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Secure and protect .

Actively monitor and
audit

Innovate2013

The IBM Technical Summit
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Discover where sensitive data resides
Classify and define data types
Define policies and metrics

Encrypt, redact and mask virtualized databases

De-identify confidential data in non-production
environments

Monitor virtualized databases and enforce review of
policy exceptions

Automate and centralize the controls needed for
auditing and compliance (e.g., SOX, PCI)

Assess database vulnerabilities

Automate reporting customized for different
regulations to demonstrate compliance in the Cloud

Integrate data activity monitoring with security
information and event management (SIEM)
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Need a secure cloud applications and
provider processes.

* Implement a program for application and image provisioning.

- Yo" ' * A secure application testing program should be implemented.

* Ensure all changes to virtual images and applications are
logged.

* Develop all web-based applications using secure coding
guidelines.

IBM Cloud Security
Guidance Document

Additional Security Capabilities for the cloud

B Develop the application lifecycle management and ensure a
secure application deployments

Innovate2013

The IBM Technical Summit
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Customers expect a secure cloud
operating environment.

Maintain environment testing and vulnerability/intrusion management

mx = |solation between tenant domains
= Trusted virtual domains: policy-based security zones
= Built-in intrusion detection and prevention

= Vulnerability and patch management

= Protect machine images from corruption and abuse
IBM Cloud Security

Guidance Document

Additional Security Capabilities for the cloud

B Develop Hypervisor level security policy and image management

O B Develop the hypervisor level intrusion prevention, firewall and
security for virtual environments

B Extend the auditing and patch management to hypervisor level

Innovate2013

The IBM Technical Summit
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Helping clients begin their journey to the Cloud-based Security Services that help
cloud with relevant security expertise reduce costs and complexity, improve sec.
posture, and meet regulatory compliance

These services solve client skill gaps, assess for weaknesses, assist
with strategy development /execution, and protect against threats.

Innovate2013

The IBM Technical Summit 24
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Federating
identities for public
and hybrid clouds

Application
Scanning for cloud
based applications

=RV IR

Virtualization
security
VM protection for

VMware hosts and
workloads

Network
security

Virtual IPS for
virtual network
edge protection

Image and patch
management

Automated patch
management for
virtual endpoints

It
i
[

Database
monitoring
Database activity

monitoring and
protection

Federated Identity AppScan Virtual Server Network IPS Tivoli Endpoint Guardium database
Manager — Static / Dynamic Protection for Virtual Appliance Manager - monitoring and
Business Gateway Analysis VMware SmartCloud Patch  protection
QRadar Security Intelligence Platform
r N AWARDS  IBM won Best Creating a secure FIBERLINK® Builtacloud-based,
’ 2012 Cloud Security EEX hybrid private endpoint
» WINNER Solutions coRr oS cloudwith FIM/ NPPRIOY management
Hororedinteus - COMpPany VSP oy Flbariak service with TEM

The IBM Technical Summit
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Cloud Security Cloud Security
Strategy Roadmap Assessment Prevention Services
Understand how to leverage Helps cloud providers (public / Helps provide protection
cloud capabilities while private / hybrid) assess the from a broad selection of
considering business needs security of a cloud against best threats by actively
and governance requirements practices and mandates. mitigating cloud attacks
Consultative services Assess or secure the cloud For cloud providers or enterprises

Identity and Access Application Security

Penetration Testing

Management Assessment
Validates the security of Assesses t_he authentication gtrategy of Assesses web-based cloud
components of the cloud through a cloud e_nv!rc_)nment and provides a plan applications via automated
active exploitation and system for optimizing the approach against scanning and manual source
penetration established business goals code review

Innovate2013

The IBM Technical Summit
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Offsite management
of security logs

Management and events
Help reduce data Help protect against
loss, financial loss spam, worms, viruses,

and website \ l , spyware, adware and

downtime offensive content
~ . ”)- m ”
3 = .
I j‘u o

Security—as—é—Service (SaaS)
from IBM Managed Security Services

Security Intelligence @ People e Data @ Apps e Infrastructure !

Service

Customized security threat
intelligence based on
IBM X-Force®
research and development

Help protect against
malware and other
threats while enabling
mobile access

Management
Service

Help provide
proactive discovery
and remediation of

vulnerabilities

Innovate?\. .

The IBM Technical Summit
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High )
Mission-critical
workloads, personal

) . Tomorrow’s high value /
information

high risk workloads need:
Quality of protection
adapted to risk
Direct visibility and
control

Need for Analysis & . Significant level of

Security simulation with assurance

Assurance public data

N\ Today’s clouds are
primarily here:
Lower risk workloads
One-size-fits-all
approach to data
protection
No significant
assurance
Price is key

Training, testing
with non-sensitive >
data

Low

Low-risk High-risk

Innovate201

The IBM Technical Summit
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Design Deploy Consume
Establish a cloud strategy Build cloud services, in the Manage and optimize
and implementation plan to enterprise and/or as a cloud consumption of cloud
get there. services provider. services.
IBM Cloud Secure by Design Workload Driven Service Enabled
i;‘;ﬁg;’éh Focus on building security Secure cloud resources Govern the cloud through
into the fabric of the cloud. with innovative features ongoing security operations
and products. and workflow.
Example Cloud security roadmap Application security Identity and access
security
capabilities Secure development Virtualization security management
Network threat protection Endpoint protection Secure c_Ioqu
communications
Server securit Configuration and patch .
y manag ement P Managed security
Database security 9 services

Innovate2013

o The IBM Technical Summit




vis
\@l

I8 IBM B350 RIS TG — ER 2 EREER

BRRIENEARKBER e

Define a cloud strategy with security in mind
= |dentify the different workloads and how they need to interact.

» Which models are appropriate based on their security and trust requirements and
the systems they need to interface to?

Identify the security measures needed

= Using a framework such as the one IBM uses, the IBM Security Framework and
Blueprint, allows teams to capture the measures that are needed in areas such
as governance, architecture, applications and assurance.

Enabling security for the cloud

» Define the upfront set of assurance measures that must be taken.

= Assess that the applications, infrastructure and other elements meet the security
requirements, as well as operational security measures.

@ Architecture

Innm

The IBM Te........ 2.coue
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SELUBY Security Information & Event Management (SIEM) 2012 | © 2010 .
Intelligence,
Analytics and . . .
y le=led Enterprise Governance Risk & Compliance Platforms 2011 S 2011
Identity & Access Governance 2012
User Provisioning / Administration 2012 Iy
2012
Role Management & Access Recertification 2011
. . . )
Enterprise Single Sign-on (ESSO) 2011* 2010 7.
Web Access Management (WAM) 2012**
Database Auditing & Real-Time Protection 2011
Data Masking 2013
Static Application Security Testing (SAST) 2010 A
Applications 2010 .
Dynamic Application Security Testing (DAST) 2011 :
i i A
Network Intrusion Prevention Systems (NIPS) 2012 |~ 2010 7\\\,
EndPoint Protection Platforms (EPP) 2013
: * Gartner MarketScope (discontinued in 2012) Gartngr | Leader | Visionary ! Niche Player i Challenger
;'?"\c ** Gartner MarketScope
L= **% 2012 IDC MarketScape ranked IBM #1 in IAM @ | ' Leader | Strong Performer | Contender

lnnovate201 3 flm 7’A‘\\ Leader (#1, 2, or 3 in segment)

o The IBM Technical Summit
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Security Consulting
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Managed Security Services

Risky Strong
"g:f“?" Contenders Peﬁﬁrﬁm Leaders Bets Contenders Performers Leaders
Strong Strong
A
r
i : Dell SecureWorks
[HZITIJE '| Wm i
Ac:mmm@ . "
L ATET. * 'y Wiierizon
Wipro MG . = e
09 - &6
we (- - . . rustwave
L e Wipre | *
Verizon - | HP
Current Current
offering () BT Global Services offering
Market presence Market presence
> —_—
o100 « (x) (=) [ = | Full vender participation
‘Weak A S Weak i P
Waak Strateqy &= Sirong Waak Strateny = Stronin

Source: Forrester Research Inc. “Forrester Wave™” : Information Security Consulting Services, Q1 2013” . And Forester Wave: Managed Security Services
providers Q1, 2012

ull repgrt can be accessed at http://www.ibm.com
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