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DATA
EXPLOSION

CONSUMERIZATION
OF IT

EVERYTHING
IS EVERYWHERE

ATTACK
SOPHISTICATION

IBMEZR IR AE RIRER  EREEX

The age of Big Data — the explosion of digital
information — has arrived and is facilitated by
the pervasiveness of applications accessed
from everywhere

With the advent of Enterprise 2.0 and social
business, the line between personal and
professional hours, devices and data has
disappeared

Organizations continue to move to new
platforms including cloud, virtualization,
mobile, social business and more

The speed and dexterity of attacks has
increased coupled with new actors with new
motivations from cyber crime to terrorism

to state-sponsored intrusions

.
J =
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Attack Type
SQL Injection
URL Tampering

Spear Phishing

BSASFHRNEZRER

2 AR @R
Bethesda
Software

Northrop
Grumman ‘/\F

Fox News
X-Factor

Citigroup .

Sega

Spanish Nat.
Police
Gmail
Accounts .
Vanguard
Defense

Secure ID
Sony
MalayS|an
Gov Site Peru
HB Gary RSA Special
Lockheed Police
Martin
Nmtendo
L3
Communications Sony BMG
Size of circle estimates relative Greece Gorllérr';'rsnhen .
impact of breach olice
‘ . ‘ ‘ ‘ . US Senate NATO
Feb Mar April May June July Aug ! i
“%;f\,J ik

IBM Security X-Force® 2011 Midyear Trend and Risk Report September 2011
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Business ~ Brand image Legal Impact of
results exposure hacktivism

Sony estimates HSBC data Epsilon breach | TJX estimates | Lulzsec 50-day | Zurich
potential $1B breach impacts 100 $150M class hack-at-will Insurance PLg¢
long term discloses 24K national brands | action spree impacts || fined £2.275M
impact — private banking settlement in Nintendo, CIA, || ($3.8M) for the
$171M/ 100 customers release of PBS, UK NHS, || loss and
customers* credit / debit UK SOCA, exposure of
card info Sony ... 46K customer
records
'
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Applications

It is no longer enough to protect the perimeter —
siloed point products will not secure the enterprise

P
X
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Optimized
Organizations use
predictive and
automated security
analytics to drive toward
security intelligence

Basic
Organizations
employ perimeter
protection , which

Proficient
Security is layered

regulates access and into the IT fabric and
business operations

feeds manual reporting /
/ Reactive Proactive f'

IBMEBRRFREBAS FHEER SEEREX ‘ . W.‘
L 4 A

Manual I Automated
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IBM Security Framework

Security Intelligence,

IBM Security SyStemS B Analytics and GRC

= Only vendor in the market with end-to-
end coverage of the security foundation

= 6K+ security engineers and consultants
= Award-winning X-Forcee research

= | argest vulnerability database in the
industry

Advanced Security
and Threat Research

Intelligence e Integration e Expertise

Software and
Appliances

IBM#ERFRBAT BARER  EREER
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Professional

Cloud and Managed

m
8

Services

Services
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Security Intelligence:

Optimized

External threat research
Role based analytics

Secure app

Identity governance Data flow analytics engineering

Privileged user Data governance processes
controls

Fraud detection
User provisioning
Proficient Access mgmt

Access monitoring
Strong authentication

Application firewall

: Source code
Data loss prevention

scanning
J

_ ) Encryption
Centralized directory

Application scanning
Access control

(i Z T BRIEE
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Information and event management
Advanced correlation and deep analytics

Advanced network
monitoring
Forensics / data
mining

Secure systems

Virtualization security
Asset mgmt

Endpoint / network
security management

Perimeter security

Anti-virus
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Enterprise Governance, Risk and Compliance Management

GRC Platform (OpenPages)

Risk Analytics (Algorithmics)

Investigation Management (i2)

8 5 1

IBM Privacy, Audit and
Compliance Assessment Services

ntrusion Prevention

SiteProtector

Management System

QRadar

Anomaly Detection

Managed Firewall,
UTM, and Intrusion
Prevention Services

-
IBM Security Portfolio
Security Intelligence, Analytics and GRC
— QRadar QRadar QRadar
pu SIEM Log Manager Risk Manager
IT Infrastructure — Operational Security Domains
\
| Identity & Access Guardium AppScan Enterprise,
Management Suite Database Security Standard & Source
Federated InfoSphere Optim DataPower
Identity Manager Data Masking Security Gateway
4
Enterprise Key Lifecycle Security
Single Sign-On Manager Policy Manager
Data Security Application
Identity Assessment, AssessmentService Assessment Service
Deployment and
|| Hosting Services Encryption and AppScan
DLP Deployment OnDemand - Saa$
h

Endpoint

Manager (BigFix)

Virtualization &
Server Security

Mainframe Security
(zSecure, RACF)

Penetration

Testing Services

Mobile Device
Management

Security
Consulting

I

Managed
Services

./
N

X-Force
and IBM
Research

I

w12-03

Products Services

IBM#ERFRBAT BARER  EREER
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Partner / Inter-

External Enterpris
Zone e Zone

Demilitarized Enterprise Secure Zone
Zone

7

.
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Partner / Inter- e .
) Demilitarized Enterprise Secure Zone
External Enterprise - P
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Tivoli Enterprise/Internet
Scanning
Rational AppScan and

-e source edition
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Dev. & Testing
Zone
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Enterprise Secure Zone

IBME % > f2;
Demilitarized
Tivoli Identity Manager & Access Manager

Partner / Inter-
External Enterpris
Zone e Zone
Tivoli 1SS Real N
\Ig/aetba?:’%r\l/%? S, S ey Guardium

Protection, Virtual
Server Protection

Tivoli Compliance Insight Manager
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1. £ #& 4] | 2. f5+:&3E 4
Monitor Audit
& Enforce .

4.5 &L 5 3. iz &% it
Discover Assess
R Classify & Harden
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« DB Audit Trial (34 2

o Sniffer (#2~ ~ & 47

« Agent (F

Application Servers

Database Servers

Orocle, DB2, Informix,
M550L Server, Sybase,
Terodata, ...

Guardium Host-Based Probei s __
Lows-liraiage b sofiwade pi
ol datmbase ac bty -

WilFsowr red

W rabive auditiags

IBM#EERSERAT BARER  EREER

Frowiile
anal
atea

CER)

L4 ¢ )
}E.j‘tﬁ":hlﬁ 4_:1_'_

,\)

A

PeopleSall

SIEBEL

L e enore

@,/

Guardium Collactors

s, e wage of

¢ aalliaiye as havdle el appliances o

wirtual applianees

eal-time. polle p-based monfforiag

select object name,
from dha_chisccs
where cbiect name like

B &

object _typd,. ECaTus

YERD_PROFILE_OPTION VALUE A% ';

L2 @

= |

| JOBECTNAME |DBJECT TYPE [STATUS
| 1|FND_PROFILE_OFTION VALUE_A . TABLE VALID
| 2| FHND_PROFILE_CPTION_VALUE A = SYMOMYM VALID
[ 3] FND_PROFILE_OPTION_MALUE_AC | TRIGGER VALID
| 4| FHD_PROFILE_OPTION_VALUE_AT1 - MIEW VALID
| G{FND_PROFILE_OPTION_VALLE_AD .- TRIGGER VaLID
| 6|FND_PROFILE_OPTION_VALLE_ADP . PROCEDURE  VALID
| 7|FND_PROPILE_OPTION VALUE_&H - TRIGGER VALED
| |FND_PROFILE_OPTION VALUE &1 - TRIGGER VALID
| 91FHD_PROFILE_DPTION VELUE_AP - PROCEDURE VAL
| 10|FND_PROFILE_OPTION VALLE_AT - TRIGGER VALID
[ 17 |FND_PROFILE_OPTION_VALUE_ AU .- TRIGGER VALID
| 12| FND_PROFILE_OPTION_VALUE_AUF - PROCEDURE  WALID
13| FND_PROFILE_OPTION VALUE &\ . VIEW VALID

@@ Sniffer Product Line
M@ oot N
78
Q.
WAN
A @\
Switch

4

LAN
Segeants

Router

Switch
Wireless
= Laptop
\ @
: \ E
Switch @

! -

LAN
Segrnerts

2
(P8




e FORLE R 4 Zedk(Audit Trial) 7§ *

o TR R t%‘
*  Which table, from which IP, using which command, which program, %/’1
e Zijp TE — ¥ iy b DBARK B ‘
c BEREET S ET - KPP Rk (i eR)
o ARZHREILHNHITEZ > E T (review logs every 3 months?)

o fAid £ % (connection pooling) sk B & 2 ARt * A2l ryehie v X
(PeopleSoft, SAP, Oracle Financials, etc.) — potential fraud
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= 3f Sniffer

o #Switcht i * SPAN port:#-! ]#ﬁ%, «fé 1T AE
,\‘
E

SPAN port¥ &4 #74p €2 — 1

%%)p()rt%ki (74§ ]

IBM#ERFRBRAT BARER  EREER

; Ingress

=

Egress
Traffic

Traffic

Source Span
ports

sniff er ’

Destination Span
Port
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FET

&y IR T % * 2 Switchy % £ SPAN port
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it 7] & Zf *F SPAN porteng Fm £ ¥ ¢F Y Switch 3 4p i
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iz * Agent (in DB Server):1— ;¢

<FEH B>
FHEI IR TR o cinto from sTAP S —
PR ERE BN e | Coteclr | | Parce | e——-
EERRERE AMBE P
HCPUE: 87 3 R By o
Buffer i¢ * /72
Agent Fail 7 2581 1838 i

(Kernel & =x)
f%+7SQL 2005/2008 % Oracle v

ASO“*c % %+ (Encrypted DB

Connections) Engine

i% 47 SU for UNIX DB Server

<R FIE>

3 A SRR AR * Agente b o e v F & fe & Sniffer (SPAN Port) » A i: 3545
BT el BT A48 mféﬁv °

7 & A 5 ¢ * chAgent - A_p Share Memory !/ Snapshot:r— 8 B~ 18 55 » gt 48
lp»’»/Z‘ﬁ' F ;“} BB G o

é‘ | TE*' __‘@J W osd AL E ]\—v mp;\spﬂ_ ? #B Fﬁ‘g rTJ’-T—LL o iP ? '
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iz * Agentz = £ & (Appliance)

— 7 r
o & > nfhds *EF;J& (B it%)
X8 E P i % Agent Yo fk 2 100%F 4L, % 7 £ pe @ * SPAN
port
— Client IP, OS login ID, source application, etc

ﬁ;d\ﬁififggﬁ
PRRLEFEESR ﬂ_s\&a

[ ]
s EBET oirE R A mnfRA S &
— B AP TR R B T AR
: = i 4
sy
r “h
w J A N

— B¢ T n e

IBM#EiER SieRAR MRER - EREER



[l
(el
g

€ )

Guardium f#R 77— EHYA "8
Real-Time Database Monitoring

Application Servers

ORACLE
Databasz Servers
EE5: DB2
[ TERADATA ]
o /) |SYBASE | N
® : MySaL
g m. " [I '
| — nfnrmz;(']
Guardium Host Based Probes .
(S TAP) Guardium Collectors
° B Rt B e o s
*  Who, What, When, hoW, Where e DBMSH: M4+
°  TEESR ° B ek 2B (3 - 5%)
° 2R FERE 7 AR HBSFE © RITSETHER AT
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Real-time database activity monitoring (DAM)

- R E TR L 2 (DAM) ! BORE R IR A SRR
‘\:’7 k”F—L‘J’JFI ‘}'}E. ]}B"/‘:—,ﬁ? °
Auditing and Compllance solutions
—%ﬁn%a AR LA FARESE PASLS Gk o i
(LA A R IE/z Hfl qu : SOX E l,?&]/'/;‘ £ % Sarbanes-
Oxley) - PCI DSS (& 4+ 2 £z 7% > % Payment Card
Industry Data Security Standard)

Change control solutions

— % L4 AWE“ﬁP~?ﬂ&@~%iﬁﬁ*%~£ﬁ
AR D AR -

Vulnerability management solutions

— 3EL% > p I R D AELE iy 0B £ A R o

Database leak prevention
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1 Billion+
Events

IBM Global Security Reach

2,600+
. MSS Customers
Worldwide

Per Day

20,000+
Devices Under

133
Conftract

Monitored
Countries

7 Security

Research

.

2

(’

Centers
-

nters

g_"‘ .
$ -
tad Brussels, BE

/ /
Brisbane, AU

deliver
ity of security

K ol

IBM has the unmatched global and local expertise to
complete solutions — and manage the cost and complex
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IBM MM eEf A T 2B X-Force B = 1 BEAEE MES

Research Pechnology SPlutions

I
= Security Content Update SOLUTIONS

Malware Analysis Development
= Security Content Update QA

|

A-FOrce Protection Engines

Original Vulnerability

Research = Extensions to existing engines

= New protection engine creation

-orce !!U S

Public Vulnerability
Analysis

Threat Landscape
Forecasting

= X-Force Database
= Feed Monitoring and Collection
= Intelligence Sharing

Protection Technology
Research

The X-Force team delivers reduced operational compl  exity —
helping to build integrated technologies that featu re “baked-in” simplification
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B Heuristics ) .
Port Following |
Protocol Tunneling | ¥

@ Protocol Analysis
[ RFCCompliance

~ TCPReassembly | [
B Flow Reassembly
| Statistical Analysis
. Pattern Matching
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Protocol Analysis Module”
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IBM X-Force

Extensible Protection Platform

PAM is the engine behind the preemptive
protection afforded by many of the
solutions of the IBM Proventia product
family. PAM is comprised of 5 key

technologies.

Virtual Patch

What It Does:

Shields vulnerabilities from
exploitation independent of
a software patch, and
enables a responsible
patch management
process that can be
adhered to without fear of
a breach

Why Important:

At the end of 2008, 53% of
all vulnerabilities disclosed
during the year had no
vendor-supplied patches
available to remedy the
vulnerability

Protocol Analysis Modular Technology

VIRTUAL
PATCH'

Virtual Patch
Management

Threat Detection &
Prevention

What It Does:

Detects and prevents entire
classes of threats as
opposed to a specific
exploit or vulnerability.

Why Important:

Eliminates need of
constant signature updates.
Protection includes the
proprietary Shellcode
Heuristics (SCH)
technology, which has an
unbeatable track record of
protecting against zero day
vulnerabilities.

BV Stk E B - R

Threat Detection
and Prevention

Analysis

Content Analysis

What It Does:

Monitors and identifies
unencrypted personally
identifiable information (PII)

and other confidential
information for data awareness.
Also provides capability to
explore data flow through the
network to help determine if any
potential risks exist.

Why Important:

Flexible and scalable
customized data search criteria;
serves as a complement to data
security strategy

Protection

Network Policy
Enforcement

Web Application
Security

What It Does:

Protects web applications
against sophisticated
application-level attacks
such as SQL Injection,
XSS (Cross-site scripting),
PHP file-includes, CSRF
(Cross-site request
forgery).

Why Important:

Expands security
capabilities to meet both
compliance requirements
and threat evolution.

Network Policy
Enforcement

What It Does:

Manages security policy
and risks within defined
segments of the network,
such as ActiveX
fingerprinting, Peer To
Peer, Instant Messaging,
and tunneling.

Why Important:
Enforces network
application and service
access based on
corporate policy and
governance.




IBM Security Systems
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Intrusion Prevention Solutions that Fit your Needs

GX7800 and GX7412

Block threats before they impact your organization

Uncompromising security backed by X-Force®

Inspected throughput from 200 Mbps to 20Gbps+

Protection for up to 8 network segments

= Scale from remote offices to the network core

IBM Security Network IPS Models

Perimeter
Model GX4004-200 | GX4004 | GX5008 [ GX5108 | GX5208 | GX7412-5 | GX7412-10 | GX7412 | GX7800
Inspected 800 15 2.5 20
e 200 Mbps Mbps Gbps Gbps 4 Gbps 5 Gbps 10 Gbhps 15 Gbps Gbps+
Protected 2 2 4 4 4 8 8 8 4
Segments
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Thank You!

Q&A

IBM Security Solutions
Ahead of the threat.™




