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Big Data — The Next Natural Resource
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Need to leverage more information more quickly to deliver better, more timely

insights and better business outcomes

‘We have for the first time an
economy based on a key resource
[Information] that is not only
renewable, but self-generating.

Running out of it is not a
problem, but drowning in
itis.”

- John Naisbhitt
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Volume
Use greater amounts of data

Variety
Use more types of data

Velocity
Use data more quickly

Veracity
Use uncertain data
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What Is Risk?

. Q\o Smarter Riskis all about delivering trusted,
O\O Ol C context-rich intelligence that provides a holistic
_ =T I:I-O . view of risk and uncertainty across
7o) organizational silos, when it is needed to
ol m fc o : support business decisions that maximize value

for the enterprise.

Across-IBM initiativeto bring to the market a (@) Financial Risk

single,unified visionto the market on IBM’s @) Operational Risk
commitment toenterprise risk S
managementacross risk types. ). AITEIEE] (e

© IT Risk & Security

Supported by Big Data & Analytics
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What does a Big Data platform do?
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Extract insights from a largevolume of data, including a widevariety of

types, with highvelocity
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Analyze a Variety of Information

Novel analytics on a broad set of mixed
information that could not be analyzed
before

Analyze Information in Motion

large volume data bursts & ad-hoc
analysis

Discover & Experiment

Ad-hoc analytics, data
discovery & experimentation

Analyze Extreme Volumes of
Information

Manage & analyze high volumes of
structured, relational data

Manage & Plan

Enforce data structure, integrity and
control to ensure consistency for
repeatable queries



S | (EEERAITSERIT AR B R S §
T | B - R RS G BRI AL

=8

Example risk factors

Interest Rates I\/_Iarket_Risk | C_redlt Rlsk |
simulation through time simulation through time
i Value Mark-to-Future s Exposure Mark-to-Future

Equity values

Foreign 10t
exchange rates

Commodity
prices

Netting and collateral

Market valuations
impact Credit risks

Credit risks are mitigated by netting and
collateral because both help to reduce the
amount a bank can lose in the event of a
counterparty default
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Deal-time Decision Support
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- Committed Trade
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Batch
Load

[ Product System ][ Collateral System ][ Credit System
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A Sy FE A JE g (an example)

Foundational Data
Domains

Do we
 Products - Securities remember
and Financial

Instruments

« Counterparty - Clients,
Counterparties, and
Issuers

 Hierarchies - the web of
relationships throughout
the financial markets

A graphical view of one of the
world’s leading financial
institutions

Can we cut it
off

When...

Why are
regulators
afraid of GSFI

AT/ W
v
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Corporate and Institutional
Banking

Data Architecture
& Data Integration Model

Small Business Banking
& Merchant Services
Lending

Leasing

Insurance

Credit Cards

Personal Banking
Lending

Leasing

Insurance

Credit Cards

Risk Analytics
Investment Risk
Credit Risk

- Creditor Default
- Credit Ratings

- Credit Limits
Counter Party Risk
Operational Risk

- Failed Trades
Market Risk

Detection

TEMRBENRES

Legal
Entity

Hierarchy

Securities Master
Markets
Traders
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Assets/Collaterals
Credit Derivatives
Credit Ratings
Individual Ratings
Security Ratings

Exposure

Probability Of Default

Netting Agreements
Geographic domain
Legal domain

Rules of Compliance

Rates (interest)
Foreign Exchange
Exchanges
Risk Ratings
Tax Rates
Insurance

O a c endaing ed e
ade 3 ancels, Reboo olding
and Lo eaging Repo
Hierarchy
Management
Legal Entity
Customer
Products/Offerings Issues
Issuers

Counter Party
Involved Party
Brokers
Dealers

Loss given default (LGD)

Markets & Investment
Performance Reporting
Asset/Portfolio Management

Capital Markets
Brokerage
Exchange Specialist

R

Fund Management

—

Foreign Exchange

R

Custody

Regulatory Compliance
Geo, National, Regional
Basel Il, SOX, Tax
Surveillance

Reporting

Compliance

Order, Quote, Bid
Market-Street Side

Employee Code of Ethics/Trading



Big Data Use Cases — SME Credit Risk

Build SME 360 views from social media data for credit risk evaluation

Web Data

Social Media Reviews

Web logs News
Public Data

sba.go Census Data

usaspending.gov
Private Data

E-informa D&B Hoovers

Helping banks develop better risk profiles of SME customers and prospects
using data from public data, social media data and market data.
« Better understanding of exposure to various types of risk :

Information
Extraction

Extraction

Sentiment

__________

( Entity
 Integration E
' Entity
! Resolution !
E Data Mappingi
' and Fusion !

/

~ - ———

Financial, Reputation, Legal and Market Risk

« Augmenting existing credit risk models with social media SME profiles
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Social Media
SME Profiles



Big Data Use Cases — SME Credit Risk

Example Analysis: Integrating SME information across multiple sources

Dr. Mark D. Kaufmann, MD h

Dr. Mark Kaufmann MD Mark Kaufmann, MD
Dermatologist

21E90th St
Physician Addresse : New York, NY 10128
189-04 Union Tpke

Dr. Mark D Kaufmann MD practices dermatology in Fresh Meadows, Mew Yark and Mew @m . Fresh Meadows, NY 11366
York, Mew York. Dr. Kaufmann graduated with an MO 23 years ago 3

;'.
o+* Phone: (E5 - (212) 427-4000 3

.
UnloageRoto

Specialties: i Compare Dr. Kaufmann ,~' Get Dr Mark Kaufmann's phone number on your free report o*

« Dermatology - Board Certified (i Top rated Dermatologists near Fresh Meadows,

ny

State License:

H — T - . V'
: Dr Kenneth B. Goldman. MD Additional Practice Locations ko Are you Mark Kaufmann?
* MNew York 8 Dr. Mark Kaufmann has a total of 2 offices in New York and Fresh Meadows. ,+* Click here to update your profile
H Get more information on the Dr_Kaufmann's offices on vour report & Report 3 problem with this profile
Years Since Graduation: 23 = Dr. Vivian 8. Yee, MD P *

Special!fés
Denﬁatology

Education: See Where Dr. Kaufmann AttendediMedical School & More

About Mark Kaufmann, MD

Mark Kaufmann practices as a Dermatologist in New York, NY.

it details]
Dr. Anaela R. Azar. MD

.Hospltal Affiliations o

& Appointment Info

R R A hospital affiliation covers any doctor who has,ah afﬂl\at\om association or
& »° admitting privilege with a hospital. A doctorsbamcular affiiation to a specific Primary Specialt Staff
Address & Contact Information: % Meadows % I 3 ..0' hospital can translate to the overall qugiity of that provider Dr Mark Kaufmann is Y Si b =
Lace Dicaufimsnn D % G > ¢ affiliated with Mary Immaculate Hms;ﬂfal Click here to learn more about Dr_Mark Dermatologist Mark Kaufmann
} 13904 Union Turnpike < - " Kaufmann .
Fresh Meadows, NY 11366 i ,, o2 Education
Phone y Education New York Univ Sch Of Med, New York
Before You ViskDr. Kaufmann Dr. Kaufmann a;reﬁded medical schaol at New York University School of Y0016
s Treating Psorfasis (spansored) Hopia Medicine and‘graduated in 1988 having 23 years experience. Additional Tl'aining
s 4 Stages of Rg;gggga RA£ Dermatwﬂ’gy training was conducted at Albert Einstein College of Medicine of
" @ AEinstein Cﬁ\l M-Yeshiva U,
e 8 Ways to Curb Psoriasis Ll L'»‘,’.{,[& = AY- Yeshits Lniversity
-“ E £ Ma&iala E2011 Google (OR. AY SHA) ‘@t more educggn details on vour free report P:}rmat:}%ugﬂy Univ Of Pa Hith System,
) T B S (dnxycycllne, USP) R g LT
Accepting New Patien Yes . o kY G
« Hebrew .Cupsule £Lare Card &= g
H Vg *
Insurance Accepted: Electronic Health Records: Yes o
* Agtna = "
* Aetna - Choice PPO Electronic Prescriptions: Yes ?
* Aetna HUMO H M *
. AmgnGr\Dup mwnsmm SAFETY INFORMATION ¢ s | Mark Q Ka Ufm ann » MD
« Cigna Oradear is indicated |0rmelryi!menlufonly Dermatol
* More

.,

lﬂ\ammi(ury lesions (szués and pustules) of rosacea

Male - 19 years experience
s

Mark D. Kaufman, Md " Overall
18904 Union Tpke '."

Fresh Meadows, N#'11366
R

Patient Rating:

ki

Share your opinion - J

.
¥ P S Direetrons?.

Map this Address”

Rate this docto?’n.

Dr. Kauﬂ113ﬁn has
Personalize ., |, additional’addresses

Address information needs to be resolved ; —— ; ;
_ Education and experience information needs
across multiple sources

to be extracted and integrated
‘() Xﬂﬂﬁﬂ’ﬁm@w&#%ﬁ%l&ﬁ
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Big Data Use Cases - Institutional Credit Risk
Comprehensive view of publicly traded companies and related people
based on regulatory filings

—

Filing I I

timeline 2005 2010 ‘ersor’
(" SEC/FDIC Filings of ) @

Financial Companies(SIC Extract

Integrate
Codes 6000- 6799) @
ey . = mpa
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Big Data Use Cases — Counterparty Credit Risk ‘
Example Qualitative Insight : Providing insights into a bank’s exposure to var

securities (e.g., MBS/ABS)

Significant increase in
Lehman’s exposure between
Q4 2006 and Q3 2007

Mortgages, Mortgage-backed &#Sset Backed

security expgsdre

Goldman Sachs 10-Q Reports from several quarters

90 1

80 -

70 1

60 1

Exposure 50 -
(in billions) 40 {
30 1
20 1

As of
February November
2007 2006
TS
l Mnrtgage whole loans and collateralized debt obligations (1) 546,259 $ 41,017 l
ank 1oans <) LAl 2,190
p— High-yield securities 12.310 11.054
Emerging market debt securities 2748 229
SMFG convertible preferred stock 4,662 4,505
ICBC ordinary shares (2) 5,898 5194
Other corporate principal investments (4) 4878 3675
Other private equity and restricted public equity securities 4735 3736
Real estate principal investments (<) 1,141 588
Lehman Brothers
In millions Sold But Not
Financial Instruments and Other Inventory Positions Ouned ¥ =
[\ortzazes and morigage backsd posinens (1) 3 s s 57726 § 5 30
Govemment and azencies 47,164 5 0455
Corporate debt and other 48,307 8,836
Corporate equities 52471 28,464
Derivatives and other contractual agreements 22,586 178 18,017
Real estate held for sale 5,017 — —
Commercial paper and other money market instmments 3,064 6 110
S 38 S s 140903 S 123,860
Bear Stearns
28, November 30,

(in thousands) 200

<3» <Cx <Cx
FINANCIAL INSTRUMENTIS CWNED:
U.5. government and agency

Other sovereign governments

10 1
04

Lehman Bear Merrill
Brothers Stearns Lynch

0 Q4 2006 B Q12007 O0Q22007 O0Q32007 MQ4 2(@

/

More stable portfolio for
Goldman during same time

period
@ AHEBE2REEBMERTESIES
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Corporate equity and convertible debt
~ s i

L].—Lc*’tc ge Dortoage— and Set_backed
Derivative financial instruments

Merrill Lynch

Sold But Not
Ovned Yet Purchased
May 31, November 30, May 31, November 30,
¥
!:wngagﬁz and mortzaze backed positions () G l
OV ETINED 2N AZEnCIEE L
Corporate debt and other 8,83
Corporate equities 28.46
Derivatives and other contractual agreements 18,01
Real estate held for sale —
Commercial paper and other money market instruments 11
$125.960




Big Data Use Cases — Counterparty Credit Risk

Example Qualitative Insight : Providing Insights into fair valuation of a bank’ s
assets and liabilities by categories

Notice the
Level 3
distribution
for Lehman
and CIT

group

100% -

Lehman Brothers Fair Value Assets

May-07

Aug-07 Nov-07 Feb-08 May-08

B Level 3
B Level 2
OLevel 1

10-Q Reports from several quarters

FORM 10-Q

Z QUARTERLY REPORT PURSUANT TO SECTION 13 OR 15(d) OF THE
SECURITIES EXCHANGE ACT OF 1934

[ TUE AL DMAN SARUE ARAUD INE and N

[ TUE O AN Carue ADAND W and .

THE GOLDMAN SACHS GROUP, INC. and SUBSIDIARIES

NOTES TO CONDENSED CONSOLIDATED FINANCIAL STATEMENTS (Continued)
(UNAUDITED)

Financial Assots ot Fair Value as of Mareh 2000
Hotting and
Lovel 1 Lovel 2 Lovel 3 Collatoral  Total
Commarcial paper. cotificates of deposit, tima deposits and other money

CIT Group Fair Value Assets

90% A

80% o

70% A

60% A

50% A

40% -

Goldman Sachs Fair Value Assets

30% -
20% A

10% A

0%

Jun-08

100%

80%

60%

40%

20%

0%

O Netting .

B Level 3
W Level 2
OlLevel1

i

market instruments § 7.680 § 6303 § -_— 1 - § 13983

U S govemment faderal agency and sovereign abligations 67.039 67,642 — - 126 481
Mortgage and other asset-backed loans and securities —_ 3.802 11,644 —_ 16446
Bank loans and bridg loans 11,345 9,066 21211
Corporate debt securities and other debt obligations 223 17.062 7664 - 24,829
Equities and convertible debentures 16 340 14.174 13620 (@ 43134
Physical commodities - 1.182 — - 1182
Cash instruments 91,082 111.600 42 684 —_ 245 266
Derivative contracts 211 240,837 16,378 163,401) (1 104,325
Trading assets. at fair valus 91293 362.337 59,062 (163.101) 349,591
Secuiities sagregated for regulatory and other purposes 22077 4 23.462 5) - - 46,639
Rocotvabl » and counterpartios (1 316 1.720 2036
Sacuiitin 68,818 48,618
L Total final asseis at fairvalie §113 686 ﬁﬁﬂE ‘J‘Jg 59 Hﬁg £(163 101 MGBQ

Lovol i which the firm doss not baar economic exf B 4402y
Level 3 assats for which the fim
bears aconomic exposure 554660
' Principaly conaiats of ceriain margin loans, iranafers accounted for am secured loans rainer inan purchases undor BFAS o, 140 and prepaid variable share forwards

3 Gonsists of securtios borrowsd within Trading and Principal Invesiments, Excludes securiies borrowed within Securties Services, which are aceountsd for based on the
amount of cash collateral advanced pius accrued nterest

15 0f level 3 assels which are financed by nonrecourse debt, attributable to minority investors or afirbutable to employee inferests in certain consoldated funds

U5, Treasury securilies and maney market inairuments as wel as Insurance separaie account assets measured at fair valus undr American nattute of Certifisd
niants. (AICPA) Statement of Postion (SOF) 03-1,“Accounting and Reporiing by nsurance Enterprises for Certai Naniradiional Long-Duration Contracts and for
ounte,

iats of wecuriies borrowed and resale agresments, The underlying securlies have been segregaled Lo salisty ceraln reguialory requirements

%) Consists of privaie squily and real esiaie fund invesiments

Trading ass:
[Secusities available for sale

tgages held for sale

tzaze servicing rishts (eesidential)

(Other liabiliies (1)

June 30, 2008

[Trading assets
Securities available for sale
[Mortgages held for sale

[Mortgage servicing rights (residential)
(Other assets (1)

Total

(Other liabilities (1)

TR T o r
(G miltions) Total Level | Level2 Level 3 e}
[Balance at June 30,2007




Big Data Use Cases — Platform vs Big Data BN ]

Orders Ex IR Equities Exchange/ECNs
‘ ‘ ‘ Data Feeds
— _ - — Real-time
Algorithmic trading / HFT / “Black-box” / “Robo-trading FPGA-based
Program Arbitrage Trend Protocol applications near
Trading Following Conversion market feeds
[ Data Intensive Workloads Compute Intensive Workloads
/z """"""""""""""""""" S~ /r ______________________ S
|' Anti-money CRM Fraud Counterparty ~ EXofics , “‘Real-  Simulation : Near Real-time
: Laundering Detection Risk, CVA Dgrl_vgtlve :\I/Imek ; 1 Analytic tasks are
' (AML) i e Sk : often time-critical
I 1! Risk I ' 4
i .
: Credlt Incremental  Incremental Forex : supportln‘g trad|_ng "
| scoring Modeling Modeling : dgsks - regl-tlme
. i ! risk applications
[ I 'l
1 = !
L)
[ . ' .
: Mining of Regulatory Deeper Model Scenario :
: Unstructured Reporting Counterparty Backtesting Generation : BatCh
: Data Modeling : Long-running
i ) 1! Sensitivi New product I
H Sent t I ensitivity pro
] et ::;;{;;2 | . Analysis Modeling !
1 1
1 1 I
\ U U
_____________________________ J

Big Data

Diverse sources of
structured/unstructured
data - RDBMS, DFS
(HDFS,GPFS),
In-memory caches etc..
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Big Data Risk Architecture

Data Services

my|
l|l" I
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Sources Inputs Risk Services Departments Reporting
’ Data Quality
. Data Framework Middle Office
VaR/PV01/Greeks
Stress Test
Scenarios Credit Risk
- DataWarehouse PFE/Exposures
Counterparties
Front Office
Real-time CVA
Calculation
Reference Data
- - Compliance =z -
Capral Basel Ill, Dodd
Computation —>
Basel Ill, OSFI,FSA
: : _Rules— UK, Dodd Frank —
- - Funding § -
Data P | —> — :um-uum[u
_ - T ALM/Liquidity Risk e
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The Algorithmics solutions
a critical part of IBM’s Risk Management Solution and...

CRO CFO cco ClO
Lines of o o - Risk Enabled Decision Support*  [SPSS| | €«
Business ., .. .. . ..
{. Risk Analytics* GRC Management*
( N [ N\ 4 N N N N N N\ )
Retail c [ Capital Analytics ] o ~ Strategic
Syl =2l o _ = ol € 2| x GRC
S I g g =S| o x x = % E E oi% a §.§ ‘i o Consulting
= Q T = N == © - .© = = —
= "_58’ o © § @ o3 O g_\c S_\c %o © 25| © == 5 )
. - = ® O o - —_ s 2 8 Fl=Fll S o c [e) IS > 0n c o oS
Capital Q Q ¢ o = Q Ell 5 =[]l © =[] O o (@) S5 o > c
P O &loe&8| ol B < ||Z8||gx| x|l 2 Sll © ||20|| & o
Markets o = o g ||< 3| < o = = = .
3 © = 5 o - Integration
8_ . AN J ‘ )\( . - AN AN AN AN AN J Serv'ces
Commercial D [ 2n 1BM® Company
Lending S e B B o S o R—
9 Data Aggregatlon and Monito Implement-
8 | Trusted Risk Information o = (. g 2| - y £ g SIEM Labs ] atlc_)n
Warehouse 2 8 s g5 = = Services
Insurance ko 5| & SN0 SISI=ZNElsMall2llslal<l=l2
ye) (I Slszlzlelglalfslzlzl&lals]n
© Consolidated Results QM: " - ol © 7 8 X a et 5 Qo < E = 2
= RiskData Datamart ] SINSIHENSI S US| Sl gl =25 8 i
LLl S T Sl ™ 2 S < e w2 Operational
= = Change
SASS_et § Information Management ELITEL f{* SPsS  Guardium < fuener IBM Security Solutions Management
ervices R R e s T Services
4% Operational Systems
c=
Wealth %5 < >
o 3 < >
Management
(O) . y e
U ARBHESRESE B EL S mey
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12 IBM Corporation

GTS,GBS SWG-Lab GBS/BAO Services
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Visualize current status quo Impact analysis on capital and Optimize for RAROC and The effect from integrated
across the bank’s structure profitability of lending policies, capital consumption stress testing on Reg. Cap. Ec.
portfolios/business lines Economic Value Value, Credit and Liquidity

EREREEE (CLM)

Origination, Modification & Renewal; Master Limit & Facility Management; Litigants Management; Credit Data Management

ZN=¢ (‘RWAWEC) A EH(CM)

‘EAR&REFMEALMILR)

Net income and cost Funding liquidity analysis Customer Centric
analysis Liquidity stress testing Regulatory Capital (RWA ) i o
: . . 3 0 \solidated Limits & Exposure
FTP, CVA, LVA, Buffers, CBC, Survival VaR. CaR Relationship Profitabili
Profitability analysis Horizon ‘ 2 ElEmEp FreiEon iy
Scenario analysis Regulatory reporting
= A ELEA] (2=
ez (OP) BERH58HEH ERE(MCR)

Risk & Control Self Assesments Credit Exposure Calculation CVA Calculation Pricing

Internal Loss Event Data Simulated PFE exposures O i e Sensitivities

Key Risk Indicators Pre-deal limit checking Pre-deal incremental CVA VaR

Structured Scenarios Trade Restrictions & Rules CVA sensitivities Stress Testing

Sarbanes-Oxley Intra-day Excess Management
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