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Business
results

After its recent data
breach, a retailer
reported US$148M?
in data breach-
related expenses,
but executives
estimate a total
cost of US$1 to
US2B?2

Brand image

The retailer also
suffered major
brand damage after
the breach, falling
from a consistent
top 10 to number
21 in the 2013
Brand Index
rankings?

3

Data breach

There were 253
large-scale data
breaches globally in
2013, a 62 percent
rise from 2012. And
eight of these
exposed more
than 10 million
identities each*

Z . MmiE

After stealing
customer data on
over 600,000
customers of a US-
based company in
Europe, hackers
demanded ransom
to not publish the
information®

Bk E T AR

Impact of
hacktivism

Anonymous Brazil,
through a series of
DDoS¢% and web
site defacement
attacks, protested
the social injustice
surrounding the
World Cup 20147

A major medical
center and hospital
were jointly fined
US$4.8M for a data
breach that
compromised
patient health
records®

US
$3.5M+

average cost of a

data breach

a4 O 4 O
s tia ih i i 8 0 80

average cost of a lost
or stolen record?®

1) New York Times, August 5, 2014; 2) International Business Times May 5, 2014; 3) CBS MoneyWatch Jan 2014; 4) Symantec report: Latin American and Caribbean CyberSecurity Trends June 2014; 5) Reuters June
16, 2014; 6) DDoS stands for Distributed Denial of Service; 7) InfoSec Institute; Forbes, June 18, 2014; 8) McCann, Healthcare IT News, May 8, 2014; 9) Cost of Data Breach, Ponemon Institute

How do you know if your security organization is prepared to handle the next threat?
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Attack types

X535 Heartbleed Physical

-] Misconfig. Watering hole  Phishing SQLi DDoS Malware Undizclosed
access

Size of cincle estimates relative impact of incsdent in terms of cost to business.

$5.85M average cost $201 average cost

of a U.S. data breach per compromised U.S. record

Source: 2014 ‘Cost of Data Breach Study: Global Analysis’, Ponemon Institute

Source: IBM X-Force® Threat Intelligence Quarterly, 1Q 2015
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Loss of market Audit failure Impact to data Violation of Loss of
share and Fines atl and systems, employee customer trust
reputation enforcem el (confidentiality, privacy

Legal exposure impact integrity and / EC "

or availability) reputation

W S
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Business Financial loss

continuity

Your board and CEO demand a strategy
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IBM Security Portfolio

Consulting and Managed Services Integrated Security Technologies

Security Intelligence and Operations Security Intelligence and Analytics

Strategy, Cloudand Advanced
Risk and Compliance Managed Services Fraud Protection

Identity and Access Data and Cybersecurity Identity Data AnnHcation Infrastructure
Management Application Assessment and Access Security ggcurity and Threat
Services Security Services and Response Management Protection

Advanced Threat and Security Research

Key Security Trends

@ iy &

Advanced Cloud Mobile Compliance Skills
Threats Adoption Concerns Mandates Shortage
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IBM Security Services Portfolio

SEZX

Security Maturity
Benchmarking

Threat Intelligence Advisory

Roadmap Development

X-Force Threat Analysis

Strategy, Risk & Compliance

Security Strategy &

Security Risk Assessment &
Program Design

Industrial Controls
(NIST, SCADA)

Cybersecurity Assessment & Response

Penetration Testing

Incident Preparation

Security Intelligence and Operations Consulting

PCI Advisory

Emergency Response

Identity

Identity
Assessment & Strategy

Security Intelligence Operations Center Design & Build Out Services

Data

Crown Jewels Discovery & Protection

Applications

SDLC Program Development

Security Optimization

User Provisioning/Access Mgmt

Database Security

Dynamic and Static Testing

Design, Deployment & Migration

Total Authentication Solution

Encryption and

Managed/Cloud Identity

Firewall / Unified Threat
Management

Data Loss Prevention

Embedded Device Testing

Mobile Application Testing

Cloud and Managed Services

Intrusion Detection & Web Protection & Managed Hosted E-Mail & Web
Prevention DDoS Vulnerability Mgmt

Powered by IBM’s Next Generation Threat Monitoring and Analytics Platform

Staff Augmentation

Managed SIEM &
Log Management
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Understand security
essentials

Assess security
maturity

|
-

Determine critical gaps
and prioritize actions
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B P£(10 essential practices) RIBRAETEBELEE

10 BF
1= AE
G’ Understand security essentials
0 O &
3 secure collaboration b S(E,)ceuvrilo-rr)ich 5 Manage IT 6 .Cr:eatg a Sﬁ'cu';;ity-
in social and mobile pl’oduc)t/s & hygienically I oo

workplace design

R

GOAL:
1 _ . Intelligent cyber threat ?  Establish
Ciﬁﬂfeaazzk'aware protection and risk intelligent security
manacement operations and
management g rapid threat
system response
[ Address security 8 Manage third- 9 Assure data 1Oth digit I_(Ij\/lartl_?ge
complexity of cloud party security security and I_fe |g|| il
privacy Ll

\\l,/
[\
b g

compliance

| e
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and virtualization
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O Assess security maturity
N

Capability maturity
model (CMM)

Optimizing:

Continuous process

3 improvement is enabled by 5
g quantitative feedback from the

o processes.

5

<

Repeatable:

Basic project management
processes are established,
and process discipline is in
place to repeat earlier
successes.

Managed: petaied

measures of the process and
its outputs are collected,
guantitatively understood and
controlled.

Initial: processis ad

hoc, even chaotic. Few
processes are defined, and
success depends on individual
effort and heroics.

Defined: processes

are documented, standardized
and integrated into all
processes for the
organization.

© 2015 IBM Corporation
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Security posture reviews and Inform prioritized action plans and
maturity gap analyses strategic roadmaps

- E tial Current Target
Priority Psl'::?ir-: Eutr;-: Edtgz Tasks/Budget Next Steps
1 Risk Aware Culiure  Basic Praficient +« Create Council + Charler, Roles &
+ 3£ for training responsibility
mapping
Wty S ¥

The draft 2014 plan below highlights key activities and timeframes that
address the enterprise, strategic and tactical recommendations

8 oy swcee LIUSTRATVE IEM
Technology Maturity: Current Vs Industry Current A strategic program will provide a structured framework
Technology Maturity to reach target state maturi pabilities from declining
00 10 20 30 40 50
S0C Flatform TECHKOLOGY SUMMARY
Architerture
150 S0C Platfarm Architecture
Platform SIEM Platfoem
Integratians™, 1 Architecture SIEM Platfarm Architecture
SIEM Data Sources
Business SIEM Data &I Threat Data Base {STDB]
Intelligence Sources
SIEM Use Caze / Aule Framewark
Ticketn SI Threat Dats Ticketing {Security]
{Security} Base (SITOB) Business Intelligence Tools
SIEM Use Case Platform Integrations
Rule Framework
W Currert State Windustry Current

== Current State == lndustry Cusrent == Target State
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o Essential practices presentation |

Objective Details

= Typical duration of 2 to 4

= Discuss key security challenges

that organizations in your industry S e fwe.m.w hours but could go up to a full
are facing S J ’g@ day
» Provide a perspective on IBM’s : = Provides high-level overview

as an introduction to the 10
essential practices

approach to developing a holistic
security capability

= Review each of the 10 essential
practices and the role each plays
In a strong security posture

= Assessments and action
plans are only provided in
workshop or engagement
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9 Essential practices workshop

Workshop approach

1. Review your security 2. Assess maturity and posture across each 3. Determine and
ecosystem essential practice prioritize actions

= 10 essential practices = Participants discuss and align on current = |nitial prioritization of

are introduced and target capabilities across domains security capability gaps
Is conducted, with

discussion of key risks

= Current understanding » Each domain is evaluated through key criteria:
of a client’s security technology, process, people

ecosystem is discussed « Other industry analogs are leveraged = Action plan is developed

Goals and outcomes

Initial alignment Potential target Clarity on how capabilities Better understanding Recommended
on your current maturity goals for are implemented through of how your security solutions and
security posture, the organization Technology, process, people, program can reduce approaches
and capabilities to be successful metrics and governance business risk to improve*

© 2015 IBM Corporation
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9 Essential practices engagement ‘

3 to 6 week essential practices engagement
key phases of work

Discovery, interviews, Capability maturity Assessment against Transformation
workshops and data review and analysis industry and best roadmap and action
collections practices plan development

-
G

© 2015 IBM Corporation
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IBM’s security essentials and maturity consulting offerings
o EP presentation | 9 EP workshop | o EP engagement |
An effective and actionable security leadership capability informs critical business decisions.
a8 Am | allocating
> resources and
governing to the
umy,

&)
O @ .. rightissues?
@fu e
What security
‘ roadmap will help my
business grow and

What are current exposures
and what risks should the operate safely, now
business address? and in the future?

How do | automate
and integrate to

provide actionable
intelligence? /

g

Il
ii:ll
A

How do | effectively
communicate
security?
What security capabilities do | need to help better

manage risk, protect competitiveness, support new
business models, and better manage compliance?

© 2015 IBM Corporation
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Cyber Security Incident Response Plan
(CSIRP)
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Seconds Minutes Hours Days Weeks Months Years
a4 Y
Initial Attack to Initial @ ®

Compromise
(%]
2
Q
5 10% 75% 12% 2% 0% 1% 0%
o]
B I L] l(: ]
£ nitial Compromise to
8 Data Exfiltration .
g
>
2 \ 8% 36% 14% y 25% 8% 8% 0%
3 é
o
‘s Initial Compromise -] . ®
= to Discovery
&
£ 0% 0% 2% 13% 29% 54% 2%
E

Discovery to . @
Containment/Restoration . . .

0% 1% 9% \ 32% 38% 17% 4%
Compromises take days or more to discover in 96% of cases; and over 91% weeks or more to contain TR @

Source: Verizon Data Breach Investigations Report, 2012

© 2015 IBM Corporation
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. “One thing is clear: the longer a
ASSU mi ng a stealthy attacker sits undetected in

Compromised the enterprise network and its

endpoints, the more damage they

environment can do.

“While protection and prevention

MOSt |mp0rtant efforts should not be neglected, the

Capabilities become true measure of an organization’s

: . advanced persistent threat (APT)
Intelllgence and defenses is its ability to quickly

detect breaches and thoroughly
response research the extent and impact of
those breaches.”

10kay, Breaches Are Inevitable: So Now What Do We Do? by Paula Musich, Current Analysis, July 20, 2012, http://itcblogs.currentanalysis.com/2012/07/20/okay-breaches-
are-inevitable-so-now-what-do-we-do/; 21IBM X-Force® 2012 Mid-year Trend and Risk Report
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ICS- CERT incident response trends Relative maturity of IREC! members’
Number of attacks reported and requiring onsite . -
Help by US critical infrastructure companies |nC|dent response processes

Percentage of survey respondents at various maturity levels

198
. Incident
0
response 30%
tickets
25%
Incident % /\\a‘(\
c
response S 20% / \
onsites c
o 15% / \
g N
& 10%
S 0
o /
o 05%
0%
Least mature Most mature
2009 2010 2011 N=78 Maturity
Source: ICS-CERT Incident Response Report. 2011 Source: Information Risk Executive Council (IREC) Controls Maturity Benchmarking Service. 2009

Most organizations have outdated incident response capabilities;
sophisticated attacks require chief information security officers (CISOs) to revisit their processes.

Source: 2013 Security Outlook November 2012, Information Risk Executive Council Study, Corporate Executive Board; tInformatoin Risk Education Council (IREC)

20 © 2015 IBM Corporation



(Ar least 50 percent of the CSIRPs )
evaluated by IBM security consultants show
no evidence of a formal document lifecycle

or a bistory of continual revisions.

Having an incident response plan in place
= T - .
saved U.S. organizations on average

USD1.2 million per data breach in 2013.

D —

SHEEHERZMER TIRALER

Avoid Common CSIRP! mistakes to build a plan that works

= An incident response plan is the foundation on
which all incident response and recovery activities

Ci
i

are based:

v

It provides a framework for
effectively responding to any
number of potential incidents

It specifically defines the
organization, roles and
responsibilities of the
computer security incident
response team (CSIRT)

It should have criteria to assist
an organization determine
types and priorities of each
security incident

It defines escalation and
communication procedures
to management, executive,
legal, law enforcement, and
media depending on incident
conditions and severity

It must be regularly updated
and fully tested via dry runs

CSIRP Review
and
Gap Assessment

CSIRP
Development

Incident Mock Tests
and
Table Top Exercise

1CSIRP = Computer Security Incident Response Plan

[l
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When an incident occurs, businesses need the right process, tools, and
resources to respond and reduce impact.

= Being prepared to reduce the impact of a security incident and to recover faster
= Protecting critical systems and data from downtime and information theft

= Analyzing the root cause of an incident and preventing its spread

» Restoring affected systems to normal operations i
. .. . . . Security Incident Dashboard
* Preventing similar incidents from causing o
fu tu re damage Body of Work (scope of IBM review): Bu5|nisR|skAssessment: h
= Managing regulatory compliance requirements f— —y—————
for incident response _ e | oom
5t o '

Activity Updates: Progress Tracking:

=Acquisition of Sys-rem Han:l Drives for Malware

Extraction: IBM team has ived all 4 hard dri n scope.

One was recei ved i e (co IBM ingto

repair. One received (Bangalore) was wrong drive. Client to
obtain carrect Bangalore and complete an

*Data & Malware An,
searches complete. Nola
or SSN #'s. A few CC#'s found i i

':“"'l;ﬂi"“ 100% 100% 75% 50% 40%

Estimated
Timeline

*Final Reporting: Compreh
Client on June 13. Final executive briefing on June 15.

© 2015 IBM Corporation
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= The Incident response plan is the foundation on which all incident response and recovery
activities are based:

— It specifically defines the organization, roles and responsibilities of the computer
security incident response team (CSIRT)

— It should have criteria to assist an organization determine what is considered an
incident versus an event

— It defines escalation procedures to management, executive, legal, law enforcement
and media depending on incident conditions and severity

— The plan and process should be fully tested via dry runs and incident mock tests

» A well-developed plan provides a framework for effectively responding to any number of
potential security incidents

- R EE
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20 years of operations Broad capabilities

>Nk

)

= Two decades of cybersecurity assessment and response = Emergency response services
operations that started in the US and expanded globally = Active threat assessment
= Over 260 clients in 35 countries for incidents response = Cyber stress testing

» Conducts over 400 penetration tests and application
assessments for over hundreds of clients worldwide

CSIRP development
= Payment card industry (PCI) forensics

Delivery excellence

= Every project is delivered by IBMers
around the globe, unless prohibited by
law or special circumstances

= Each member of the CSIRT team
— has on average 10 years of

Mature methodology

= Around-the-clock incident hotline

= Responds to over 500 calls every
year

= Calls are answered by a skilled
incident analyst

= Triage to determine if it is an event or experience
an incident — approximately 50/50 — holds multiple industry
certifications

events to incidents ratio
= Each incident is investigated and

assigned severity — 60 percent of
incidents are further engaged

— is equipped with US$20,000 worth
of hardware, software, and forensic
tools

— gets at least US$5,000 of
continued education every year

Supports IBM CIO office’s internal cyber response operations

= Over 2,000 major sites = Over 400,000 employees = Over 1 million traditional endpoints
= Over 170 countries = Approximately 200,000 contractors = Around 50 percent of employees
are mobile

© 2015 IBM Corporation



IBMEIKERBSEL
NITRHESESNEZLP

Almaden, US
Boulder, US
Costa Mesa, LJ$

Security

Security

Institute

25

4,300 strategic
outsourcing security
delivery resources

1,200 Professional
services security
consultants

650 Field security
specialists

400 Security operations
analysts

10 Security Research
Centers

10 Security Operations
Centers

14 Security
Development Labs

IBM X-Force Expertise
150M intrusion attempts monitored daily

46,000 documented vulnerabilities
40M unique phishing/spam attacks
Millions of uniqgue malware samples
Billions of analyzed web pages
1000+ security patents

T SIngapore, S5 o T T

Managed Services Excellence

Tens of thousands of devices under L;;;';'Et AU
management r

Thousands of MSS clients worldwide
Billions of events managed per day...
Clients in hundreds of monitored countries

IEM Institute for

Unigue research and reports Advanced Security

& &
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Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response
to improper access from within and outside your enterprise. Improper access can result in information being altered, destroyed or misappropriated
or can result in damage to or misuse of your systems, including to attack others. No IT system or product should be considered completely secure
and no single product or security measure can be completely effective in preventing improper access. IBM systems and products are designed to
be part of a comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems,
products or services to be most effective. IBM DOES NOT WARRANT THAT SYSTEMS AND PRODUCTS ARE IMMUNE FROM THE
MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.

www.ibm.com/security
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