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Cybercrime 1991
Or: How | Got in Trouble...

It used to be a lot of work stealing credentials
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Cybercrime 2000 EESE
Or: How | Got in Trouble...AGAIN

Things got easier — GUIs and functionality greatly improved

0.0 399 connect
ip scanner ip #s address hook
get information ahout victim's computer
change sexver port set sexver password
update sexrver | close sexrver | remove server
ICQ notify IRC notify e-mail notify

- refresh | getdrives | run | ..| type path
download | getsize | upload | delete

v M play wav|setwallpaper| print | show image
on | clear | offline keys open chat
message manager| keyhoard off | send keys

see desktop | flip screen] FTP sexver | find files
webhcam | gei recorded passwords | clear list i refresh | focus | close 0 app
regisiry edit| getcached passwords print disable X | show | hide | enable | disahle




2000 - Today

Malware is the cybercriminals’ tool of choice. What can you do with it?
« Steal credentials

« Take screenshots

* Inject HTML

*  Much more...

Sounds difficult? Let’s see
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2013, UK, Cybercriminals Are Looking at Big Numbers ==5°E, @

UK organizations are a major target for cybercriminals:

Iceto (8) E UK napTtHep muyy Ha bonbwme CyMmMbI.

MNewcomer

Join Date: Mar 2010
;usts: 160

Vouchers:




2013, UK, Cybercriminals Have New Tricks ==S5E. @

The 5 %2 steps for committing online fraud successfully:

1. Gather intelligence

2. Analyze, adapt and develop new counter measures

2.5 If you are too lazy — someone will do it for you! (If the price is right)
3. Protect your investment

4. Learn new tricks

Professional tip: LOCATION LOCATION LOCATION







2013, UK, Cybercriminals Have New Tricks ==S5E. @

The 5 %2 steps for committing online fraud successfully:
1. Gather intelligence

UK Case Study

Large UK bank

3 weeks worth of data
1.5M accounts reviewed
10M login attempts

Criminals are acting awkward — they are not cashing out! Why?

¥ ™
%

»

W

“INNOVATION

‘e




10

2013, UK, Cybercriminals Have New Tricks ==S5E. @

The 5 %2 steps for committing online fraud successfully:
2. Analyze, adapt and develop new counter measures (mobile usage)

UK Case Study

Large UK bank

3 weeks worth of data
1.5M accounts reviewed
10M login attempts

30% of OLB access is coming from mobile. Confirmed online fraud from this channel! HOW?
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2013, UK, Cybercriminals Have New Tricks

The 5 %2 steps for committing online fraud successfully:
2.5 If you are too lazy — someone will do it for you! (If the price is right)

B Selling build and builder zeus 2.0.8.9 +

LA ICHAY Y1 A0

InstallsForYou means reasonable prices, efficiency, reliability, and high-speed
downloads in all countries.

Various packages are avaiable for your business and there is a convenient system of discounts for large orders.
Friendly user support service will help you place your order by informing you of currently available packages and prices.

We have quite a strict 30-day system of originality, so that repeats are not only excluded, but you also get more
downloads than you actually ordered.

If for any technical reason your bot/software doesn’t work and we have fulfiled our obligations, the order is paid for in
[==p==pa=y N N § N N | ciistomary regime.

o r__ D }_ Wer Even in case of a dispute, we wil be able to check the number of downloads together on a basic loader.

(We recommend checking the .exe fle before starting the download or advising the user support service

to delay the order for the amount of time needed to elminate the bugs. A bot malfunction

is usually discovered within the first few minutes from the start of downloading)

Exceptions: we do not download anti-spyware programs, programs that reboot the computer, or partner programs.
The customer’s money is not refunded in case of violations of the above rules.

Rates
Asia* 9 | Contacts
Mix* 18%
Europe* 32% & 375518500
USA (United States)** 110 & 438637552
GB (United Kingdom)** 180% @
IT (Italy)* 1208 562728156
DE (Germany)** [oire] | 1208 577899890
PL (Poland)** = 100$
BR (Brasi)** 30$
CA (Canada)** 130$
Other countries** ~250%(contact us)

The price is for 1000 installs

*Discount from 100k is -10%
**Discount from 10k is -10%

Allrights reserved InstallsForYou 2008




2013, UK, Cybercriminals Have New Tricks ==S5E. @

The 5 %2 steps for committing online fraud successfully:
3. Protect your investment
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Zeus Crypter November 2012 Crypter ! 0_33 ! VB6 ! Bypass All Anti Virus

Randy J. Miller - 14 videos 557 views
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2013, UK, Cybercriminals Have New Tricks

The 5 %2 steps for committing online fraud successfully:
4. Learn new tricks

Bl Private Carding Lessons

I m glad to present the A cademy of Carding , where all new carders can
learn the best way to made money on carding world .

* Online Carding { how card item , tickets ....etc )
* Instore Carding ( how card safe , bins , technic ....etc )
* Botnet Lessons ( what is botnet trojan , how that work ....etc )

ALL lessons are given throught ICQ & JABBER with encryption logs !!

- Carding with Ebay & paypal

- Carding with CC & fullz online

- Instore carding { how be safe )

- How Cashout Bank transfer

- How Open Offshore account easy

- How card on Famous Shop ( LV,prada ..etc )
- What are botnet ? zeus , spyeye ..etc

- Hacking Method

- Scam method

Contact : ICQ -




This is a Multi-headed BEAST EEEE Q)

I Online/Mobile Banking

Phishing and Account Takeover,
Malware Fraud , . New Account Fraud
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Advanced Threats
(Employees)

Money, Intellectual Property, Business Data




Security - On a Personal Note... ===57%, @
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