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About Trusteer
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' ' Analysis of events
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protected endpoints

I Proven and trusted
'ﬁ' agent-based Stopping advanced malware and APTs

technology by preventing malicious downloads and
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APTs and Targeted Attacks
The Tool of Choice: Exploits and Advanced Malware

*» The Entry Point:
—Vulnerable User Endpoints

= The Means:

—Exploits, Drive-by Download
—Advanced Malware
—Compromised Credentials
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Vulnerability disclosures leveled 1996 to 2013
out in 2013, but attackers have

plenty of older,
unpatched
systems to exploit.

A significant

: - 7,690
60% of the exploits o

e 2007 CENEENGISA0 <Qieting
target vulnerabilities decline
6,927
that have been 2006

From 1996 to 2006, vulnerability disclosures grew quickly

p u b I | C I y k n Own fO r and steadily, from less than 100 to almost 7,000.
over 12 maon t h S I I I Figure 8. Vulnerability disclosures growth by year, 1996 to 2013

Source: IBM X-Force® Research and Development
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Do you patch applications?

Figure 4. Which applications make it difficult to ensure all security patches have been fully

implemented in a timely manner
Very difficult and difficult response combined
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The Threat Lifecycle

L
&

Delivery of : Exploitation of Malware Malware mp Malicious map Establish mmp Data
wﬁpﬁgﬁm App Vulnerability - Delivery - Persistency Accessto  communication  Exfiltration
Content channels

Exploit Chain Data Exfiltration

Exploit Chain Data Exfiltration
Disruption Prevention
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Controlling Strategic Chokepoints

To break the threat lifecycle

# of Types

Malicious Files:

Weaponized

Destinations

Content: Unpatched Endless  Malicio
Endless and zero-day (AV, Whitelisting) Behavior: Endless
(IPS, vulnerabilities: Many (C&C traffic
Sandbox) Many (HIPs) detection)
(Patching)
Ways to Ways to establish
deliver an communication
infect channels: .
Hunadreads Hundreds g
Attack Progression
Exploit Chain Data exfiltration
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Exploit Chain Disruption: Trusteer

~Stateful Application Control an 18M Company

When unknown application states are created Apex stops the file delivery.

Trusteer Apex
L breaks the malware
p Application State delivery
mechanism

Uge_r \Weaponizec|
Initiated @ Content
App
Update
File
System
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Data Exfiltration Prevention: Trusteer

Block Malicious External Communication an 3w Company

Block suspicious executables that attempt to compromise other applications

or open malicious communication channels

Pre-existing Direct User
Infection l Download

Exfiltration
Prevention
1Q— &S

\ External .
Network /’9 v

.. . Evasion #2:
Communication is Communicate
Highly Visible Over Legitimate
Websites

Looks Like
Legitimate
) Exfiltration Evasion #1: Communication
Prevention

Compromise

Application Process |
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Corporate Credentials Protection Trusteer

Prevent Credentials Theft o 8V Company

Grabbing
credentials @
from
websites

s~
Phishing Using Corp PWD

Logging on Public Sites

Keystrokes
Obfuscation

Grabbing
credentials . R
from users’ , Protection

machine y
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Trusteer Apex: 3 Security Layers

Exploit Chain
Disruption

e —90

Disrupts the
exploit chain in
multiple points
® Prevents silent
malware
download via
exploitation

® Protects against
zero-day threats
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Corporate
Exfiltration Credentials
Prevention Protection

!

Blocks malicious ® Block key-loggers

attempts to e Prevent submission
compromise on phishing sites
applications
Prevents attempts
to establish
communication
channels

® Prevent reuse on
public consumer
sites

Prevent
information theft
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A few words about Java

A powerful yet dangerous application:

From laptops to datacenters, game consoles to scientific supercomputers, cell phones to the Internet,
Java is everywhere!

1.1 billion desktops run Java
8930 million Java Runtime Envircnment downloads each year

A

3 bil
- ,) o 311 _ ‘oid
— com Did you know that...
I:.______..-a-’. e 00
] aVva . 1 Javaisinstalled on ~85%
s of the desktop computers. ns ana
mes Google Analytics
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explosive growth of JOIVCI
vulnerabilities...

Exploitation of application vulnerabilities

from survey of 1 million Trusteer customers, December 2013

Oracle Java
B Adobe Reader
50% W Browsers
W Others

Figure 4. Exploitation of application vulnerabilities

Source: IBM X-Force® Research and Development
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Java vulnerability disclosures
growth by year, 2010 to 2013

originating in either the core Oracle Java or in IBM Java SDKs

2013 2o
2012 CHNGES A significant
2011 GINGES

2010 GHINSS®

1ncrease

Figure 5. fava vulnerability disclosures growth by year,
201010 2013

Source: IBM X-Force® Research and Development

... combined with a presence in
every enterprise makes Java the

top target for exploits.
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Most successful Java exploits are applicative, exploiting
vulnerabilities related to the JOIVCL SecUrity manager and

bypassing native OS-level protections.

14

Applicative exploits

= Difficult to defend

= Gain unrestricted privileges

» Bypass native OS-level protections

Native exploits

= Buffer Overflow

= |llegal memory use
» Use-after-free

Total Oracle Java exploits
2012 to 2013

4%
Applicative exploits

B Native exploits

96%

Figure 6. Total Oracle fava expoits, 2012 to 2013

Source: IBM X-Force® Research and Development
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Java Execution Should be Monitored and Controlled

» Prevent Exploitation of both Native and Applicative Vulnerabilities

= Execution of Java code on the endpoint must be restricted
—Fine grained control is needed

» Oracle’s solution: Allow execution of signed JARs
—Not good enough
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../../../Users/danat/Desktop/Demos/java_before_no_narration.mp4

Security Intelligence.
Think Integrated.

Questions?
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Connect with IBM X-Force Research & Development

Follow us at @ibmsecurity and @ibmxforce

—A
ki _
Download IBM X-Force Threat Intelligence Reports
http://www.ibm.com/security/xforce/

BN

X-Force Security Insights blog at www.Securityintelligence.com/x-force
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Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response
to improper access from within and outside your enterprise. Improper access can result in information being altered, destroyed or misappropriated
or can result in damage to or misuse of your systems, including to attack others. No IT system or product should be considered completely secure
and no single product or security measure can be completely effective in preventing improper access. IBM systems and products are designed to
be part of a comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems,
products or services to be most effective. IBM DOES NOT WARRANT THAT SYSTEMS AND PRODUCTS ARE IMMUNE FROM THE
MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.

www.ilbm.com/security
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