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A deeper look at Manage & Secure capabilities

Extend & Transform

Build & Connect

Manage & Secure

Manage mobile devices,
services and applications

Secure my mobile business

Innovate2013 The IBM Technical Summit

Key Capabilities

* Mobile lifecycle management

* Device analytics and control

» Secure network communications & management



Mobile Devices: Unique Management & Security Challenges

Mobile
devices are
shared more
often

* Personal phones
and tablets
shared
with family

 Enterprise tablet
shared with
co-workers

» Social norms of
mobile apps vs.
file systems

Mobile
devices have
multiple
personas

* Work tool

* Entertainment
device

* Personal
organization

* Security profile per
persona?
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Mobile
devices are
diverse

* OS immaturity for
enterprise mgmt

* BYOD dictates
multiple OSs

* Vendor / carrier
control dictates
multiple OS
versions

Mobile
devices are
used in more
locations

* A single location
could offer public,
private, and cell
connections

» Anywhere,
anytime

* Increasing
reliance
on enterprise
WiFi

Mobile
devices
prioritize the
user

» Conflicts with
user
experience not
tolerated

» OS architecture
puts the user in
control

» Difficult to enforce
policy, app lists




A Holistic Approach to Managing & Securing the Mobile
Environment

Develop and Communicate Formal Mobile Strategy, Policies

Protect devices from %ﬁ% MOBILE
malware, data theft ue@? APest, deliver and manage

PUBLIC WIFI IP security-rich apps

= ?; WEB SITES
Manage users and access to

enterprise apps and data

2

INTERNET

()

| =
Z Actively manage corporate B o8 = @ &
device purchases, service Tl \E}j
TELECOM contracts, usage
PROVIDER SECURITY GATEWAY PRIVATE WIFI

Manage and optimize
enterprise wireless
networks

Efficiently acquire, deploy,
secure, manage, and de-
provision devices

Deliver an Adaptive Security Posture
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Solutions for Managing & Securing the Mobile Environment

Global Business, Technology, & Security Services
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Solutions for Managing & Securing the Mobile Environment
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IBM Office of the CIO

e === EXtending Corporate Access

“IBM's BYOD program ‘really is about supporting employees
in the way they want to work. They will find the most
appropriate

tool to get their job done. | want to make sure | can enable
them

to do that, but in a way that safeguards the integrity of our
business.”

Jeanette Horan, IBM VP CIO
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Device Lifecycle, Data Protection
IBM Endpoint Manager for Mobile Devices

A highly-scalable, unified solution that delivers device management and security
across device types and operating systems for superior visibility and control.

N Client Challenge

Managed = Secure
: Key Capabilities

oint Manager _
;i@ B =2

Desktop / laptop / Mobile

server endpoint endpoint Purpose-specific
endpoint
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Electricity Provider

Adding Mobile Devices Without Adding Infrastructure

Serving 4.5 million customers in the southwestern region of the
United States, this electric company of 25,000 employees is a
leader

in clean energy while exceeding reliability standards and keeping
consumer costs below average. They are experiencing a migration
from traditional endpoints to mobile devices.
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User Management & Access
IBM Security Access Manager for Mobile

Delivers user security by authenticating and authorizing the user and their device.

Client Challenge

Access Manager
Servers

External Authentication
Provider

User registries r 1
. ¥ (ie. LDAP) _ Key Capabilities

u.’ Federated
ID Mgr

Application Servers
(WebSphere, WorkLight)

Web
Services Web Apps
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AimArs Bank

European Bank to Deliver Secure Mobile Internet
Banking

AimArs needed to reduce operational complexity and cost with a single,
Scalable infrastructure to secure access to various back-end services from
multiple mobile apps. A customized authentication mechanism empowered
the bank to guarantee the security of its customers while safeguarding the
trust relationship with a safe app platform that encrypts local data and
delivers

app updates immediately.
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Holistic Approach to Managing & Securing Mobile Environments

IBM Global Business, Technology, & Security Services

Hosted Mobile Security

MOBILE
Solutions APPS
Endpoint Manager
PUBLIC WIFI Worklight

i%ﬁ WEB SITES AppScan

Security Access Manager for Mobile
Lotus Mobile Connect

INTERNET

Zndpoint Manager ((( ))) | B ) %@j

Mobile Enterprise Rivermine Telecom ﬁ
- Expense Management
Services A SECURITY GATEWAY PRIVATE WIFI
TELECOM
PROVIDER Netcool/OMNIbus

Q Radar
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Next Steps

Learn more at:

» Access white papers and webcasts

» Get product and services information

* Download and begin using IBM Endpoint
Manager

*Talk with your IBM representative or IBM
Business

Partner to find the right next step for you
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http://www.ibm.com/mobile-enterprise
http://www.ibm.com/mobile-enterprise
http://www.ibm.com/mobile-enterprise

Questions
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Thank You
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Device Lifecycle, Security, Data Protection Services

IBM Services

From strategy to application platform and development, to device and application
management and security, and secure connectivity to the network.

Extend & Transform N / Build & Connect

Manage & Secure

Key Services Capabilities

* Mobile device lifecycle, expense management and help desk

* Cloud-based mobile device security management

* Data and wireless network security

* Mobile application management including native, web, hybrid and virtual applications
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Device Lifecycle
IBM Mobile Enterprise Services for Managed Mobility

Managed service for iOS, Blackberry, Android, and Windows Mobile smartphones,
tablets, and ruggedized devices.

_ Client Challenge

: Key Capabilities
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1BM recommends, installs, conﬁgureg and manages the mobile devices
and mobile infrastructure on an ongoing basis
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Mobile Endpoint and Data Protection
IBM Hosted Mobile Device Security Management

Turn-key security for employee-owned and corporate-liable mobile devices

_ Client Challenge

: Key Capabilities
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Enterprise Wireless Networks
IBM Mobility & Wireless Network Services

A full lifecycle of project deployment services for enterprise networks: strategy,
assess, design, integrate, deploy, maintain, and run

_ Client Challenge
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: Key Capabilities
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Effectively Manage Mobile Costs
Emptoris Rivermine Telecom Expense Management
Manage, track and optimize mobile spend while ensuring policies are enforced

Individual &

Corporate
Help  Liable MDM
Deslk LCevice Cptimization

g Ermployee
~ Portal &
Catalog

Support

Device
Recycling

Ewvace
Loadng &
Processing

Audit
Cost ji
Alocation 7

Caspute 3
Managerment i

- Order A
2 -
I 1t sllaticn B Conltract .

4 Hanagement -

Payment
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N Client Challenge

:Key Capabilities

|||
(KL
iy
ln
l[||
[
a
/
L
-5
\



Fortune 500 financial services company

Company Overview Results Achieved Using Emptoris

Business Challenges
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Fortune 500 medical supply company

Company Overview Results Achieved Using Emptoris

Business Challenges
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Deliver and Manage Safe Mobile Apps
IBM Worklight

Develop, deliver and deploy security-rich mobile apps to streamline business
activities while also delivering a rich user experience

_ Client Challenge

: Key Capabilities
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Deliver Security-Rich Apps
Appscan

Application security testing and risk management.

Dynaic Anaysis/Backbox Client Challenge

Static AnalysisAWVhitebox

I « SECURITY > w

REQUIREMENTS | CODE | BUILD ‘ | QA ‘ | PRE-PROD | PRODUCTION

AppScan Enterprise/Standard
(Dynamic Analysis)

Key Capabilities

\ AppScan Source
| 6 (Static Analysis)

AppScan Enterprise (remediation and collaboration)

Security
Requirements

Definition

Security i i i i

: Automate Security Security / compliance Security & Outsourced testing
r eqwr ements Build security / Compliance ty testing incorporated Compliance for security audits &
defined hefore testing into the testing In the into testing & Testing, oversight, production site
_ design & | IDE Build Process remediation . control, policy, |  monitoring
\ implementation y J J k workflows k audits F 4 L J
Application Security Best Practices — Secure Engineering Framework J
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WebSphere products

IBM Mobile Platform Eoundation

oF e
WIBkllv'Iht g(’ioooooooo*g Websphereoooooooo>
gr '9 08 e000000000T Cast Iron
erver Q= data .
O = —
= g (JSON/HTTP) 3

Register device |
Download app ER

1) Mobile Browser Adaptors

pattern

Jojo8uuo)
SINP

MObIIe 0 00000 O0COCFO
Web
browser 4""""

J0108UU0D
dllH

What DP at edge CAN do
Terminate SSL
Front End Load Balancing
User Authentication (Basic, Forms)
User Authorization (LTPA, OAUTH)

Enterprise
User DB
(LDAP)
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oooooooo> WebSphere

SOAP Service

(JSON/HTTP,
XML/SOAP, MQ)

| |

Cast Iron, }LJ!
App Server, &
wMB, |, B

MQ Fﬁ

What DP as ESB

CAN do

Layered defense(OAUTH, LTPA)
Application transformations (HTTP-
>XML,->JMS,->MQ)

Filtering (HTTP headers,XPATH )
Web services SLA enforcement
Caching (integration with XC10)
ODR
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Security-rich Mobile Connectivity
IBM Lotus® Mobile Connect: Provides features that help deliver a
security-rich connection to enterprise resources from mobile devices.

Client Challenge . . Key Capabilities

Y
A 4

Encrypted tunnel
End-to-end security

Provides

Security

Data privacy

Data compression

Network optimization
Cross network roaming '

Mobile device otus M obile
Mobility client "‘- = Connect ' '

Server

Wkele 55 Or wareline
data network device

!

 —" .

( [ l ] Connection manager encrypted tunnel (roams) ( }(—’
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Manage & Optimize Enterprise Wireless Networks

Netcool / OMNIbus: Operations management software that enables around-
the-clock administration and automation of network management tasks for
optimal performance and issue remediation

N —. e i

N Client Challenge

: Key Capabilities

Data Centre
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Deliver An Adaptive Security Posture
QRadar

Deliver mobile security intelligence by monitoring data collected from other mobile
security solutions — visibility, reporting and threat detection

" Client Challenge

: Key Capabilities
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