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IBM Service Management Connects all Elements of Dynamic
Infrastructure

=

IBM Service Management enables exploitation of a Dynamic
Infrastructure for your business:

IMPROVE SERVICE
REDUCE COST
MANAGE RISK

» Leverage and integrate IT and ‘smart’ business assets to
deliver next generation services.

» Respond rapidly to change, mitigate risk and support new
business opportunities through greater agility

Virtualization

Energy

Security Efficiency
Service
Management
Business Asset

Resiliency Management

» Deliver higher quality service to customers and business
partners at a lower cost

Information
Infrastructure

* We are adapting the Tivoli Availability and Performance
Management Solutions to the challenges of the Dynamic
Infrastructure
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IBM Service Management

Enabling quality service delivery and business innovation
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Visibility: See
your Business

Control: Manage

Automation: Improve
your Business

your Business
Respond faster and make better Manage risk and
decisions

compliance
Pulse

Lower costs and build

agility
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Service Avallability and Performance Management

Business
Service
Management

IT Operational and business events integrated in one console.
Launch to operational console for quick root cause analysis.

Policy driven automated response
to events (failover, provision new
capacity, problem resolution).

; Service-centric i
:Modeling, impact & RCA

Real-time data access, from virtually any data

source across organizational boundaries Consolidated Operations
Management

Cross-domain Correlation,
Topology & Analytics

Tivoli Netcool/OMNIbus & Analytic

Consolidated operational view of
performance & availability

Domain-Specific Management

Performance Application Network Security

Transaction System Mainframe Storage

Dependency Collection Event & Performance Collection

o o o o
Complete coverage of i OV > e Gl &2 ?
over 1 000 d ev | ce ty p es Apons Sys@s W%ss Network Voice Sec%lty Mainframe Storage Business OtT'ler
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Align business priorities with performance management

Business Service Management

Aligr—1—> OIS I « Align IT Operations with Business Priorities
_
At a Glance Information about Your » At a Glance Operations Management with Consolidated Dashboard
Business Needs and any challenges ]

of IT in meeting those needs * End to End View

Service Management l ' ] Application Response and Tracking:
« Track Key Perf. Indicators Satde | [k

- e I C e ems ‘ *Enable Proactive Response to emerging Problems

Provides the end-user perspective

with Business Priorities across all resources in the service  Track End User Response

« Identify Service problems

before your customers : o » Maintain detailed transaction information to speed problem isolation
Transaction Monitoring for

* Topology Tracking
» End Experience Monitoring

Diagnose —>| Repair l Deep dive Diagnosis and granular
—

Resource Mgmt

Provides the resource specific details in

OTTE: G (17 BeEEEn *Monitor Essential IT Infrastructure

» Manage Risk
Application and Resource Monitoring

- » Track Critical Resources for early warning of
« Systems potential service hits
* Applications « Dynamically detect emerging “abnormal”
* Networks behavior

Comes to You 2009 ’
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Macro Trends

1. Predictive Analytics for improved business service availability
2. Synchronous and Asynchronous Transaction Tracking

3. Dynamic Infrastructure drives evolution of virtualized environments and
SOA management

4. Convergence, simplification and integration of monitoring technologies

5. Embedded monitoring, agent and agent-less

Pulse
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Composite Application Management
» Monitor application response to ensure business expectations are met
» Understand transaction flows over complex topologies
» Monitor infrastructure performance and availability
» Diagnose application performance issues
* Increase application availability and customer satisfaction
* Reduce Mean Time to Failure (MTTR) and increase Mean time Between Failure (MTBF)

IT Customer

Pulse
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Trend:

Predictive Analytics for improved
business service availability
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Mean Time To Repair and Mean Time Between Failure

Availability and response time monitoring

Fault Isolation
Diagnosis
Repair/test/re-deploy I Predictive Analytics
o H f .u i \
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Predictive Analytics Built into the Solution, not onto

Tivoli Solution

v Predictive Analytics across all layers: Built-in PA span
all levels of technology stack!

v Broad collection/integration: Largest available
experience library of collectors, integrations, and run-
books!

v"Robust domain experience: Invest more intelligence
up-front!

v Efficient & scalable: Collect the right data, not just lots
of data!

v"Robust visibility: Get the metrics that matter most, more
frequently!

v Maximum intelligence: Nimble approach to collecting &
storing data for maxim Intel

Business
Service
Management

Qedictive Service Alerts

Consolidated Operations
Management

Cross-domain Correlation,
Topology & Analytics

Tivoli Netcool/OMNIbus & Analytic

Domain—SpeciW
Performance Applicationggl Proactive Capacity Alerts

Transaction System

. \Event & Performance Collection
Dynamic Thresholds

S S
s 0O ma P & 7

Applications Systems Viirelgss Network Voice Security Mainframe Storage Business Other

Note: All layers are inclusive of distributed and mainframe.
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AT MY AR W W0 Vel NN BN L TS

Expanding Predictive Analytics Across Portfolio

Continue Growing our Predictive Capabilities Throughout the Solution

All Available Today

Predictive Analvtics: Service Availability & Performance Management Multi-laver Approach

v Assures predictive value at any phase of
customer maturity.

v" Predictive service impact, Root Cause Analysis, /
SLA tracking & event/performance mgmt. /
/ Business
Service
Managesment

Consolidated
Operations
Management

v' Maximizes scalability to manage any size

v" Broad predictive collection & experience
environment

across: mainframe, power, virturalized, SOA...

v Maximizes Out Of The Box Intel, while
minimizing collection of irrelevant data

v' Common warehouse & Visual, Navigation,
Single Sign-On, Process automation

v' Simple, Flexible Solution that improves your

Dependency, Event & Performance Collaction

v Broad integrations across IBM & 3 party costs
collection
Roadmap to Predictive L eadership
v' Extended analytics for metric forecasting v Robust CMDB integration
v Additional domains including security and v" Run Book Automation
storage v Extended 3rd party agent library

v Performance Management Database

Pulse
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Trend.:
Synchronous and Asynchronous
Transaction Tracking
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» Monitor application response to ensure business expectations are met

» Understand transaction flows over complex topologies
» Monitor infrastructure performance and availability

» Diagnose application performance issues
* Increase application availability and customer satisfaction

* Reduce MTTR and increase MTBF ————

@

IT Staff

S Vel NN BR L TN

Composite Application Management

1y

= e
—'_ﬂi

IT Customer
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End-to-End Monitoring, Tracking and Diagnosis

Response Time Measurement
Monitors transaction performance and
identifies end-user problems

Tiwvali Diractary
Server {LDAP)

f

0.21sec

0.01sec s
@ -;
3.71sec

Wab Sarvers

1.31sec

fJ2EE

= , , .
Transaction Tracking WebSphers Portal O e e o AR
Correlate data from app server, MQ, WebSphers Process Server /
CICS, IMS and custom instrumentation RS
to show topology and isolate problems Deep Dive diagnostics

Launch in context to SME capabilities including SME
level tracking within specific domain

Pulse
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Response Time Monitoring

— Web Response Time Monitoring

» Reports end user experience for web applications

» Appliance mode eliminates overhead at the server

— Client Response Time Monitoring

—
wn
=
o9
- O
2 5
=5
®
Q=
Y

» Monitors real user client desktop Windows applications and

transactions L

Robotic Response Time Monitoring

SaD 90& i S80Sk EELES @ T EA

 Periodic testing of business transactions

» Record and execute a set of user defined steps

— Internet Service Monitoring

Transactions

» Periodic testing of service availability

» Simple and lightweight

Pulse
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Transaction Tracking Topology

7 Component Topology - WINZKS - SYSADMIMN _|E|l|
File Edit ¥iew Help

E-- O DBMBM$IE 002 4 d SEHDUWEEBPSEHEEREBRELD @7 HB B A&

ﬁl«laviga{ur = M A nfu\uCDmpunem Aggregate Topology « X B B B =

[ 'ﬁ '\.-"lew:IF'h_l,lmcal vl ias| J— El Ea @ e {.i\, & a ® @ l e @

@ Enterprize ;l

= @ “windows Systems
S By wWINZKE

Asynchronous transactions ’

Transact?on Collectar Websp h ere:
T ransact_lon _F! eporter A PPLICAT | O N SE RV ER

(B Applications

omponents ——

Universal Agent

W arshouse Prow 109ms WebSphere Message IMS

 wfindows 05 Eg Broker
WebClient
e Mg s [ ]+ ]
ICS

WebSphere: CTG Client CTG Gateway
Synchronous transactions . :lv

APPLICATION_SER

Red “hot spot” indicates
KT botteneck
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Comes to You 2009



A¢ WMWY S O VA TN/ TV
Deep-dive diagnhostics

. Component Agaregate Topology
1= L= HE eoesalhE @
WebSphere:
APPLICATIOMN_SERVER
P <=
109ms MQ WebSphere Message MQ
Broker
108ms
WebClient \
WebSphere: CTG Client CICSs
APPLICATIOMN_SE ER
|
T 0 Selacted
ITCAM* for
Transactions

OMEGAMON XE for Messaging

Pulse

= Launch in context into appropriate Subject Matter

Expert (SME) tool via dynamic workspace links

Launch destinations depend on type on data
source. E.g:

— MQ -> OMEGAMON XE for MSG
— WAS -> ITCAM for WS

— CICS -> OMEGAMON for CICS
— IMS ->OMEGAMON for IMS

Where appropriate, will drill down to specific
workspace (ie. In MQ, Queue Manager drilldown
links to the Queue Manager Status Workspace for
the specific Queue Manager).

* ITCAM = IBM Tivoli Composite Application Manager

Comes to You 2009
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End-to-End Monitoring, Tracking and Diagnosis

Response Time Measurement
Monitors transaction performance and
identifies end-user problems

Tiwvali Diractary
Server {LDAP)

0.21sec

0.01sec s
@ -;
3.71sec

Wab Sarvers

1.31sec

WebSpheare MO /

Transaction Tracking WebSphere Portal WehSphere Messuae BIoRR?. ool o
Correlate data from app server, MQ, WebSphers Process Server /

. . WebSphera ESB
CICS, IMS and custom instrumentation

to show topology and isolate problems Deep Dive diagnostics

Launch in context to SME capabilities including
SME level tracking within specific domain

Pulse
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Trend:

Convergence, simplification and integration of
monitoring technologies




Composite Application Management

» Monitor application response to ensure business expectations are met

» Understand transaction flows over complex topologies

e Monitor infrastructure performance and availability

» Diagnose application performance issues
* Increase application availability and customer satisfaction

* Reduce MTTR and increase MTBF

@

IT Staff

IT Customer

Pulse
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ITCAM for Transactions

PR LR e ) IEM

Transaction Tracking

Transaction Responses

Protocol Monitoring

ITCAM for Applications

ITCAM for SOA Platform

ITM for Microsoft Applications

IT™M Virtual Servers

IT™

Web Services

Email management J2EE Servers

MQ & Msg. Broker Management

Database management || SAP, Seibel, PeopleSoft

MQ & Message Broker Management

ITCAM for WebSphere &
ITCAM for J2EE

ITM Virtual Servers Custom

ITM for Energy
Management

J2EE Servers .
SQL Server ITM — Windows
Virtual Servers
Cluster Active Directory
Management Management
Exchange IIS support
Management
Virtual Servers
.NET Management

ME* for AIX

Comes to You 2009
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Resource Monitoring with ITM, ITCAM

Gain Visibility into Core Resources in your Dynamic Infrastructure

« Maintain Visibility into all critical resources
— OS, Middleware, Applications
— J2EE Application Servers and WebServers
— Virtual Hypervisors
— System z and z/OS
— ERP, CRM
— CICS, IMS
— MQ, Message Broker
— E-Mail and Collaboration
— Databases
* Leverage Predictive Infrastructure
— Dynamic Thresholds
— Proactive Capacity
Monitoring
* Resource Details Enable:
— Risk Management
— Problem Diagnosis
— Capacity Planning

Pulse

A

A

DHCP/DNS

Microsoft
s

Microsoft
.Net

Windows Servers

Microsoft
SQL

VMware

v =

Sun Server

Load
Balancer

Apache

Veritas
Cluster

IBM
WebSphere

AlX Servers
with HACMP

IBM
DB2

LPAR

Microsoft
s

BEA
Weblogic

SUN Servers

Oracle

Linux on z

z/0S

CICS, IMS, etc.

Comes to You 2009
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ITCAM for Applications
Managing Applications and Application Infrastructure

Messaging Backbone . ,
ging E-Mail and Collaboration

" WebSphere MQ *‘Lotus Domino

= WebSphere Message Broker

i : Databases

3 - D82
ﬁ _ Web Resources = Oracle
Operating Systems » Web App Server = Sybase
» Virtualized Environments = Web Servers

= Custom Environments 1

ik Applications

= SAP
= Siebel
= PeopleSoft

Pulse
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ITCAM for WebSphere / J2EE

* Monitor high-level application health status

£ o

— Tier by tier analysis IShsensazsvsemouconsaces

— Correlation to remote EJB containers i s Throughput
 ldentify J2EE/J2SE performance problems Health

— Slow or Hung requests

— Intermittent application slow downs FlEsEEes
* Monitor essential application resources i

— Throughput = Alerts &

— Heap Usage . Take Actions

— CPU usage =

— Garbage Collection 7 - —= Problem

| Determination

- Real time deep dive diagnosis —

— Display all in-flight requests, as well as details for a single request  [oepm— | | = Memory

— Memory leak analysis T e e Analysis

— Method and stack “traces” to display the detailed execution flow of a request

— Lock Contention Analysis on serialized methods Application
« Link with CICS and IMS deep dive diagnosis Trace

Pulse
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Trend:
Dynamic Infrastructure drives evolution of
virtualized environments and SOA management
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Consolidation of Resources — Getting Started
What are the critical virtualized components?

Visualize Resources, Configurations, Relationships and Changes

A single pane of glass to see all the resources in both a physical and a virtualized environment,

their configurations, their [m l

relationships and changes that have LPAR 1

occurred over time L vm

LFPAR 3

Discovered Components

) Al){ LPAR |

Physical Infrastructure b

System p

=& Virtual Systems ‘ l- = ' \
! HMC . -

-1 vMware ESX
=& LPAR

= E» systemp

=6 vM-Powers(3)

I¥H 06-23ACG
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Utilization Monitoring & Reportlng -Server Consolidation & Optimization

*Report on utilization to identify patterns of
utilization for a particular virtual resource,
server, cluster over a period of time (peak
VS non peak).

*Monitor historical and projected utilization
for CPU, Memory, Storage & Network

*Platforms supported:
*AlX / IBM System P
*VMware
*Solaris Containers
*Microsoft Virtual Server & Hyper - V
*z/NM

Pulse
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YMWare: Resource Utilization Heat Chart for Single Server

End Date
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Jul 1, 2008 11:59 M
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Start Date
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Hypervisor CPU Utilization

=} CPU - kb2kas.tivlab.raleigh.ibm.com - SYSADMIN
File Edit

iews  Help
@@= |0

<= View: | proysical

L0 @ E &

@ < W hame [ W HostMame | eFU Mumber | wait Time | Used Time | Ready Time | gys Time | utilid
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IT CAM for SOA Enables End to End Performance Management

= Service problem identification & resolution

» Content-rich views, topology and cross-workspace linkages enable drill-
down from services to application components and IT resources to identify
the source of bottleneck or failure

= Service Management Automation
» Built-in and extensible alerts, situations, workflows enable powerful
automation scenarios

» Managed mediation primitives for WebSphere ESB enable control of
services

IT Operations

o)

d SOQSEHEOoONDIEC® CWEAFE

5=
» Heterogeneous SOA Platform Support ' —t @ o -

» SOA Platform support covers IBM WebSphere Application Server, y e o —
WebSphere ESB, WebSphere Process Server, WebSphere DataPower, .’ti—F ;} o -z
WebSphere Message Broker, MQ, Microsoft .NET, JBOSS, CICS, SAP and = = =
BEA WebLogic —"

* |ntegrated Console e —

» Service views, alerts and automation included within Tivoli Enterprise Portal, e q =]

the integration point for ITCAM, OMEGAMON, and ITM

» Life-cycle Management

» Web Services Navigator provides deep understanding of service flows and
relationships

» WebSphere Service Registry and Repository integration supports SOA
Governance
= Support for ISM strategy
» Discovery Library Adapters add discovered Service information to CCMDB
» Additional DLAs provided for BPEL and WSRR
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Trend:
Embedded Monitoring, Agent based or Agent-less
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Management Edition for AlX

* Pre-packaged Systems Management providing:

A

— Discovery via TADDM 7.1

— monitoring, performance tracking via ITM 6.2
— usage accounting via IUAM 7.1

* Integrated with the AIX 5.3 TL5 OS

e =81 ca
FE N\ / E=
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Custom Remote Monitoring option

* Remote Agents are developed with the Agent Builder wizard
* Native and Remote Agents integrate directly into the TEP
» Each system appears and is treated individually even though they are monitored by a single agent

* In addition to native agents, ITM now provides remote monitoring option for
—Windows OS
—AIX OS

Process Browser

; <55 Mawvigator = @D =+ P
_ H P OS .:_é-_‘: .ﬂ Wiess | Plhsloal [~ | rExample of the "Process Browser"j
@ Entemries Pick a Remote Syst
i ¥ Browse Remote System ystem
—Linux OS S-EE] Windowe Sistame e =
- JM-DEMO | = ==
1 = =" SK.IHAHE Managed system name |BALAYMNE =
— Solaris OS : -5t Aencte AD< DS A,
et .
_ _ %55 Rencte HP 08 Agent [FED]  emypeesdcmroms
® O ut Of th e B OX S Itu atl O n S fo r =" ._"E::T:I‘:‘“ug‘: E;Am' Erocess Identifier | IN(;ahr:e ‘# | Command Line
H HE . —--- R emote Linux Servers L ~Total
- DISk Utlllzatlon - Ad:brdrwac1 :EP ;72 E::,t;,,l C:\Program Fules\ThlntPad\Bluetucvdth...
1. Ad:knlirwaczEP 288 bzdasrrm Ci{Program Files\IBMISQLLIBbintdb. ..
— ili i 5. A%knla3EP Son Desorsiet C Aorospa P b Corpare
emory utlization
= +:-fSk, Remcte Solars OB Agent = =t Sh s
C P U Ut | 1 t' ‘I" o Rernote Windows OS Agen: 416 EvtEng C:\Program Files\InteliWireles
- I IZa Ion cam wWindows O 456 S24EvMon C:\Program Files\Intel\Wireless\Bin,...
472 issimsve c:\sdworklissimsvc.exe
N etwork Utl I |Zat| O n S00 svchost CAWINDOWS\system32isvchost.exe
- 2 & Physical |
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Remote Monitoring

[homl]

M

BT -:“ihrg
== B TEPS Agent-less: CIM
v
TEP — = < Agent-less: SNMP
Console = = V1, V2C, and V3
Hub Agent-less:
TEMS JMX
> =] |« Agent-less:
== WMI, Perfmon,
Remote Event Log
TEMS Agent-less:
JDBC
Agent-less:
HTTP/HTTPS
Agent-less: Agent-less:
SSH/RXA ICMP

Green Dashed lines represent future plans
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Macro Trends

1. Predictive Analytics for improved business service availability
2. Synchronous and Asynchronous Transaction Tracking

3. Dynamic Infrastructure drives evolution of virtualized environments and
SOA management

4. Convergence, simplification and integration of monitoring technologies

5. Embedded monitoring, agent and agent-less

Pulse
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[homl]

Monitoring and Application Management WiKi

http://www.ibm.com/developerworks/wikis/display/tivolimonitoring/home

obriend

User

Nawvigation

Home
Owverview and Planning
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Welcome to the IBM@® Tivoli@ Distributed Monitoring and Application Management Wi

i where

wou can find and contribute information and scenarios about all IBM Tivoli Monitoring version 6-based
distributed products. This includes IBM Tiveli Performance Analyzer and IBEM Tivoli Composite Application
Management products. Subscribe® to RSS feeds for the wiki.

Contribute to the Wiki

You can add your own information and also hawve access to information that IBM has added. To
contribute, follow these steps:

1.

2.

Please review the Terms and conditions®, which govern yvour use of this site, before yvou
add information to the wiki.

In the upper right corner of this page, click Log in. If vou do not have a developerWorks ID,
clickk Register®. Enter an email address, screen name, and password to get a
developerWworks ID.

Log in to start editing, adding pages, and commenting.

® When you see the IBM logo, the information is provided and maintained by IBM.
Comments are welcome, but the information is not editable.

Monthly Spotlight

uration of the IBM Tivoli Monitorin

Firewall Gateway Feature: The purpose of this paper is to provide three real-world
examples of how the Firewall Gateway feature works as part of IBM Tivoli Monitoring W6.1, Fix
Pack 1. On finishing this document, the reader will be able to understand what the firewall
gateway feature is and identify which monitoring agents should use the gateway feature.

ment and Confi

ITCAM for Transactions w7.1 Architecture, Design and Deployment Planning
Podcast Series: Listen to various IEM Business Partners, Clients and SMEs discuss how to
plan and prepare for successful architecture, design, deployment and operationalizing the IBM
Tivoli Composite Applicaiton Manager for Transactions v7.1 product.

Best Practices Integration of IBM Tivoli Monitoring and IBM Tivoli Business Service
Manager for Databases: A Dashboard for Database Administrators: This document
presents a solution showing the integration of IBM@& Tivoli® Monitoring with IBM Tiwvoli
Business Service Manager (TBSM) within the context of database administration. This
document describes a detailed, step-by-step =olution showing vital KFI (key Performance
Indicators) for databases such as DB2, MSSQL, and Oracle.

Best Practices for Optimizing Mana Server Performance: This document provides
best practices for optimizing managing server performance.
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