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Business Activity Monitoring
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WebSphere Business Monitor
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Agenda

» Message Broker Usage Patterns

» What is Business Activity Monitoring (BAM)?

* Implementation — IBM Business Monitor

— Dashboard
— Infrastructure

= Monitoring events in Message Broker
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(- Universal Connectivity: FROM anything TO anything \
— Diverse Endpoints: applications, services, systems, devices, mobile...
— Diverse Environments: Web, WAS, MQ, .NET, SAP, Data, Batch...
— Diverse Message Formats: XML, Text, Binary, CSV, JSON, Industry...

— Diverse Protocols: MQ, HTTP, TCPIP, JMS, DB, Email, CICS, MFT...
\ — Diverse Processors: Route, Transform, Sequence, Monitor, Analyze..J

= Powerful Solution Creation with Quick Time-to-Value )
— Patterns for top-down parameterized solutions for common use-cases
— Graphical data flows for sophisticated endpoint connectivity scenarios
— Model business data using non-proprietary XSD and DFDL schemas
\_ - Custom logic via graphical map, Java, JAXB, PHP, ESQL, XSL, .NET )

4 )

» Flexible, Dynamic, Intelligent Solution Operation
— High performing, robust, scalable, lightweight architecture
— Various deployment options: traditional OS, Cloud, HVE, IWD, Pure...
— Provide Business Insight through Monitoring and Record and Replay
\ "~ Built-in caching and high availability for resilient, distributed workloads )

4 )

» Added Value through Industry-specific Content
— Domain expertise for wide applicability and ease of solution creation
— Message formats supported including SWIFT, EDI, TLOG, HL7...
— Healthcare Connectivity Pack

\_ » Includes Device and HL7 Connectors, Patterns and Tooling W,
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Top Integration Usage Patterns

» What are the top issues that people want to solve with Message Broker?

— Extend the Reach of Existing Applications

— Distribute Database information to where it's needed

— Create a File Hub to connect batch and online applications
— Get the most from Packaged Applications

— Take advantage of .NET applications

— Provide a Policy Enforcement Point for Secure Connectivity
— Extend Enterprise to Devices and Mobile

— Monitor your business activity and act intelligently

— Detect and Act Upon Business Events and Rules

— Provide Connectivity and Integration for Business Processes
— Make an inventory and enable Policy based management

» New usage patterns are continually emerging as business needs evolve!

Common
usage
patterns

Emerging
usage
patterns

© 2012 IBM Corporation



Business critical applications and in-flight data

» Business applications rely on information exchange
— Application to application communication represents business interactions
— E.g. Web to Order system, Warehouse to Distribution, Payments to Accounts

» Business data passes through the ESB
— Message Broker has full visibility of the data content in any format
— Uniquely positioned to report on the status of the business data as it is being processed
— Can emit events containing relevant data as well as the success of failure of transactions
— Typical usage scenarios include
« Audit
» Data capture for potential later replay
* Business Activity Monitoring...

= ...and IBM Business Monitor can provide real-time operational visibility of these business
transactions

© 2012 IBM Corporation



Agenda

Message Broker Usage Patterns

What is Business Activity Monitoring (BAM)?

Implementation — IBM Business Monitor
— Dashboard
— Infrastructure

Monitoring events in Message Broker
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What is Business Activity Monitoring?

“Business activity monitoring
tracks and measures end to
end business activity by
aggregating, analyzing, and
presenting real-time
Information from disparate
sources, and empowering the
business user”’

(from Wikipedia)

© 2012 IBM Corporation



Business Activity Monitoring

- Foundation for Role Based End-to-End Visibility

It's 14h00 — will |
make my 15h00
London payments —_——— — — —

a00
order for the '

month is not
complete yet.

There are 4 critical
errors | need to fix
now so they won't
impact inventory

/' We have
97% SLA
compliance
this month.

e em
— DD

Appliances CICs

Business perspective
accelerates time-to-
value

-Jj"j..
j II“
|II "l

Correlation
eliminates blind
spots as it links
transactions across
business
applications

Extensive
interoperability
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IBM Business Monitor - Analyze a range of real time data =

Take action faster with up-to-minute information on personalized dashboards

Individual business Aggregated KPIs across

situations multiple processes Trend analysis

Al

N X K

|
|
{
{1’
|
f |
|

= Drill down to investigate = Redirect Group A’s = Compare new
why John Smith’s new backlogged new account opening
bank account request account opening metrics across time
has not been gueue to Group B to periods to manage
processed within the rebalance workload resources more
specified service level effectively

agreement
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IBM Business Monitor i

- Reduce Risk and Increase Opportunity

“IBM Business Monitor allows me to make business improvements and manage exceptions via alerts and
KPI. It allows me to look forward, rather than continually looking in the rear view mirror”

“When something goes wrong, | may not know about it until after a severe negative impact. | can’t catch
problems before they occur. Even when I'm aware of bottlenecks, | can’t easily shift work to get around
them. When | make changes in workflow, I'm not sure that it makes a difference.”

© 2012 IBM Corporation
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= Snapshot of the ‘state of the business’
— In real-time (and historic) _
— Dashboards (KPIs, metrics, alert) AN
— Role based ,
— Business user customisable = ol
— Available anywhere, anytime A b
— Correlating events across multiple systems or applications

“IBM Business Monitor allows me to make business improvements and manage exceptions via alerts and
KPI. It allows me to look forward, rather than continually looking in the rear view mirror”

“When something goes wrong, | may not know about it until after a severe negative impact. | can’t catch
problems before they occur. Even when I'm aware of bottlenecks, | can’t easily shift work to get around
them. When | make changes in workflow, I'm not sure that it makes a difference.”

© 2012 IBM Corporation
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Agenda

Message Broker Usage Patterns
What is Business Activity Monitoring (BAM)?

Implementation — IBM Business Monitor
— Dashboard
— Infrastructure

Monitoring events in Message Broker
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IBM Business Monitor - Understand, monitor & explore business state &

Information affecting
business performance

Better Supplier

Share metrics and
models with teams 7
to resolve situations

Notification of situations
that require response

Key Performance Indicators Understanding trends by combining
for business units real-time performance and
historical information
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Business Monitoring — Channels of delivering information
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IBM Portal

Through Google
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Business Space Widget Palette for Business IBM Monitor =
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Key Performance Indicators b
Determine business performance compared to expectations
Business View Today's Performance v M
Claims Compieted for United Doctors -
Mongn-1o-Date Amaunt of Complated w  Monin-to-Date Average Amount of Loan = Manihao-Date Total Amount of Loan - 0 ao 1m 2“) 320 400
Loans (in thousands) Apphcation (In thousands) Apptications (In millions) "
) 3
1040 1660 400 600 L_.\._— _
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0-100
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“Drill to Instances” to check for values aggregated into the KPI.
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KPIs — definable by end users b

Hew Aggregate KPl Properties

Mame | Definition | Range_ _Gther F're_uiew

* Operator: * Metric:
| Ayerage | b | | Ang Total Duration | | |
Time reference: Period:
| Last completed period 4 | | Month 4 |
Time metric:
|CreatinnTime w |
Time zone:
|ouT v |

Location (for daylight saving):
|Eurnpea‘Lnndnn 4 |

Data filter (Limits data to instances which match the specified criteria)

Add
Metric: Operator: Walue: Case sensitive:
| COMPLETED v | |equals ||| True v L X
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Interactive Diagrams

» Show only instances of the clicked step in the diagram (e.g., backlog)

» You can also click on a row in the Instances widget, which causes the Diagram widget to update
to show an instance-specific diagram

i
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User Alerts Benefits ol

:a'aeté_er oo s'o'a'c"’ — ., ' = Allow users to set and
Business Alers Business at a Glance |« New Loan Apphicsons Repoets and Analysis Cmer Loan Apghcations & Control the Conditions

Mookt ot o 5 Vo e Ao 5 oo O o o e under which alerts are
e e ” :,'ZLTLZ:;“J,:, sent, without ongoing
2080 % IT involvement

: Open Alert Manager from KPI

parto-( e Amount of Compl -
L Nilion
16 24
8 32
0 ! 40
Aleits
e Sutgect Alert Manager vi-O
> 4 Proded Daly Ordens betow §$17000
e s Alets to Display | Allalerts [v| New Alert
@  MTD Aug Amount of Loan Sppscancs Delow S0 Alert Name Description Owner _| pashboardAlert [ cenphone L[| E-mail _| pager Actions
@  Fredced Caly Orders below §12000 fwerage Sales Revenue Below | Motification when sales revenue admin v H] v B /7 B X
@ WD fug Amcunt of Loan Apphcation below SO0 i i i
Excessive Order Order received of excessive vall admin ¥ L] ] L] /7 B X
Predced Dady Orders Delow $12000
MTD Avg Amourt of Loan Apphcaton below $300 000 Frint 72 hours exceeded Alert vl =] = 0 ¥
NTB Failure Alert 2| ¥l N v ¥
Irvalid Loan Application Alert B B = H| 3¢
Fee Compliance Alert v B | | 3¢
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Reports & Drilldown Charts

Dimensional Reporting “built into” Design new reports and preview
the Monitor dashboard without leaving the dashboard

Report Viewer {Monthly Total Amount of Completed Loan T | eresgres
e Mamol
-
Monthly Total Amount Of Completed Loan
CreationTime January 941,000
1,400,000 4 W January
D February Februaty 1268000 | 000 [ | TaskEge LoanSetip U P o
W March
1,200,000 - O A i 792,500 ¥TD Loans
t y April 1,183,500
l
3 10mo0 / Wiy 1,160,000
z 5
2 Wy | Change Display Type P 5 940,525
g o] b SE DRy WPE "M E [ Bar chart
2 1 [l | calumn Chart 1,237,000 E N
=l 1 .
600,000 o[22 | Line chart 918,500 i
E ® | Pie Chart ir
3 aouom E2 | Crosstab 1,154,000
g ER | ListTahle 750600
hiare
200,000 - 00,000
/ December 910,000

Business Monitor with built-in
Cognos Bl repository and services

Exploit optional Cognos product capability

© 2012 IBM Corporation
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Reports — design as an end user i
Report Viewer * 08 Report Designer
Action W | New Report
Reset N - —
Job Status 0 o
8 . © Undo Excel 2002
Change Display %) ixscilzum -
ML
[EBTable || Table e e —
8 [l Column - —
_ E Bar l k
E | Line
§ * » Pie, Donut Column
¥ | Area uu uu mension, fre
.+ Scatter, Bubble, Point |
2 B ot adl wd S fone
Maonthly
Bar ‘:

| u
s ¢ L 0O K N

Line

VY X LX 2 U =l

~ Cancel
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Message Broker Usage Patterns

What is Business Activity Monitoring (BAM)?

Implementation — IBM Business Monitor
— Dashboard
— Infrastructure

Monitoring events in Message Broker
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IBM Business Monitor

»
:
Emitted Events
»
»
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Products offering first-class

integration with Business Monitor

» emit events in defined format and generate
monitor models

IBM Business Process Manager
WebSphere BRMS

WebSphere Decision Server
WebSphere ESB

WebSphere Message Broker
WebSphere MQ Workflow
WebSphere Process Server

Products offering basic integration

with Business Monitor
 emit events in defined format. Create
custom monitor model with Monitor Toolkit.

WebSphere Business Events
WebSphere DataPower Appliances
WebSphere Sensor Events
WebSphere Adapters

IBM Case Manager / Filenet BPM
CICS and IMS

Sterling Commerce

IBM Intelligent Operations Center

“Everything Else” — Other Applications and Infrastructure
» Use one of the above products as a “proxy”
* Or use the JMS, REST or web service interface to send XML

events to Monitor

© 2012 IBM Corporation
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Monitoring in Message Broker

M3 Input

© 2012 IBM Corporation



Agenda

Message Broker Usage Patterns

What is Business Activity Monitoring (BAM)?

Implementation — IBM Business Monitor
— Dashboard
— Infrastructure

Monitoring events in Message Broker

Cetme Cuntiomer Didhwonttion | odhe
02 meewt L - ?""
D8 5 ey MR 0w N e
D88 e tn ittt b s [
O Nt MINAZIS BN A e oo

=T, SEPEEL) 2 i

Bhhurwrmest 8 Raprwy

i e Mvate Jen Dt Tesh  wew

N G e Bkrats Oeis Ohet Tk e

Tdnir semorn) Deday Tlne Analysn -

LN
ﬂ@f

© 2012 IBM Corporation



LN
ﬂ@f

Monitoring in Message Broker

M3 Input
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» Events are published to an MQ topic
— To allow multiple subscribers
— To allow each subscriber to choose the level of granularity
» Domain / Broker / Execution group / Message flow

= Event format is XML (published schema)
— Designed to be compatible with CBE
— Allows message broker to integrate with other monitoring applications
— Allows entire message to be captured and logged to a database for audit purposes

» Events can be forwarded to monitoring tools, e.g. WebSphere Business Monitor
— A WBM message driven bean is provided with the monitoring sample
— The bean is hosted on a WebSphere Application Server and wraps the message broker
event with a Common Base Event wrapper and then submits it to the CEI server.

Application servers > serverl > Message listener service > Listener Ports

Use this page to configure listener ports upon which message-driven beans listen for messages. Each port specifies the JMS
connection factory and JMS destination that 2 message-driven bean, deployed against that port, listens upon.

Prefarences

Convert to activation specification | NEW| Delete | 5tart| St-:-p|

ElslG

.Y Eat

o Description Connection factory JNDI name

Select | Name o

Destination JNDI name > | Status Q
You can administer the following resocurces:

D WMEMDBEventListensar jms/topicConn jmsftopicName 3

Total 1
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Configuring monitoring events using the toolkit

Failure

@
MO Input _ompuke

MO Cukput

= Properties &7 = Y=

Default Yalues for Message Fow Properties - MessageProcessor

Zonfigure monitoring events.

Descripkion
Monitoring Events
5 events defined. Events are defined via the Monitoring kab of a selected node in the message Flow,
Enabled Mode Event Source Event Source Address Event Mame Ewvent Filker Enable al
[+ Compute Cuk berminal Compute. kerminal . ouk Compute, SukTerminal Erue)
[+ Failure In terminal Failure. kerminal.in Failure. InTerminal kvl Disable Al
[+ M2 Input Transaction start MO Input. transaction, Stark M3 Input. Transactionstark kruel)
[+ MQ Input  Transackion end M Input, transaction, End M Input, TransactionEnd kruel)
[+ MO Input  Transaction rollback MO Input.transaction.Rolback. MG Input. TransactionRollback Erue)




Configuring monitoring events using the toolkit

These event sources are
internal to the input node.
They are not located on a
terminal

Failure

@[

—ompube
MOy Cubpuk
= Properties &7
Default Yalues for Message Fow Properties - MessageProcessor
Description Zonfigure monitoring events.
Monitoring Events
5 events defined. Events are defined via the Monitoring kab of a selected node in the message Flow,
Enabled Mode Event Source Event Source Address Event Mame Ewvent Filker
[+ Compute Cuk berminal Compute. kerminal . ouk Compute, SukTerminal Erue)
[+ Failure In terminal Failure. kerminal.in Failure. InTerminal kvl
[+ M2 Input Transaction start MO Input. transaction, Stark M3 Input. Transactionstark kruel)
[+ MQ Input  Transackion end M Input, transaction, End M Input, TransactionEnd kruel)
[+ MO Input  Transaction rollback MO Input.transaction.Rolback. MG Input. TransactionRollback Erue)
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Configuring: Adding an event to a node

Cgprelation | Transaction |

Event Source
Select the source of the event,

IIn terminal 'I

Event Correlation

A monitoring application uses event correlators to match events emitted by the same, or related, business

transactions. A local transaction correlator inks the events emitted by a single invocation of a2 message flow, A

Event Source Address

The broker identifies an event source using an event source address, Use this value when
event sources Using runtime commands,

I Mapping 1. terminal.in .
Local transaction correlator:

Event Name
Provide the name by which events emitted from this source are to be known, Specfy either
Description

parent transaction correlator links the events from a message flow to a parent message flow or an external
application. A global transaction correlator links events from a message flow to one or mare related message flows
or external applications, An event must contain a local transaction correlator, but need not contain a parent
transaction correlator or global transaction correlator,

@ automatic O Spedfy location of correlator

location of a character field in the message tree or WEI'E in the message assembly,

@ Literal \

| Mapping 1.InTerminal

O Data location I

Event Filter
Provide an expression to control whether the event is emitted, The expression must evalu

The local correlator used by the most recent event for this message flow invocation will be used. If no local
correlator exists yet, a new unigue value will be generated.

Basic I Correlatid

Ewvent Unit Of Work

can reference fizlds in the message tree or elsewhere in the message assembly.,
If you do not specify a value, the value true() is used.

ItrueD

Choose whether the emission of monitoring events by a message flow is coordinated with the message flow
transaction, or is in an independent unit of work, or is not in & unit of work. In general, if you want an event to be
emitted only if the message flow transaction commits, select ‘Message Flow'; if you want an event to be emitted
regardless of whether the message flow transaction commits or rolls back, select Mone'; if you want & group of

Description

Event Payload

Mast events need to contain data taken from fields in the message tree or from elsewhers |
assembly, Data taken from simple fields or complex fields appears in the event in XML chara
can also contain bitstream data, which appears in the event as hexadedmal bytes.

The parent correlator used

Data location

correlator exists yet, no parent ©

events to be emitted together regardless of whether the message flow transaction commits or rolls back, select
'Independent’.

e most rece

@ Message flow O Independent O None

Description

event, and all other events with this setting, will be emitted only if the message flow commits its unit of

Global transaction correlator:

—Necrrintinn

@ automatic O Specify location of correl:

[T Include bitstream data in payload

~.
M& Prnblemsw EH Deployment Log} =3 Progressw £l Cuns@\

Content | =] encodna [0 4 Mapping Node Properties - Mapping1
———— Configure monitoring events, -
Basic —Events N
W ali | Enabled | Event Source | Event Source .ﬁ.ddress(

Monitoring )
\//

Edit. .. |
Delete | =




Configuring: Adding an event to a node

' Add event

Basic | Correlation

Transaction

Event Source

Select the source of the event.

Transaction start

Transaction start
“Transaction end

'Failure terminal
Out terminal

-

Select the event source.
Input nodes include the
special ‘transaction’ event

sources

Transaction rollback |=

‘vent source using an event source address. Use this value

—able event sources using runtime commands.

-

Start

Event Name

@) Literal

(") Data location

Event Filter

true()

Provide the name by which events emitted from this source are to be known.

Specify either a literal name, or the location of a character field in the message
tree or elsewhere in the message assembly.

SOAP Inputl.TransactionStart

Edit...

Provide an expression to control whether the event is emitted. The expression must

evaluate to true or false, and can reference fields in the message tree or elsewhere
in the message assembly.

If you do not specify a value, the value true() is used.

1

U

© 2012 IBM Corporation
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Configuring: Customizing an event [

' Add event @

Basic Correlation | Transaction

Event Source
Select the source of the event.

Transaction start | ~

Event Source Address

The broker identifies an event source using an event source address. Use this value
when you enable and disable event sources using runtime commands. The event name can be a
literal value, or can be
extracted from the message
Event Name payload using an

/ .
Provide the name by which events emitted from this source are to be known. . /\expressmn
Specify either a literal name, or the location of a character field in the messag 1
tree or elsewhere in the message assembly.

SOAP Inputl.transaction.5tart

\ N\

@ Literal SOAP Inputl.TransactionStart

(7) Data location —

Event Filter

Provide an expression to control whether the event is emitted. The expression must
evaluate to true or false, and can reference fields in the message tree or elsewhere
in the message assembly.

If you do not specify a value, the value true() is used.

true()
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Configuring: Adding a filter to an event =

' Add event @

Basic Correlation | Transaction

Event Source
Select the source of the event.

Transaction start | ~

Event Source Address

The broker identifies an event source using an event source address. Use this value
when you enable and disable event sources using runtime commands.

SOAP Inputl.transaction.5tart

Event Name

Provide the name by which events emitted from this source are to be known. XPath expression to indicate if this
Specify either a literal name, or the location of a character field in the message event should be emitted or not
tree or elsewhere in the message assembly.

@ Literal SOAP Inputl.TransactionStart

(7) Data location —

Event Filter

Provide an expression to control whether the event is emitted. The expression must
evaluate to true or false, and can reference fields in the message tree or elsewhere
in the message assembly.

If you do not specify a value, the value true() is used.

true()

© 2012 IBM Corporation



Customizing an event — bitstream data

Click here to add part or
all of the bitstream to the
event

Add event

Basic | Carrelation

Transaction

Event Payload

Most events need to contain data taken from fields in the message tree or from
elsewhere in the message assembly. Data taken from simple fields or complex
fields appears in the event in XML character format. An event can also contain
bitstream data, which appears in the event as hexadecimal bytes.

Data location

Content

\E Include bitstream data in payload

Encading

Add...

Edit...

Delete

© 2012 IBM Corporation



3)
L
ik

mgsireportflowmonitoring

Reports whether monitoring is active, and name of monitoring profile

report all configured event sources for a single message flow

report all available event sources in a single message flow

Export the current monitoring properties as a monitoring profile.

If monitoring profile is in use, registry contents are written to file

If node properties are in use, XML is constructed from them

Tip: Use this to easily construct a monitoring profile, rather than hand-crafting
it in a schema editor.

mgqgsichangeflowmonitoring

activate monitoring for the specified message flow(s)

set name of monitoring profile to use for the message flow(s)

enable and disable individual event sources in a message flow

Multiple event sources can be modified in a single command invocation
No need to edit message flow and redeploy
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Record And Replay

E] Data Capture Store

Data viewer Replay list

‘ DefaultCaptureStore v ’ M Mark for replay
) | Eventtime | Local Transaction | Pare
‘ ID Tran

!

TESTDATA01234

M  2012-01-24 16:16:48.716 56739@!

CDA
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Summary

» Message Broker Usage Patterns
» What is Business Activity Monitoring (BAM)?

* Implementation — IBM Business Monitor
— Dashboard
— Infrastructure

= Monitoring events in Message Broker
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IBM Business Monitor
Right information, right time, right user

» Reduce Risk & Increase Opportunity

» Through real-time end-to-end operational
visibility into your existing applications and
systems

= To enable Business Users / Team leaders/
Executives to see contextual real time
snapshots of business performance

» Using role-based customised dashboards
enabling ‘personalised’ views of KPIs, metrics and

alerts
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Client quote: ‘Business Monitor allows me to make business improvements and manage by
exceptionvia alerts and KPIs. It allows me to look forward, rather than continually looking in

the rear view mirror’
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