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Steve Hitchins, Chief Architect

SERVING DEFENCE AS THE 
DEFINITIVE PARTNERSHIP

“Niteworks is the only thing 
which saves me money”

(Outgoing) DCDS(Cap)

Lt Gen Andrew Figgures

“.... experimentation is critical to ensure we deliver what the 
front line needs. Niteworks provides a unique ability to link 
from ‘current to concept’ and ensure we deliver practical, 

affordable increments…”

VAdm Paul Lambert, DCDS(Cap) 
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Agenda

• The Niteworks Context
• Re-Use of Architectures
• Practical Actions
• SOSA
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Niteworks Key Facts
• Partnership between UK MOD and UK Defence Industry

– MOD part includes Dstl
– Industry part includes major defence suppliers, SMEs, specialists 

and consultancies
• Flexible decision support

– Across Defence Lines of Development (DLOD)
– Centre of excellence for experimentation
– Provision of the Key Systems Advisor

• Impartial culture and commercial model
– Impartiality through full partnership engagement
– ‘Best Athlete’ resourcing of projects
– Foreground IP owned by MOD, background IP protected

• Mixed funding model
– Niteworks infrastructure is centrally funded
– Specific projects require ‘customer’ funding
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Partnership Members…

Illustrative - not all members are shown.
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Niteworks Priority Areas

• Support to front-line 
operations

• Support to JCB decision-
making

• Support to capability-based 
acquisition programmes

• Enabling NEC through the 
Key Systems Advisor service
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Niteworks Services

• Context setting (eg for strategy formulation)
• Problem/requirements formulation
• Solution/architecture development
• Option definition, assessment and trades
• Programme formulation and support
• Process development and guidance
• Review, analysis and audit
• Stakeholder forum facilitation and management
• Transformation support (KSA)
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The Big Issues
• Evolving threat and need for agility/flexibility
• Acquisition problems and dependence on UoRs
• Strong pressure on the Defence Budget
• Limited scale in the UK Defence Market
• Particular NEC issues

– Inconsistent, misaligned capability strategies
– Lack of ‘business’ and ‘information’ perspectives in requirements 

setting
– Cross-domain network and spectrum issues not considered 

effectively
– Lack of coherent, supported operational focus for capability 

planning, delivery and management functions
– Incoherent governance, standards, architectures and policies 

across systems and platforms
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How do we use EA/MODAF?

• Model the baseline architecture
• Model the experimental architecture
• Capture warfighter behaviour
• Model Information Exchange Requirements
• Demonstrate an understanding of platform and system of 

systems funtionality
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Re-use of Architecture and Models 
• Obvious principle
• Easy to articulate and 

understand
• Hard to do in practice
• A very worthy goal
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What does “Re-use” mean?
• Re-use of artefacts across a range of projects
• Re-use of artefacts through life
• Re-use of knowledge gained
• Re-use of standard components and patterns
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Challenges
• Provenance
• Level of abstraction
• Level of detail
• Degree of validation
• Consistency of interpretation of MODAF
• Compatibility of tools
• Style and appearance
• Access and Visibility
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Provenance

Html File
(tool neutral)

Assumptions

list

Source File
(Tool specific)

Validation &

Verification

IER Matrix

Derived from

Derived from

Complementary 
to Complementary to

Terms of

reference

Reference

documents

Informs
Inf

orm
s

Reports

Derived from

Config/template

Files (tool specific)

Conditions

Caveats

Source Niteworks ISTAR Domain Architecture Library Project, Jan 2010

Why?

Who for?

Scope

Exclusions
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Challenges
• Provenance
• Level of abstraction
• Level of detail
• Degree of validation
• Consistency of interpretation of MODAF
• Compatibility of tools
• Style and appearance
• Access and Visibility
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Level of Abstraction
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Level of Abstraction - Services

Enterprise or Military Services

Enabling Services

Technical Services
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ISS and ISTAR Services

SIANs Slides
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Challenges
• Provenance
• Level of abstraction
• Level of detail
• Degree of validation
• Consistency of interpretation of MODAF
• Compatibility of tools
• Style and appearance
• Access and Visibility
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Level of Detail

Jet

Surveillance

Helo
Type 42

Intercept

Helo

Type 23

All informed net

Shared picture



CLASSIFICATION

CLASSIFICATION

© Crown Copyright  2010 UNCLASSIFIED

CLASSIFICATION

19

UNCLASSIFIED

Level of detail

EMS Deconfliction
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Level of detail – US Style
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A readable summary
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Challenges
• Provenance
• Level of abstraction
• Level of detail
• Degree of validation
• Consistency of interpretation of MODAF
• Compatibility of tools
• Style and appearance
• Access and Visibility
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Degree of validation

Lower level of evidence
‘Big handful’ decision support
Faster response

Lower level of evidence
‘Big handful’ decision support
Faster response

Higher level of evidence
Fewer assumptions, increased 
confidence
More detailed response

Higher level of evidence
Fewer assumptions, increased 
confidence
More detailed response

High Burden
of Proof 

Long duration

Low Burden
of Proof

Short duration
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Challenges
• Provenance
• Level of abstraction
• Level of detail
• Degree of validation
• Consistency of interpretation of MODAF
• Compatibility of tools
• Style and appearance
• Access and Visibility
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Consistency of interpretation of MODAF
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Challenges
• Provenance
• Level of abstraction
• Level of detail
• Degree of validation
• Consistency of interpretation of MODAF
• Compatibility of tools
• Style and appearance
• Access and Visibility
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Tool compatibility
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Future Logs C2 Project

• Context supplied in 
MooD. Mostly 
process and rich 
pictures.

• Project work done in 
System Architect to 
generate IERs and 
build coherent data 
model (OV6)

Processed into 
one combined 
web report
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Challenges
• Provenance
• Level of abstraction
• Level of detail
• Degree of validation
• Consistency of interpretation of MODAF
• Compatibility of tools
• Style and appearance
• Access and Visibility
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Style and appearance
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Challenges
• Provenance
• Level of abstraction
• Level of detail
• Degree of validation
• Consistency of interpretation of MODAF
• Compatibility of tools
• Standardisation of appearance
• Access and Visibility
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Access and Visibility

• Can you see it? • Can you find it?
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Practical Actions
• Common Taxonomy
• Use services approach
• Points of coherence
• Indexing and Meta data
• SOSA Principles
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Taxonomy/Ontology/Glossary

• Capability
• Operations
• Systems
• Scenario
• Threat
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Urban ISTAR - PWAS

• 2 Different projects
• Shared architecture
• Shared model
• Similar scenario

Common elements PWAS elementsUrban ISTAR

elements
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Embedding within the Enterprise

Model Based Systems 
Engineering

Model Based Systems 
Engineering

Niteworks Partnership 
&

Niteworks Services

Niteworks Partnership 
&

Niteworks Services

Portfolio EvolutionPortfolio Evolution

Niteworks WayNiteworks Way

Operations &

Service Delivery

Operations &

Service Delivery
Operational

Lessons

Operational

Improvements
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Details of the Model

Operations &

Service Delivery

Operations &

Service Delivery

Architecture Models

Requirements Models

Quantitative Models
Pre- and Post- Competitive

Formal IP Management

Open Access

Pan DLOD Programmes & Projects

Capability Gaps

Research & Technology
Shared Information & Models

Coherent Decision Making

Managed Capability Evolution

Community Engagement

Shared Information & Models

Coherent Decision Making

Managed Capability Evolution

Community Engagement

Analysis, Experimentation, Integration

Operational

Lessons

Operational

Improvements



CLASSIFICATION

CLASSIFICATION

© Crown Copyright  2010 UNCLASSIFIED

CLASSIFICATION

39

UNCLASSIFIED

3 layer MBSE Model

Presentation

Models

Repository

Object 
Management

Asset 
Management

Document 
Management

Document

Generation

Simulation

Modelling

Architecture

Modelling
Requirements 

Modelling
Analysis 

Modelling

Web

Generation
Dashboard
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SOSA: Uniting the acquisition
organisation around the Rulebook

• The Rulebook provides the single common truth, which lays out a set of rules to drive 
everyone to a common and agreed conclusion.

Industry

Industry

Project 1

Project 2

C4

ISTAR

Logs

C4

Delivery Teams

?

Rulebook

Self Help

  E N V I R O N M E N T

  F E @ R

 P L A T F O R M

  C O M P O N E N T

  S Y S T E M

  F E @ R

  S Y S T E M

  C O M P O N E N T

 P L A T F O R M

Basel i
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d

T a r g e t

  S Y S T E M

 P L A T F O R M

  S Y S T E M  S Y S T E M

Solution SupportTraining

  E N V I R O N M E N T

  F E @ R

 P L A T F O R M
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  S Y S T E M
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  S Y S T E M

 P L A T F O R M

  S Y S T E M  S Y S T E M???
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SOSA Community

Project 1

Project 1

Project 2

SOSA Front 
Door

?

Domain 

• Rulebook consists of:
– Guiding Principles
– Strategies
– Guidance
– Best Practice
– Rules & Policy
– Processes
– Frameworks
– Services and re-usable 

elements

Most of what we need already exists … it just needs to be shared

SOSA is more than a rulebook:

• Operating model; SEIG and the domains 
working collaboratively to support 
programmes and projects

• Information and Engineering Assurance; 
aligned with the SOSA Principles

Gov
er

na
nc

e Culture

Change

SOSA
Rulebook
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What might good look like?

The desired effects of SOSA captured in a 
set of Guiding Principles

Nine SOSA Guiding Principles:
Gov

er
na

nc
e Culture

Change

SOSA
Rulebook

Re-use Collaboration

80/20

Rule

Evolutionary

Incremental

Agility Value for
Money

Interoperability

Innovation

Standardisation
Business Driven

P1. Delivering the Defence Enterprise: The MoD will achieve common business and operational goals and priorities, which will 
be delivered through a governance framework. The framework will be used to assign authority and direct dedicated delivery 
teams. Delivery teams will be responsible for ensuring collaboration in achieving these goals, in delivery and through life 
management of coherent solutions and their acceptance into service. 

P2. Driving business and operational effectiveness: Requirements will include the through-life dimensions of development, 
use and support, across all DLoDs. Dimensions to be considered include financial, exportability, performance, assurance, 
dependability, reliability, security, safety, sustainability, end-to-end military integrity, business continuity and supportability. 
Solutions will be developed to deliver business and operational effectiveness that is informed by experience. 

P3. Minimising diversity: Solutions will be delivered to achieve operational effectiveness, whilst ensuring that the number of 
different systems, components, tools, facilities and infrastructure used in the Defence Enterprise is minimised across all Defence 
Lines of Development (DLoD).

Reuse
P4. Design for Reuse: All Defence Lines of Development 
(DLoD) will deliver solutions by exploiting those already in 
existence and ensuring that new solutions and their constituent 
parts are designed in a way that allows for their reuse across 
the Defence Enterprise.

P5. Building with proven solutions: Solutions will be Off the 
Shelf (OTS) based. Only when this is proven to be ineffective, 
in terms of cost, time or performance, will tailored OTS or 
bespoke solutions be procured.

P6. Ensuring commonality of services across the Defence  
Enterprise: Common business and operational activities will 
be supported by the same service irrespective of organisational 
and operational location, security domain and infrastructure. 

Interoperate
P7. Designing for flexible interoperability: Solutions will 
be designed to meet their Interoperability needs. Solutions 
will be of modular design aligned to business process 
allowing solutions to be responsive to changes in acquisition 
and operations. 

P8. Adopting open standards: Solutions will be designed 
with open standards in a manner that is not detrimental to 
security, innovation and operational superiority.

P9. Information and Data as an Asset: Solutions will be 
developed to enable information and Data to be managed 
and exploited across the Defence Enterprise, maximising 
accessibility without compromising security.

Gov
er

na
nc

e Culture

Change
SOSA

Rulebook
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SOSA Guiding Principles

What will 
Principles 
provide?

• CIO endorsed advice describing the 
NEC context

• Assistance in the identification of the 
NEC trade-space and the 
implications of decision making

The 
objective?

• The endorsing and adoption of this set of 
SOSA Guiding Principles by MoD

The approach 
to embedding 
the Principles 
within the 
MoD

• Creation of a Joint Service PA CIO SDG 
Governance Framework

• A Blueprint for Info Capability assurance

• Constraints and context for the SOSA rulebook

• The common rules to support the MoD in shaping 
programmes and making coherent decisions

• A shared understanding, language and approach 
publication (JSP906):

• Designing for Flexible 
Interoperability

• Conforming to Open Standards

• Information and Data as an 
asset

• Design for Reuse

• Building with Proven Solutions

• Ensuring Commonality of 
Services across the Enterprise

• Delivering the Business

• Driving Business & Operational 
Effectiveness

• Minimising Diversity

Gov
er

na
nc

e Culture

Change
SOSA

Rulebook
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Principles short paragraphs:
Business Driven

P1. Delivering the Defence Enterprise: The MoD will achieve common business and operational goals and priorities, which will be delivered through a 
governance framework. The framework will be used to assign authority and direct dedicated delivery teams. Delivery teams will be responsible for ensuring 
collaboration in achieving these goals, in delivery and through life management of coherent solutions and their acceptance into service. 

P2. Driving business and operational effectiveness: Requirements will include the through-life dimensions of development, use and support, across all 
DLoDs. Dimensions to be considered include financial, exportability, performance, assurance, dependability, reliability, security, safety, sustainability, end-
to-end military integrity, business continuity and supportability. Solutions will be developed to deliver business and operational effectiveness that is informed 
by experience. 

P3. Minimising diversity: Solutions will be delivered to achieve operational effectiveness, whilst ensuring that the number of different systems, 
components, tools, facilities and infrastructure used in the Defence Enterprise is minimised across all Defence Lines of Development (DLoD).

Reuse
P4. Design for Reuse: All Defence Lines of Development 
(DLoD) will deliver solutions by exploiting those already in 
existence and ensuring that new solutions and their constituent 
parts are designed in a way that allows for their reuse across 
the Defence Enterprise.

P5. Building with proven solutions: Solutions will be Off the 
Shelf (OTS) based. Only when this is proven to be ineffective, 
in terms of cost, time or performance, will tailored OTS or 
bespoke solutions be procured.

P6. Ensuring commonality of services across the Defence  
Enterprise: Common business and operational activities will 
be supported by the same service irrespective of organisational 
and operational location, security domain and infrastructure. 

Interoperate
P7. Designing for flexible interoperability: Solutions will 
be designed to meet their Interoperability needs. Solutions 
will be of modular design aligned to business process 
allowing solutions to be responsive to changes in acquisition 
and operations. 

P8. Adopting open standards: Solutions will be designed 
with open standards in a manner that is not detrimental to 
security, innovation and operational superiority.

P9. Information and Data as an Asset: Solutions will be 
developed to enable information and Data to be managed 
and exploited across the Defence Enterprise, maximising 
accessibility without compromising security.

Gov
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nc

e Culture

Change

SOSA
Rulebook
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SOSA Guiding Principles

What will 
Principles 
provide?

• lueprint for Info Capability 
assurance

• Constraints and context for the 
SOSA rulebook

• The common rules to support 
the MoD in shaping programmes 
and making coherent decisions

• A shared understanding, 
language and approach 
describing the NEC context

• Assistance in the identification of 
the NEC trade-space and the 
implications of decision making

The 
objective?

• The endorsing and adoption of this set of SOSA 
Guiding PA CIO SDG Governance Framework

• A Brinciples by MoD

The approach 
to embedding 
the Principles 
within the 
MoD • Designing for Flexible 

Interoperability

• Conforming to Open Standards

• Information and Data as an 
asset

• Design for Reuse

• Building with Proven Solutions

• Ensuring Commonality of 
Services across the Enterprise

• Delivering the Business

• Driving Business & Operational 
Effectiveness

• Minimising Diversity

Gov
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na
nc

e Culture

Change

SOSA
Rulebook
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SOSA Nine Principles
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SOSA Community Forum

Inaugural meeting 7th September

Working 
Group
Chair: TBD

Working 
Group
Chair: TBD Working 

Group
Chair: TBD

Working 
Group
Chair: TBD

Working 
Group
Chair: TBD

Working 
Group
Chair: TBDWays of Working

-Social network
-Voluntary collaborative

Consensus

Analyses
Recommendations

Community Forum
Chair: SEIG Head
Sec: Niteworks

Quarterly 
Meetings

SOSA
Rulebook

Issues, Priorities

SOSA 1* 
Steering 
Group

SOSA 1* 
Steering 
Group
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Conclusion

Effective re-use:
•Does not happen by accident

•Requires planning

•Requires collaboration

But it can be done!
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Questions?

SOSA Community Forum

7th September – DCC Shrivenham

steve.hitchins@niteworks.net


