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= The evolving IT security challenge
= Security Intelligence defined

» |BM QRadar Security Intelligence Platform and use cases

= Case study examples
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Innovative technology changes everything

.')) D
S ()
1 trillion 1 billion mobile
workers

connected

objects

Social Bring your
business '. own IT
Cloud and
virtualization
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Motivations and sophistication are rapidly evolving

Nation-state
: actors
Security Stuxnet

National

Espionage, Shb Conmpetitors and
Activism Rﬁigt;;/lsts

Monetary ' .\ Organized

- » | crime
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Security challenges are a complex, four-dimensional puzzle ...

Outsourcers

Customers

Structured Unstructured In motion

Systems Mobile

Applications Applications ' Applications

(— (—
(— [—
| — (—
[ — —
(— (—

Datacenters PCs Laptops Mobile Cloud Non-traditional

... that requires a new approach
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IBM delivers solutions across a security framework

Intelligence

Integration

Expertise

Professional Services

Governance, Risk and Compliance

@A Security Intelligence
and Analytics

Advanced Security
and Threat Research

Software and Appliances

Cloud and Managed Services
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Security Intelligence defined
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What is Security Intelligence?

Security Intelligence
--noun

1.the real-time collection, normalization and analytics of the data
generated by users, applications and infrastructure that impacts the
IT security and risk posture of an enterprise

Security Intelligence provides actionable and comprehensive
insight for managing risks and threats from protection and
detection through remediation

8 © 2013 IBM Corporation
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What challenges does Security Intelligence help with?

Detecting threats

* Arm yourself with comprehensive security
intelligence

Consolidating data silos

* Collect, correlate and report on data in one
integrated solution

Detecting insider fraud
» Next-generation SIEM with identity correlation

Better predicting risks to your business

* Full life cycle of compliance and risk management for
network and security infrastructures

Addressing regulation mandates

» Automated data collection and configuration audits

9 © 2013 IBM Corporation
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10

IBM QRadar Security Intelligence Platform
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Solutions for the Full Security Intelligence Timeline

What are the external

- 2
and internal threats? these threats?

Are we configured
to protect against

What is happening

What was the

right now? impact?

Vulnerability PREDICTION / PREVENTION PHASE

. > @

Pre-Exploit

Prediction & Prevention

Risk Management. Vulnerability Management.
Configuration Monitoring. Patch Management.
X-Force Research and Threat Intelligence.
‘ Compliance Management. Reporting and Scorecards.

Exploit

REACTION / REMEDIATION PHASE Remediation

) >0

Post-Exploit

Reaction & Remediation

SIEM. Log Management. Incident Response.
Network and Host Intrusion Prevention.
Network Anomaly Detection. Packet Forensics.
Database Activity Monitoring. Data Loss Prevention.

8 1o 8

11

Radar & ta @

© 2013 IBM Corporation



20 BM Security Systems

Taking in data from a wide spectrum of sources

Suspected
incidents

12 © 2013 IBM Corporation



IBM Security Systems

Using a fully integrated architecture and interface

13

IBM Security QRadar SIEM
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Challenge 1: Detecting Threats

Potential Botnet Detected?

This is as far as traditional SIEM
can go

IRC on port 807

IBM Security QRadar QFlow
detects a covert channel

Irrefutable Botnet Communication

Layer 7 flow data contains botnet
command control instructions

‘Oﬁense 2849 [) Summary (@ Attaders (@) Targets (c ions il S [ Events[ . Flows| EiRules Acns v 25
Magnitude Relevan‘oe I s for this offense
Description Malwe_lr_e - Externa_l - Communication with BOT Control [_Shannel Event count § events in 1 categories

containing Potential Botnet connection - QRadar Classify Flow

Attacker/Src | 10.103.6.6 (dhcp-workstation-103.6.6.acme.org) Start 2009-09-29 11:21:01
Target({s)iDest| Remote (5) Duration Os
Hetwork(s) other Assigned to Mot assigned

Botnet Scenario This offense captures Botnet command channel activity from an internal host. The botnet node communicates with IRC

Notes semnvers running on non-standard ports (port 80/http), which would typically bypass many detection techniques. This sc...
PFir:tt Protocol | So P Source Destination IP Destination licatio ICMP Source
]al.c“ee rotocol urce Port stination Port Application T C Flags
11:19  [tep_ip | 10.103.6.6 | 48667 | 62645411 80 IRC YA spA |
tcp_ip 10.103.6.6 50296 192.106.224.1: 80
11:19 tcp_ip 10.103.6.6 | 51451 62.181.209.207T ™8 R ." - /A SPA |
11:19 tcp_ip 10.103.6.6 | 47961 62.211.73.232| 80 IRC /A F.SPA |

Source Payload
108 packets,
8850 bytes

NICK IamaZombie
USER IamaZombNICK IamaZombie
USER IamaZombNICK IamaZombie
USER IamaZombPROTOCTL NAMESX
PROTOCTL MAMESX
PROTOCTL MAMESX
NOTICE Defender :QIVERSION xchaNOT
JOIN #botnet_command channel

Application layer flow analysis can help detect threats others miss

14
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Challenge 2: Consolidating Data Silos

Analyzing both flow and

System Summary event data. Only IBM
Security QRadar fully

Current Flows Per Second 1.4M utilizes Layer 7 flows.

Flows (Past 24 Hours) 1.3M h

Current Events Per Second 17,384

New Events (Past 24 Hours) B77TM . .

Updated Offenses (Past 24 Hours) 588 Reducmgb?lg d?ta to

Data Reduction Ratio 1153571 : 1 Mmanageabie volumes

Offense 160 Display ¥ []Events  Connections " Flows ' View Attack Path Actions ¥ (= Print d

- Magnitude 7~ — Relevance | 5| Severity | 10 Credibility | 8
. . N . N
Destination Vulnerable to Detected Exploit ffense Source IP
Adva n Ced corre I atl on fo r / preceded by ExploitMalware Events Across \ Type
. . Descripti Multiple Targets . i
analytlcs across SIIOS nc\ preceded by Aggressive Remote Scanner . :"‘"' l%&&ie_mﬂsandiﬁﬂqgsm 12
| tected coun categornes.
Source IP(s) | EI202 ToS46-56- —— Start 2010-10-01 07:51:00
:::[2;"“3""" Local (315) Duration 2m 528
Network(s) Multiple (2) Assignedto | Not assigned
Notes
Vulnerability Correlation Use Case
llustrates a scenario involving correlation of vulnerability data with IDS alerts
An attacker originating from China (202.153.48.66) sweeps a subnet using the Conficker worm exploit (CVE 2008-4250).
The first systems scanned are notvulnerable, but the final system’s asset profile has had vulnerability data imported from a Ne|

Produces manageable list of daily ‘offences’ to research

15 © 2013 IBM Corporation
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Challenge 3:

16

Potential Data Loss

\ Who? What? Where?

Detecting Insider Fraud & Misuse

Magnitude

Description

/'ﬂtential Da

ta Loss/Theft Detected S\

AttackeriSrc

\ 10.103.14.139 (dhcp-workstation-103. JF.139.acme.org)
Loc

Target|s)/Dest

Network(s)

Multiple (3

Notes

Data Loss Pravention Use Case. Demonstrates QRadar DL
authentication ...

Event N Source IP Log Source (Unique Count usl?r!lame cat Unique Count
vent Name (Unique Count) og Source (Unique Count) {c:::::f 'egory (Unigue HL /
O | Authentication Failed 10.103.14.139 | OracleDbAudit @ 10.101.145.198 | Multiple (2} Misc LUQW
B | MiscLogin Succeeded | 10.103.14.139 | OracleDbAudit @ 10.101.145.198 | scoft /Mn Succeeded
B | DELETE failed 10.103.14.139 | OracleDbAudit @ 10.101.145.198 | scotit - System Action Deny
B | SELECT succeeded 10.103.14.139 | OracleDbAudit @ 10.101.145.198 | scott System Action Allow
M | Misc Logout 10.103.14.139 | OracleDbAudit @ 10.101.145.1958 | scotit Misc Logout
O | Suspicious Pattern Deteq 10.103.14.139 Custom Rule Engine-8 - qradar-vm M/A Suspicious Pattern Detected
B | Remote Access Login Fa| 10.103.14.139 | Custom Rule Engine-8 - qradar-vr M/A Remote Access Login Failed

TEreEE = > 1i QRadar Has Completed Your Request
Information > DNS Lookup 1 Go to APNIC results
Resolver Actions > |
TNC Recommendation Port Scan [Querying whets.arin net]

B Asset Profile [whois arin nat]

Search Events

Search Flows DrgName: Gmgle Ine.
OrelD:  GOGL

Who?
An internal user

What?
\ Oracle data

Where?
\ Gmail

Helps spot insider threats using anomaly detection & application level visibility

© 2013 IBM Corporation
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Challenge 4 : Better Predicting Real Risks to the Environment

Clear & concise delivery of the most relevant information ...

Offense 3063 [S] Summary @i Attackers (@) Targets (= categories [=) Annotations W Networks 1] Events Flows [|Rules Actions ¥ (= Print 9|
Maagnitude Relevance | ] | Severity | g8 | Credibility | 3
Target WVulnerable to Detected Exploit
- preceded by Exploit Attempt Proceeded by Recon : ;
Description | - ded by Exploitalware Events Across Multiple Tk What was the ST EET 1428 events in 3 categories
preceded by Recon - External - Potential Network Scan
attack?
AttackeriSrc | 202.153.48.66 . Start 2009-09-29 16:05:01 ’
Target{s)yDest| Local (Y17 Duration 1m 32s ,
Network(s) Multiple (3) Assigned to Mot assigned W t
N Wulnerability Correlation Use Case lllustr n of vulnerability data with IDS alerts An attacker originating from China (20 aS I hg the
otes Conficker worm explait (CVE 2008-4250) n
Who was successful*
Attacker SUmMmary g Details / responS|b|e?
Magnitude User Karen
Description 202153 48 66 Asset Hame Unknown
Vulnerabilities 0 MAC / Unknown
Location China Asset Welahl o
Top 5 Categories [[=)Categories Where do I !
Name | Magnitude Local Target Count find them? How valuable are
Buffer Overflow — 8 o
Misc Exploit HOW many — 3 3 they to the
Metwork Sweep T16 1417 . ,?
targets business?
Top 5 Local Targets Targets . I
involved? _ : Nproe
IPIDN S Name Mg Chained User MAC Location Weight
e —
Windows AD Server n Unknown Mo Unknown Unknown main 8
10.101.3.3 Unknown Mo Unknown Unknown main 0
10.101.2.4 Unknown Mo Uni main 0
DC106 Yes Mo Adr) Ar n f i main 10
10.101.3.11 Unknown Mo DC. e a y o i main 0
—
them
Top 10 Events Events
: vulnerable? — :
Event Name Magnitude Category Destination Dst Port Time

Misc Exploit - Event CRE —— — Custom Rule Engine-8 - gradar-vm | Misc Exploit 10.101.3.15 445 09-29 16:06:33
METBIOS-DG SMB vd srvsvc MetrpPathCo... <. —— Snortg@ 10.1.1.5 l e 10.101.3.10 445 09-29 16:065:28
METBIOS-DG SMB vd srvsvc MetrpPathCo... Snort @ 10.1.1.5 . 10.101.3.15 445 09-29 16:05:33
Misc Exploit - Event CRE - — Custom RO Hage radar- Wher’e IS a” 10.101.3.13 445 09-29 16:06:31
Metwork Sweep - QRadar Classify Flow — Flow Classification Engine-5 = gr] . ,? 10.101.3.10 445 09-29 16:05:01
Network Sweep - QRadar Classify Flow - Flow Classincation Enaines - o] 1€ @vidence? 10.101.3.15 445 09-20 16:05.01
Metwork Sweep - QRadar Classify Flow — Flow Classification Engine-5 = qr - - 10.101.3.10 445 09-29 16:05:01
Metwork Sweep - QRadar Classify Flow - Flow Classification Engine-5 = gradar-vm | Metwork Sweep 10.101.3.15 445 09-29 16:05:01

17
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Challenge 5 : Addressing Compliance Mandates

QRadar Example: Access and Authentication Rule for Requlatory Compliance
Apply this rule |Default-Rule-Compliance: Excessive Failed Logins to Cor| on events which are detected by the system

@ and when we see an event match any of the following Default-BB-ComplianceDefinition: GLBA Servers,
Default-BB-ComplianceDefinition: HIPAA Servers, Default-BB-ComplianceDefinition: 50X Servers,
Default-BB-ComplianceDefinition: PCl Servers

@ and when we see any of these Default-BB-CategoryDefinition: Authentication Failures with the same destination
IP maore than 10 times, across more than O destination IP(s) within 10 minutes

“lotes (Enter your notes about this rule)

Reports excessive authentication failures to a compliance server within 10 minutes.

18 © 2013 IBM Corporation
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Evolving along with the changing threat landscape

Logs
Events Alerts

Configuration
information

System
audit trails

Identity
context

Network flows

and anomalies
E-mail and

External social activity

threat feeds
Malware

Business information
process data

19

First Gen: Collection

* Log collection

* Signature-based detection

Today: Intelligence

° Real-time monitoring

* Context-aware anomaly
detection

* Automated correlation and
analytics

© 2013 IBM Corporation
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Extending Security Intelligence for new use cases

Structured, Creative,
analytical, exploratory,
repeatable Security Intelligence Big Data Platform

Platform

intuitive

Real-time Processing

Real-time data correlation
* Anomaly detection

Event and flow normalization

Big Data Warehouse

Long-term, multi-PB storage
Unstructured and structured

IBM
Security

Intelligence pesias
with Big e

Analytics and Forensics

« Advanced visuals and interaction

Predictive and decision modeling
Ad hoc queries

» Security context and enrichment
Distributed architecture

Distributed Hadoop infrastructure
Preservation of raw data

Enterprise integration

- " '.“‘_‘ L I
L

- v

°
m

£ 3 “
. »w b
L4

Security Operations

a A&
L]

Pre-defined rules and reports

Offense scoring and prioritization

Activity and event graphing

Compliance reporting

Workflow management

Interactive visualizations

Collaborative sharing tools
Pluggable, intuitive Ul

20
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Introducing IBM Security Intelligence with Big Data

Security Intelligence Platform Big Data Platfor
= i“".‘”‘f‘--- —— cta
IBM Security QRadar Real-time IBM InfoSphere Biglnsights
» Data collection and 1 streaming * Hadoop-based
enrichment > + Enterprise-grade
+ Event correlation * Any data / volume
* Real-time analytics Radar b Insiaht  Data mining
+ Offense prioritization Sights * Ad hoc analytics
Advanced Threat Detection Custom Analytics
A A
Traditional data sources Non-traditional

21
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QRadar Customer Case Studies
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Case study: An international energy company reduces billions of
events per day to find the handful that should be investigated

An international
energy firm analyzes

2,000,000,000

events per day to find

20 e 25 Business challenge:

= Reducing huge number of events to find the ones that need
to be investigated
= Automating the process of analyzing security data

Solution: (QRadar SIEM, QRadar QFlow)

Real-time correlation of hundreds of data sources, anomaly
detection to help identify “low and slow” threats, flexibility for
easy customization and expansion

23 © 2013 IBM Corporation
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(#9) | Case Study: A credit card firm simplifies complexity, reduces costs
=/ and optimizes resources

Optimize risk management TR
CREDIT CARD

90% reduction in

cost of 1234 5678 987L 5u3E

dep_loyment, Business challenge:

tunlng and = 8-year old SIEM technology did not provide visibility into

maintenance vs. and protection from current threats

. = High cost of tuning and maintaining incumbent SIEM
competitor oroduct

Solution: (QRadar SIEM)

= Advanced security analytics engine for real-time threat
detection and analysis

= Scalable architecture to meet client’s large data and
infrastructure requirements

24 © 2013 IBM Corporation
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@ Case study: Fashion Designer deploys SIEM for compliance;
PN detects insider fraud & obtains evidence for court

? A
€ o

Fashion Designer

Using deep forensic
analysis, detect insider
fraud and provide
evidence to be used in Business challenge:
court = Employee downloading information
» Erasing files
= Time stamped
Solution: (QRadar SIEM)
= Ability to detect who, what and how specific events occurred
= Saving of raw files documents exact timing of events
= Layer 7 (application layer) network flows prove activity

25 © 2013 IBM Corporation
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Learn more about Security Intelligence today

N
ll Download the Gartner SIEM Magic Quadrant Report: bit.ly/SIEM_MQ

| l: Download the IBM X-Force 2012 Trend & Risk Report: bit.ly/xforce-12

I¥51 Subscribe to IBM Security Systems Newsletter: bit.ly/ibm-sec-news

m Read the IBM Institute for Advanced Security Blog: bit.ly/IAS-blog

| 1| Follow us on Twitter: @ibmsecurity

26 © 2013 IBM Corporation
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Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper
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