Security Intelligence.
Think Integrated.

Inside the Threats through the X-Force Eye

IBM X-Force 2012 Mid-Year Trend and Risk Report \ '
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IBM X-Force 2012 Mid-Year Trend and Risk Report Highlights

A -~ | X-Force Research

Other emerging trends

- 17B analyzed Web pages & images
The mission of the yeed Teb pag J
40M spam & phishing attacks per
IBM X-Force® research and month
development team is to: 68K  documented vulnerabilities
1 15B security events monitored daily
Research and evaluate threat and protection issues
Deliver security protection for today’s security problems PrOVideS SpeCifiC AnalySiS Of:
Develop new technology for tomorrow’s security challenges . ° Vulnerabilities & exploits
Educate the media and user communities e Malicious/Unwanted websites
= e Spam and phishing
e Malware
°
R
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What are we seeing? Key Findings from the 2012 Trend Report

Progress in Internet Security
— Fewer vulnerabilities disclosed for mobile
— Sandbox used to block PDF attacks

— Better patching from Top 10 Vendors IBM X-Force 2012
P J P10 Mid-year Trend and Risk Report

September 2012

But...

New Attack Activity
— SQL Injection & XSS still at the top
— Obfuscation techniques to evade IPS & AV
— Mac Malware bypasses OS X security

The Challenges
— Password security
— Bring Your Own Device (BYOD)
s — Advanced Persistent Threats (APT) ©2012 1BM Corporation



Security Intelligence.
Think Integrated.

- Fewer vulnerabilities disclosed for mobile
- Sandbox used to block PDF attacks
- Better patching from Top 10 Vendors
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Vulnerability disclosures up in 2012

* Total number of vulnerabilities grew (4’400 in 1H 2012)
—the projection is for an all time high in 2012

Vulnerability Disclosures Growth by Year
1996-2012 (projected)
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Dramatic Drop of PDF Vulnerabilities

= Sandbox is proving successful
—We have to keep alert against enhanced attack techniques

Critical and High Vulnerability Disclosures
Affecting Document Format Issues
2005-2012 (projected)

100

B~ (@)] @
o o o

Number of Disclosures

N
(@]

2005 2006 2007 2008 2009 2010 2011

B Office Formats M Portable Document Formats (PDF)

2012
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Web Application Vulnerabilities Raise Again

Web Application Vulnerabilities by Attack Technique
2004-2012 H1

60%
50%
Web Application Vulnerabilities 4G5
as a Percentage of All Disclosures in 2012 H1 °
30%
Web Applications: Others:
47 percent 53 percent

20%

10%

0% !

2004 2005 2006 2007 2008 2009 2010 20M 2012

M Cross-Site Scripting [ 8QL Injection B Other I File Include
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Public Exploit Disclosures

True Exploit Disclosures
2006-2012 H1 (projected)

=" Decrease in

1,400
percentage of
cpege 1,200
vulnerabilities
1,000
_ _ 800
= Slightly up in 500
actual numbers
400
compared to
200
2011
0
2006 2007 2008 2009 2010 2011 2012

True Exploits 1078 1025 1059 1280
Percent of Total .3% 16.5% 13.3% 15.7% 14.7% 10.9% 9.7%

Source: IBM X-Force® Research and Development
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Multi-Media Exploitation Remains the Same Since 2010

= Social Networking sites are an ideal distribution media

Public Exploit Disclosures for Multi-Media
2005-2012 H1 (projected)

30

20

10

0
2005 2006 2007 2008 2009 2010 2011 2012
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No need to exploit the Mobile Operating System

* Most smartphone users are still the most at risk of premium SMS
scams and the like

= Easier to get the user to install malicious apps

Total Mobile Operating System Vulnerabilities Mobile Operating System Exploits

2006-2012 H1 (projected) 2006-2012 H1 (projected)
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source:Ibiig-korcemiResearch-andibevelopment Source: IBM X-Force® Research and Development
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Better Patching

11

Top Ten Software Vendors with the Largest Number of Vulnerability Disclosures
2011-2012 H1

2011 Vulnerability Disclosures 2012 H1 Vulnerability Disclosures

Top Ten Others Top Ten Others
30 percent 70 percent 22 percent 78 percent

Source: IBM X-Force® Research and Development
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Security Intelligence.
Think Integrated.

- Obfuscation techniques to evade IPS & AV

- SQL Injection & Cross Site Scripting still at the top \ '
- Mac Malware bypasses OS X security

© 2012 IBM Corporation
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SQL Injection Attacks against Web Servers

3,500,000
3,000,000
2,500,000
2,000,000

1,500,000

Event Count

14

Top MSS High Volume Signatures and Trend Line (SQL_Injection)
July 2011 to June 2012

Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr May Jun
2011 2012

—— Total Events —— Trend Line (SQL_Injection)

Source: IBM X-Force® Research and Development
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XSS reaching new highs in 1H 2011
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* More than 6,000 variants of this vulnerability, with uses ranging

from hijacking a browser session to a total system web-server-
based takeover.

Top MSS High Volume Signatures and Trend Line
(Cross_Site_Scripting)
July 2011 to June 2012
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Event Count
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2011 2012

—— Total Events —— Trend Line (Cross_Site_Scripting)
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PsExec Services being used ... again

Top MSS High Volume Signatures and Trend Line
(PsExec_Service_Accessed)
July 2011 to June 2012

14,000,000
= Part of
Sysinternal 12,000,000
tools 10,000,000
= worms and =
advanced é 8,000,000
threats E 6,000,000
sometimes (s
take 4,000,000
advantage
of PsExec 2,000,000
° ULV

Jul Aug Sep Oct Nov Dec | Jan Feb Mar Apr May Jun
2011 2012

—— Total Events —— Trend Line (PsExec_Service_Accessed)

Source: IBM X-Force® Research and Development
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Flashback

"First variant discovered in September of 2011.

=2012 variants were somewhat special
— Employed drive-by-download techniques through compromised Wordpress blog sites
— Works around this by using multi-platform exploits through Java vulnerabilities.

— The Apple version of Java was updated later than Oracle: 600,000 infection estimated.

Mac APT
"Tibet malware discovered in March.
— The first variants used Java exploit to spread.

— Next variants use an MS Word vulnerability that affects the 2004 and 2008 versions of
Word for Mac

*SabPub backdoor discovered in April.
— The first variant did not initially show any sign that it was a targeted attack
— Uses the same Java exploit as Flashback

— The next variant is similar to the Tibet malware (using Word)

17 © 2012 IBM Corporation
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Scammers/Phishers keep moving around

Scam/Phishing Targets by Industry
2009 Q1 to 2012 Q2
100%
90%
80%
70% :
60%
50% -\
40%

30% , ‘ AW ,
20% — e / %
0 / B \ : P

0% @ : :
Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4
2009 2010 2011 2012
—o— Auctions —#—Credit Cards —4—Financial Institutions
Governmental Organizations —%—Online Payment —8—Online Shops
—+—Scanners —=—Social Networks —— Parcel Services

+— Nonprofit Organizations

Source: IBM X-Force® Research and Development
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Anonymous Proxies Still used to Bypass Web Filtering

Volume of Newly Registered Anonymous Proxy Websites
2008 H1 to 2012 H1
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Source: IBM X-Force® Research and Development
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Security Intelligence.
Think Integrated.

- Password security
- Bring Your Own Device (BYOD)
- Advanced Persistent Threats (APT)
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-YAHDO-’@: Hi, Thomas ~ | Sign Out | Help

“s )/ Looks like you need some help?

Let us help you find a solution.

What's the problem you are experiencing?
@ | forgot my password

O My password doesn't work

O | fargot my Yahoo! 1D

O My account may have been compromised

Exit Wizard [ ext

21 © 2012 IBM Corporation
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Mobile Numbers - Select -

VWha is your favorite author?

YWhat is the last name of your best man at your wedding?
YWhat is the last name of your maid of honor at your wedding?
YWhat is the name of your favarite book?

Having your mobile number will help
elsewhere. Carrier charges may appl

Metile Rumzss What is the last name of your favorite musician?
YWha is your alltime favorite movie character?

- nane - YWhat was the make of your first car?
YWhat was the make of your first motorcycle?

. W . ' 3

Add another \What was your first pet's name?

YWhat is the name of your favarite sports team?
YWhere did you spend your childhood summers?
Secret Questions (Required| \What was the last name of your favorite teacher?
YWhat was the last name of your best childhood friend?
VWhat was your favorite food as a child?
Secret Question 1: | What was the last name of your first boss?
YWhat is the name of the hospital where you were horn?
Your Answer: |[What is your main frequent flier number?
YWhat is the name of the street on which you grew up?
- Create your gwn guestion -

You must have two secret questions

Secret Question 2° ;- Salact -

Your Answer

Secret Questions (Required) o

You must have two secret questions and answers for future password reset attempts

Secret Question 1. (- Select -

- Select -
Your Answer: |\Where did you spend your honeymoon?
Where did you meet your spouse?
VWhat is your oldest cousin's name?
Secret Question 27 | \What is your youngest child's nickname?
What is your oldest child's nickname?
Your Answer: [\What is the first name of your oldest niece?
What is the first name of vour oldest nephew?
VWhat is the first name of vour favarite aunt?
+ What is the first name of your faverite uncle?
VWhat town was your father born in?
VWhat town was your mother borm in?
22 - Create your own guestion -

]y

© 2012 IBM Corporation
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Leaked passwords emphasize going back to basics

How
Do They Do It?

Rainbow tables pre-calculate password
hashes and store them efficiently for future
look-up. Over time, they can include a huge
number of password combinations.

Dictionary attacks guess passwords
using a very large file of known words,
phrases, quotes, and and other rules

used in password creation like substituting
a 3 for the letter E or capitalizing first letter.

Brute force tries all possible letters,
numbers and symbols. Using madern
hardware and a fast hash function, every
combinations of a 6 character password
can be guessed in seconds.

What

Can you do?

As a User

* Don't reuse passwords on multiple sites

+ Don't use established common password tricks
+ Don't use dictionary words or known phrases

+ Use two-factor authentication where available
+ Use a password manager

As a Web Developer

+ Use slow hash function made for passwords
+ Audit code for XSS and SQLi vulnerabilities
+ Use IPS, Web Application Firewall or similar

Once the hashes are leaked

it is possible to rapidly recover the
password text through several
methods using freely available toals.

. SHA512CRYPT

3D Graphic cards (GPU) can run hash functions
very quickly in parallel. In some cases guessing
billions of passwords a second. Specialized
hardware like FPGA’s and cloud services have
dramatically increased cracking speeds.

A FEW THOUSAND GUESSES
A After passwords are
Blmmgloeg Ersiggsgcmn BCRYPT or SCRYPT recovered, attackers will use
A FEW THOUSAND GUESSES the leaked email address and
e ° lain text passwords to
A p
Slow it Down attempt access to webmail,
By design, some hash functions can be calculated quickly. social networks and other
These are not good for storing passwords as attackers can common sites.
guess many combinations per second Users who resuse passwords are
X often unaware of how a breach on
Better to use a slow hash function whlch vastly reduces the one site can allow access to
number of guesses per second, making the recovery process several others.

much harder

Passwords are leaked when
an attacker gains accessto a
database through SQL
Injection, XSS, or another
vulnerability.

The passwords are often stored as a
hash, an encrypted representation of
the text.

In a recent study*

99%

of users were found to be
using the same password
on multiple sites, including
their webmail accounts.

IBM Corporation
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Bring Your Own Device (BYOD)

* Making BYOD work

—Identification and authentication
—Access authorization
—Information protection
—Qperating system and application integrity
—Assurance
—Incident response

" Challenges
—BYOD program definition and review
—Mobile platform vulnerability management

24
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An Approach to ldentify Advance Persistent Threats

Defender: Observe the activities of |Attacker: ability to view and obtain
Observation the attacker data
Defender: conceal the network Attacker: hide their malicious
c Concealment architecture and data actions
Place obstacles in each other’s way in order to deter or obstruct the
Obstacles ability to successfully defend or attack the network
n
areas within the network which contain high profile, high value, or high
n Avenues of Approach payoff targets. gnh p 9 9

J Security Devices —— —— - >

o

== Servers & Mainframes - - >

Event|Correlation

u Network & Virtual Activity ) g I'. Z eﬁel?:ct::lg::

. @
ﬂ Database Activity — — — —> Offenselldentification
&Xifmﬁfﬂ& < Credibility, >
etectlo o &F .
Application Activity — — _) .
@ pplication Activity L X .
‘ Configuration Info - - - ) 0 m v
- Application/Activity/ ’
- - 0 !
=w Vulnerability Info = ———- ) ty ,’
) /
g . 2 I
L8 users & identities ) Suspected Incidents

25



Ve
‘,k) IBM Security Systems

o]
l

Not a technical problem, but a business challenge

* Many of the recent breaches could have been prevented
* Significant effort is required to inventory, identify, and close every vulnerability
* Financial & operational resistance is always encountered, so how much of an

investment is enough?

IF IBM X-FORCE® WAS RUNNING THE IT DEPARTMENT

Many readers have asked, if IBM X-Force were running the IT department and saw what happened this year,
what would you do? Well, here are ten actions beyond the basics that X-Force would do if we ran the IT department.

70N
!, 1.Perform Regular Third Party External
\/\ and Internal Security Audits J

2. Control Your Endpoints

3. Segment Sensitive Systems
and Information J

4. Protect Your Network

)

5. Audit Your Web Applications

J

26

10. Have a Solid Incident
Response Plan

FIRE ALARM
o

,q
| 9. Examine the Policies of 4 m
L Business Partners ;.

8. Integrate Security into
L Every Project Plan

© 2012 IBM Corporation
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IBM Security: Delivering intelligence, integration and expertise
across a comprehensive framework

IBM Security Framework

Governance, Risk and Compliance

s and Analytics
* Only vendor in the market with end-to-
end coverage of the security foundation
» 6K+ security engineers and consultants
* Award-winning X-Forcee research

» Largest vulnerability database in the
industry

Professional Services
Cloud and Managed Services

=
I
e

Advanced Security

and Threat Research

Intelligence . Integration . Expertise

Software and Appliances

27 © 2012 IBM Corporation
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In this “new normal”, organizations need an intelligent view of their

security posture

Basic

Organizations
employ perimeter
protection, which
regulates access and
feeds manual reporting

28

Automated

Manual

V4
Reactive

Proactive

Optimized
Organizations use
predictive and
automated security
analytics to drive toward
security intelligence

Proficient

Security is layered into
the IT fabric and
business operations

© 2012 IBM Corporation
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Get Engaged with IBM X-Force Research and Development

Follow us at @ibmsecurity Download X-Force Subscribe to X-Force alerts at
and @ibmxforce security trend & risk http://iss.net/rss.php or
reports Frequency X at
http://www- http://blogs.iss.net/rss.php

935.ibm.com/services/us/iss/xforce

i

Attend in-person events Join the Institute for Subscribe to the security
http:/fwww.ibm.com/events/calendar/ Advanced Security channel for latest security
www.instituteforadvancedsecurity.com videos

www.youtube.com/ibmsecuritysolutions

29 © 2012 IBM Corporation
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