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IBM WEBSPHERE APPLICATION SERVER v5.x — EDUCATION ON DEMAND

Enabling Global Security in Single Server and Network
Deployment environment

Global security

This paper discusses only global security on WebSphere Application Server as security could be enabled in a
number of different ways and different level, parts, or components in WebSphere Application Server.

What is global security?

Global security can be thought of as a "big switch" which activates wide variety of WebSphere security
settings. Values for these settings may be specified, but they will not take effect until global security is
activated. The setting applies to all applications running in the environment and determines whether security is
used at all, the type of registry against which authentication takes place, the use of SSL, Java 2 Security
Manager, Java Authentication and Authorization Service (JAAS), Java 2 Connector authentication data entries,
Common Secure Interoperability Version 2 (CSIv2)/Security Authentication Service (SAS) authentication
protocol (Remote Method Invocation over the Internet Inter-ORB Protocol (RMI/IIOP) security), and other
miscellaneous values, many of which act as defaults. In particular, application security, including
authentication and role-based authorization, is not enforced unless global security is active.

Why turn on global security?

At the very least, you should turn on global security because turning on global security activates the settings
which protect your server from unauthorized users and making changes to your production environment.

When you enable security, you are enabling security settings on a global level so there is a small performance
overhead with security enabled. Therefore, consider disabling security when it is not needed, for example, on a
development system.

Global security is disabled by default, in order to simplify the installation of the server. When you enable
security, you are enabling security settings on a global level so proper planning is required. Incorrectly
enabling global security can lock you out of the administrative console, or you can not start or stop the server
anymore.
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Enabling global security in Single Server environment

1. Start the WebSphere Application Server administrative console by clicking
htt p://yourhost. domai n: 9090/ admi n after starting the WebSphere Application Server.
Log in with any user ID.

2. Click Security -> User Registries -> Local OS.

Local OS User Registry

The user Eg\slryfurthe local operating system of the application server. When security is enabled and any of these properties are changed, please go to the GlobalSecurity panel and click Apply or OK to validate the
changes.

S

Configuration
General Properties

erver User ID » |db2admin | [ The user I0 under which the server will execute (for security
purposes).

S

enver User Password “ [il The password corresponding to the senverld
sesssene

Apply‘% Reset‘ Cancel

| Additional Properties
&

ustom Properties |A set of arbitrary user registry configuration properties whose names are specific to a given type of pluggable registry.

Server User ID:

On Windows systems, Server User ID must have the Administrative and Act as Part of Operating
System privileges. The server user ID needs this authority for authentication using the LocalOS user

registry.

On UNIX system: the process ID must have root privileges on a UNIX system. This privilege is needed to
call the UNIX operating system APlIs to authenticate or to collect user and group information.

Server User Password: enter the user password that corresponds to the Server User ID

Note: This Server User ID and password are used to log into the administrative console after security is
turned on. You can use other users to log in if those users are part of the administrative roles. When
security is enabled in the product, this server ID and password are authenticated with the registry during
product startup. If authentication fails, the server does not come up. So it is important to choose an ID and
password that do not expire or change often.
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3. Click OK.

Global Security

Specifies global security configuration for a managed domain. The following steps are required to turn on security. 1) Select the desired User Registry from the left navigation panel and setthe properties in that panel.
2) Enable security in this panel. [

Configuration
General Properties

Enabled [[Enables security for this WebSphere domain.

Enforce Java 2 Security [ilif Java 2 Security is enabled and the application policy file is not
setup correctly, the application may fail ta run

Use Domain Qualified User IDs O [ilwhen true, user names returned by methods such as
getUserPrincipal() will be qualified with the security domain in which
they reside

Cache Timeout u|BE|E| [il Timeout value for security cache in seconds

Issue Permission Warning [flwhen enabled, a warning will be issued during application
installation, if an application requires a Java 2 Permission that
normally should not be granted to an application.

Active Protocol CSland SAS |+ [{l specifies the active security authentication protocol when security
is enabled. Possible values are CSI (CSIv2), or C31 and SAS

Active Authentication Mechanism .| SWAM (Simple WebSphere Authentication Mechanism) v | [il specifies the active authentication mechanism when security is
enabled

Active User Registry Local 035 |« |I|Speciﬁes the active user registry when security is enabled.

Use FIPS O [l This will enable the use of FIPS (Federal Information Processing
Standard) approved cryptographic algorithms. Note that setting this
flag does not autemnatically change the existing JSSE provider in the
Secure Socket Layer configuration. Also note that a FIPS approved
JSSE provider only allows TLS as the protocol. Moreover, the FIPS
approved LTPA authentication mechanism is not backward
compatible with the non-FIPS approved LTPA implementation thatis
used in all prior versions of WebSphere Application Server products.

Apply | OK| Reset | Cancel |

4. Click Security -> Global Security from the left navigation menu. Configure the authentication
mechanism, user registry, and so on. The configuration order is not important. However, when you
select the Enabled flag in the Global Security panel, verify that all these tasks are completed.
When you click Apply or OK and the Enabled flag is set, verification occurs to see if the
administrative user ID and password can be authenticated to the configured user registry. If you do
not configure the administrative user ID and password, the validation fails.

» To enable Global Security, certain criteria must be met.

Active Authentication Mechanism: An authentication mechanism must be selected. SWAM is selected
initially. Select the default SWAM. The Application Server supports two authentication mechanisms by
default, SWAM and LTPA.

Note: SWAM (Simple WebSphere Authentication Mechanism): the SWAM authentication mechanism is
intended for simple, non-distributed, single application server type runtime environments. The single
application server restriction is due to the fact that SWAM does not support forwardable credentials. Since
SWAM is intended for a single application server process, single-sign-on (SSO) is not supported. The SWAM
authentication mechanism is suitable for simple environments, software development environments, or other
environments that do not require a distributed security solution. SWAM relies on the session ID; it is not as
secure as Lightweight Third-Party Authentication (LTPA), therefore using SSL with SWAM is strongly
recommended. Use the LTPA option for multi-server distributed requirements. Credentials for LTPA are
forwardable to other machines and for security reasons do expire.
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Active User Registry: A user registry must be selected. Ensure that the Active User Registry option is set to
LocalOS. The Application Server supports the concept of a custom registry, which makes the integration of
WebSphere with any type of appropriate registry fairly straightforward.

Other configuration options on the Global Security panel are as follows:

Enforce Java 2 Security: By default, Java 2 security is disabled. However, enabling global security
automatically enables Java 2 security. You can choose to disable Java 2 security, even when global security is
enabled.

Note: When Java 2 security is enabled and if an application requires more Java 2 security permissions than
are granted in the default policy, then the application might fail to run properly until the required permissions
are granted in either the app. pol i cy file or the was. pol i cy file of the application. AccessControl
exceptions are generated by applications that do have all the required permissions.

User Domain Qualified User IDs: if this option is enabled, user names will appear with their fully-qualified
domain attribute when retrieved programmatically.

Cache Timeout: when the timeout is reached, the Application Server clears the security cache and rebuilds
the security data. Since this affects performance, this value should not be set too low. This value is a relative
timeout so specify the value by determining the best trade off for the application and by looking at usage
patterns and security needs for the site.

Issue Permission Warning: the filter.policy file contains a list of permissions that an application should not
have according to the J2EE 1.3 Specification. If an application is installed with a permission specified in this
policy file and this option is enabled, a warning will be issued.

Active Protocol: this determines which ORB-based authentication protocols are accepted by the Application
Server. There are two authentication protocols supported by IBM. IBM Secure Authentication Service (SAS)
is the authentication protocol used by all previous releases of the WebSphere product. Common Secure
Interoperability Version 2 (CSIv2) is implemented in WebSphere Application Server, Version 5 and is
considered the strategic protocol.

SAS performs authentication for Java clients of enterprise beans and helps to provide message protection or
encryption between such clients and WebSphere application servers using RMI/IIOP over SSL for
communication. SAS also provides message protection between WebSphere application services.

CSlIv2 allows vendors to securely interoperate and provides a greater number of features over SAS. It
supports enabling interoperable authentication, delegation, and privileges by offering a secure protocol above
the transport layer.
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5. Before restarting the server, log off the administrative console. You can log off by clicking Logout at
the top menu bar.

6. Stop the server by going to the command line in the WebSphere Application Server /bin directory
and issue the command:

stopServer <server nane>

UNIX system: / opt / WebSpher e/ AppSer ver/ bi n/ st opServer.sh serverl

7. Restart the server in secure mode by issuing the command st art Server <server _nanme>.
Once the server is secure, you cannot stop the server again without specifying an administrative
user name and password. To stop the server once security is enabled, issue the command,
stopServer <server_nane> -usernanme <user_id> -password <password>.
Alternatively, you can edit the soap. cl i ent . pr ops file in the
<install _root>/properti es directory and edit the com i bm SOAP. | ogi nUseri d or
com i bm SQAP. | ogi nPasswor d properties to contain these administrative IDs.

UNIX system: restart the server with these commands:

cd /opt/ WebSpher e/ AppServer/ bin

./ stopServer.sh —usernane <user _id> -password <password> serverl
./startServer.sh serverl

Testing the configuration

After restarting the server in secure mode, run a couple of simple tests to verify that most facets of security are
working properly.

8. Test basic authentication with snoop by accessing the following URL:
htt p: // host name. domai n: 9080/ snoop. A login panel appears. Type in any valid user ID
and password in your configured user registry. If the login panel fails to appear, there is a problem.

9. Test form login by bringing up the administrative console:
htt p: // host nanme. domai n: 9090/ admni n. A form-based login page appears. Type in the
administrative user ID and password that was used for configuring your user registry when
configuring security. If the login panel fails to appear, there is a problem.
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Enabling global security in the Network Deployment environment

Enabling global security in the Network Deployment environment differs from a stand-alone base application

server. In the Network Deployment environment, the configuration is stored temporarily in the Deployment
Manager until it is synchronized with all of the node agents.

After setting the Enabled flag to on and to save the configuration has been saved to the repository. Verify that
the validation that occurs after you click OK in the Security > Global Security panel is successful (see
previous steps on how to do it in the Enabling global security in Single Server or Base environment section)

Note: Lightweight Third Party Authentication (LTPA) is the configured authentication mechanism because

distributed security tokens are required. The user registry is typically Lightweight Directory Access Protocol
(LDAP) or Custom, as Local OS only works for a single machine setup.

1. Issue the force file sync command from the administrative console to push a copy of the new
configuration to all of the running node agents. If a node agent fails to get the security-enabled
configuration, communication with the deployment manager fails due to a lack of access (it will not
be security enabled). To force a file sync at any specific node, complete the following steps from the
administrative console:

Nodes

Alist of nodes in this cell. You can add new nodes into the cell by clicking on "Add Mode™ and specifying a remote, running WebSphere Application
Server instance. [i

Total: 2

Filter

Preferences

IW Remove Node Synchronize Full Resynchronize | Stop |
[]|Hame % Status & &

IBM3727 LH

[] |\BM9727Manager @

___a. Go to System Administration > Nodes and select the check box of all of the nodes (you do not
need to select the deployment manager node).

__b. Click Full Resynchronize to verify that the file sync has occurred. The message might indicate
that the nodes already are synchronized. This message is OK. When synchronization is initiated,
verify that the Synchronized status displays for all nodes.
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Stop the Deployment Manager. Manually restart the Deployment Manager from the command line or
service. To stop the Deployment Manager, complete the following:

Go to System Administration > Deployment Manager and click Stop. This action logs you out of
the administrative console and stops the Deployment Manager process. Also from the command

line, you can locate <i nst al | ati on_r oot >/ Depl oynent Manager / bi n and type
st opManager . bat

UNIX system: /opt/WebSphere/DeploymentManager/bin/stopManager.sh

Restart the Deployment Manager process. To restart the Deployment Manager process, locate the

<instal |l _root >/ bi n directory and type st art Manager . bat or st art Manager . sh on
UNIX System.

Once the Deployment Manager initialization is complete, go back into the administrative console to
complete this task. Remember that security now is enabled in only the Deployment Manager. If you
enabled single sign on (SSO), specify the fully qualified domain name of your URL, for example,
http://myhost.domain:9090/admin. When you are prompted for a user ID and password, type the
one you entered as the administrator ID in the configured user registry.

UNIX system: / opt / WebSpher e/ Depl oynment Manager / bi n/ st art Manager . sh

Restart all node agents to make them security enabled. You must have restarted the Deployment

Manager in a previous step before completing this step. To stop all node agents, complete the
following:

Node agents

Defines a physical machine upan which server processes may execute, as well as ping timeouts, nanny config, as well as other config settings
required by the Node Agents components [i

Total: 1
Filter

Preferences

Stop Restart Restart all Servers on Mode
Name % Node Status + ¢
nodeagent IBMa727 G

___a. Go to System Administration > Node Agents and select the check box beside all node agents.

Click Restart. A message similar to the following displays at the top of the panel: The node
agent on node NODE NAME was restarted successfully.

___b. Alternatively, if you previously did not stop your application servers, restart all of the servers

within any given node by clicking System Administration > Node Agents and clicking the node
agents you want to restart all the servers. Then, click Restart all Servers on Node. This action
restarts the node agent and any started application servers.
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Verify that all of the node agents are up and running in the domain. It is recommended that you stop
all application servers during this process. If any node agent fails to restart, run a manual file
synchronization utility from the node agent machine to synchronize the security configuration from
the deployment manager. Otherwise, the malfunctioning node agent does not communicate with the
deployment manager after security is enabled on the deployment manager. This step consists of
going to the physical node and running the client syncNode command. This client logs into the
Deployment Manager and pulls down all of the configuration files to the node agent. This action
ensures that the configuration is security-enabled. To resynchronize, complete the following:

___a. Ifthe node agent is started, but not communicating with the Deployment Manager, stop the node
agent by issuing a command:

st opServer

If security is enabled on this node agent, issue the command in the
<install ati on_root>/ AppSer ver/ bi n directory:

st opNode -username <admi ni strative_user_name> -password
<adm ni strative_password>

The admi ni strati ve_user _nane is the administrative user configured for the user
registry.

UNIX system: / opt / WebSpher e/ AppSer ver/ bi n/ st opNode. sh - user nane
<adm ni strative_user_name> -password <admi ni strative_password>

b. Issue the command:

syncNode CELL HOST 8879 -usernanme <adninistrative_user_nane> -
password <adm ni strative_password >

The CELL_HGOST is the host name where the Deployment Manager resides. The port 8879 is the
default SOAP connector port. If that port number has changed, you must specify the changed
port. The adni ni strati ve_user _name is the administrative user configured for the user
registry.

c. Restart the node agent by issuing the following command: st ar t Node

UNIX system: / opt / WebSpher e/ AppSer ver/ bi n/ st art Node. sh

Restart all application servers on each node agent. If you have not already stopped your application
servers before performing these steps, restart them now. To restart application servers on a node
agent (they must already be started), go to System Administration > Node Agents. Click a node
agent and select Restart all Servers on Node. If all servers already are stopped, start the servers
by going to Servers > Application Servers and selecting the servers that you want to start. Click
Start.
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7. If you go to System Management > Nodes and the status of the node is Unknown, go to that node
and physically stop and restart the node agent.

__a. To stop the node agent, issue the following command: st opNode - user nane
<adm ni strative_user_name> -password <admi ni strative_password>

__b. To start the node agent, issue the following command: st ar t Node

UNIX system: / opt / WebSpher e/ AppSer ver / bi n/ st opNode. sh —user nane
<adm ni strative_user_name> -password <admi ni strative_password>

Testing the configuration

After restarting the server in secure mode, run a couple of simple tests to verify that most facets of security are
working properly.

1. Test basic authentication with snoop by accessing the following URL:
htt p: // host name. domai n: 9080/ snoop. A login panel appears. Type in any valid user ID
and password in your configured user registry. If the login panel fails to appear, there is a problem.

Note: The snoop servlet is only available in the domain if you included the Def aul t Appl i cati on when
adding the application server to the cell. The -i ncl udeapps option for the addNode command migrates
Def aul t Appl i cati on to the cell. Otherwise, skip this test.

2. Test form login by bringing up the administrative console:
http://host nane. donai n: 9090/ admi n. A form-based login page appears. Type in the
administrative user ID and password that was used for configuring your user registry when
configuring security. If the login panel fails to appear, there is a problem.
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Security Problem Determination

If you encountered a problem with any of those tests, check the WebSphere Application Server

/1 ogs/ server _nane/ Syst emQut . | og file for hints about the problems that occurred. There are no
special requirements to view this log. It is located in the

installation directory/logs/applicationServerName directory, and by defaultis named
SystemOut.log.

Network Deployment: If you have any problems restarting the node agents or application servers, review the
output logs in the WAS/ | ogs/ nodeagent or WAS /| ogs/ ser ver _nane directory, respectively.

There are two techniques that you can use to view the log for an application server.
1. View the JVM log from the administrative console.
___a. Start the administrative console.

___b. Click Troubleshooting > Logs and Trace in the console navigation tree. To view the logs for a
particular server, click on the server name to select it, and then click JVM Logs.

__c. Select the runtime tab.

__d. Click View corresponding to the log you want to view.
2. View the log from the machine where they are stored.

__a. Go to the machine where the logs are stored.

___b. Open the file in a text editor or drag and drop the file into an editing and viewing program.
» Did security appear to initialize properly?

A lot of security code is visited during initialization so you will likely see problems there first if the problem is
configuration related. The following sequence of messages generated in the SystemOut.log indicates normal
code initialization of an application server in which the security service has started successfully:

This sequence will vary based on the configuration, but the messages are similar:

SASRas A JSAS0001I: Security configuration initialized.

SASRas A JSAS0002I: Authentication protocol: CSIV2/IBM

SASRas A JSAS0003I: Authentication mechanism: SWAM

SASRas A JSAS0004I: Principal name: MYHOSTNAME/aServerID

SASRas A JSAS0005I: SecurityCurrent registered.

SASRas A JSAS0006I: Security connection interceptor initialized.
SASRas A JSAS0007I: Client request interceptor registered.
SASRas A JSAS0008I: Server request interceptor registered.
SASRas A JSAS0009I: IOR interceptor registered.

NameServerImp I NMSV0720I: Do Security service listener registration.
SecurityCompo A SECJ0242A: Security service is starting
UserRegistryI A SECJ0136I: Custom Registry:com.ibm.ws.security.registry.nt.NTLocalDomainRegistryImpl
has been initialized
SecurityCompo A SECJ0202A: Admin application initialized successfully
SecurityCompo A SECJ0203A: Naming application initialized successfully
SecurityCompo A SECJ0204A: Rolebased authorizer initialized successfully
SecurityCompo A SECJ0205A: Security Admin mBean registered successfully
SecurityCompo A SECJ0243A: Security service started successfully
A

SecurityCompo SECJ0210A: Security enabled true
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The following is an example of messages from a server which cannot start the security service. In this case the
administrative user ID and password were given to communicate with the user registry is wrong, or the user
registry itself is down or misconfigured:

SASRas A JSAS0001I: Security configuration initialized.
SASRas A JSAS0002I: Authentication protocol: CSIV2/IBM
SASRas A JSAS0003I: Authentication mechanism: SWAM
SASRas A JSAS0004I: Principal name: MYHOSTNAME/aServerID
SASRas A JSAS0005I: SecurityCurrent registered.
SASRas A JSAS0006I: Security connection interceptor initialized.
SASRas A JSAS0007I: Client request interceptor registered.
SASRas A JSAS0008I: Server request interceptor registered.
SASRas A JSAS0009I: IOR interceptor registered.

I

NameServerImp NMSV0720I: Do Security service listener registration.

SecurityCompo A SECJ0242A: Security service is starting

UserRegistryI A SECJ0136I: Custom Registry:com.ibm.ws.security.
registry.nt.NTLocalDomainRegistryImpl has been initialized

Authentication E SECJ4001E: Login failed for badID/<null> javax.security.auth.login.LoginException:
authentication failed: bad user/password

If none of these steps solves the problem, check to see if the problem has been identified and documented
using the links in Troubleshooting security configurations section of the Websphere Application Server
Information Center:

http://publib.boulder.ibm.com/infocenter/ws5lhelp/topic/com.ibm.websphere.base.do
c/info/aes/ae/tsec_trouble.html

If you do not see a problem that resembles yours, or if the information provided does not solve your problem,
contact IBM support for further assistance:

http://wwe 1.i bm conf support/docvi ew. wss?r s=180&cont ext =SSEQTP&ui d=swg21145599
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Reference:
» WebSphere Application Server Information Center Version 5

http://www-306.ibm.com/software/webservers/appserv/infocenter.html

» IBM WebSphere V5.0 Security Handbook

http://www.redbooks.ibm.com/redbooks/SG246573.html
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