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IBM WEBSPHERE APPLICATION SERVER v5.x – EDUCATION ON DEMAND 

User Registries and Authentication Mechanisms 

Introduction 
A User Registry is a repository of user ids and credentials for authentication purposes. An Authentication 
Mechanism provides support to use these User Registries for authenticating users. This document serves 
as a guide to understanding the different User Registry and Authentication Mechanism options available 
when enabling security within WebSphere Application Server..  

The document also discusses the various WebSphere Application Server specific components that closely 
interact with the User registry and thereby enforce application security based on the user credentials 
embedded in the external client request for an application resource.  

 

User Registry  
WebSphere Application Server (WAS) provides a UserRegistry interface to support many different types 
of directory services including various OS platform user registries (NT registry, NT Domain Controller, 
Unix, iSeries) and LDAP. Other types can be supported by implementing the UserRegistry interface.  
 
 
There are three categories of User Registries: 

• Local OS UserRegistry – An implementation of the UserRegistry interface that interfaces with the 
local OS platform user registry. The local OS platform user registry contains the credentials of the 
operation system users that have a valid userid/password and permissions on the same machine 
as the WebSphere Application Server.  On a Windows platform, the local OS registry can also be 
the Windows Domain. 

 
• LDAP UserRegistry – An implementation of the UserRegistry interface that interfaces with a 

LDAP server to retrieve user information.  The server can be local (on the same machine as the 
WebSphere Application Server) or remote. Further, the access to the LDAP server from the 
Application Server can be over Secure Socket Layer (SSL). 

 
• Custom UserRegistry – Custom implementations that retrieve the users’ information stored in a 

database or a file system or any other custom storage.  
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  Figure 1 

 
 

Authentication Mechanisms 
The WebSphere Application Server Authentication Mechanism is implemented as a Java Authentication 
and Authorization Service (JAAS) LoginModule.  

The Java Authentication and Authorization Service (JAAS) is a set of APIs that can be used for two 
purposes:  

• For authentication of users, to reliably and securely identify who is currently making the request 
within an application, an applet, a bean, or a servlet; 

• For authorization of users, to insure the current execution request and the user associated with it 
have the proper credentials to execute Java code, regardless of whether the code is running as an 
application, an applet, a bean, or a servlet; and  

JAAS provides a pluggable architecture where different login modules can be used for authentication of 
different clients and devices. These login modules are separate from the application and allow Java 
applications to remain independent from underlying authentication technologies. New or updated 
technologies can be plugged in without requiring modifications to the application itself. For example, one 
type of LoginModule may perform a username/password-based form of authentication. Other 
LoginModules may interface to hardware devices such as smart cards or biometric devices.  

JAAS authorization can be used for programmatic credential validation within an application. 
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WebSphere Application Server implements two JAAS LoginModule Authentication Mechanisms:  

1. Simple WebSphere Authentication Mechanism (SWAM) Login Module, and  

2. Light Weight Third Party (LTPA) Authentication Mechanism Login Module.  

 

 

 

 

 

 

 

 Figure 2 
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The difference between the two login modules is in regards to the token generation.   After verifying the 
userid and password, the LTPA Authentication Mechanism will generate an LTPA security token which is 
encrypted by a LTPA key.   The SWAM Authentication Mechanism does not generate a security token.   

 
LTPA security tokens can be forwarded and Single Sign-on can be supported within a Network 
Deployment environment.  LTPA is available in a single server installation, however it is the only 
Authentication Mechanism supported in a Network Deployment environment. The SWAM Authentication 
Mechanism is provided only on the standalone Base package (not available in Network Deployment 
version) and is designed for standalone server environment and for testing environment. Single Sign-on is 
not provided when using SWAM. 
 

 

WebSphere Security using User Registry and Authentication Mechanism 
Now that you have a basic understanding of User Registry, we will get into the details of how WebSphere 
Application Server provides support for User Registry to enforce application security. 

WebSphere Application Server(s) may receive client requests from many different sources and transports. 
Client requests may be coming from a from a browser client via HTTP/HTTPS protocol, from a Java client 
via the RMI/IIOP protocol or from a Web Service client via SOAP over HTTP/HTTPS protocol. Aside from 
the difference in transports, security protocols, and containers, the request flow in all those cases is pretty 
much the same from the security perspective. 
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A security interceptor abstraction represents the module that retrieves the client Authentication data from 
the client request to perform Authentication. The security interceptor may be realized by the Web and EJB 
security collaborators in the case of JSP/Servlet and EJB, 

The Security interceptor uses the WebSphere Application Server - Security Server to perform 
Authentication. The Security Server consists of two sub components:  

1. Authentication Mechanism  

2. User Registry. 
 

 

The WebSphere Application Server Authentication process is based on the type of Authentication 
Mechanism, Authentication data, and the user registry that contains the user data. In cases when a user 
ID and password are supplied for Authentication, the task of checking the password is delegated to a user 
registry. In those cases where a digital certificate is used to prove the user’s identity, the certificate 
credentials are mapped to an associated user registry entry.  
 
To accommodate different types of Authentication mechanisms, Authentication methods, and user 
registries, WebSphere Application Server V5 allows the Authentication Mechanism to be configured 
independently of the user registries. Both SWAM and LTPA Authentication mechanisms may be used with 
any type of user registries. The following table summarizes the Authentication Mechanism and user 
registry configurations. 

 

 

  Unix®           NT®     OS/400® 

Table 1   
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Note: When running as non-root user (on the machine WebSphere Application Server is installed), you 
must use either LDAP Registry or Custom Registry to for the user registry. Local OS Registry cannot be 
used in such a case. There are no such restrictions, however, when running as a root user. 

 

How the Authentication Mechanism and User Registry implementation(s) 
work together: 

 

Figure 4 below outlines the sequence of steps involved in authenticating a user request coming into the 
WebSphere Application Server. Authentication is required for enterprise beans clients and Web clients 
when they are accessing protected resources. Web clients use the HTTP or HTTPS protocol and 
Enterprise beans clients send the Authentication information using CSIV2 or SAS protocol to send the 
Authentication information. 

 

SWAM 
Module 

 

Figure 4 

2004 March, 30 IBM WebSphere Application Server v5.x – Education On Demand Page 5 of 8 

 User Registries 



© Copyright IBM Corporation 2004. All rights reserved 

 

The Web Authentication is performed by the Web Authentication module and the EJB Authentication is 
performed by the EJB Authentication module. The WebAuthenticator and EJBAuthenticator pass the 
Authentication data to the configured Login Module (step 2 in the picture) which can be either SWAM 
or LPTA.  

The Login Module uses the configured User Registry implementation to perform the Authentication. 
The User Registry implementation, in turn, interfaces with the actual repository to authenticate the 
user. If Authentication is successful, the Login Module creates a JAAS subject and stores the CORBA 
credentials derived from the Authentication data in the public credentials list of the subject  

 

 

What has been covered: 
1. The concept of User Registry and Authentication Mechanism within WebSphere Application Server. 

2. Categories of User Registry. 

3. Authentication Mechanisms provided by WebSphere Application Server. 

4. Usage of User Registry and default Authentication Mechanism(s) to configure Security. 

  

Relevant Resources: 
 

 
1. http://publib.boulder.ibm.com/infocenter/ws51help/index.jsp?topic=/com.ibm.websphere.base.doc/info/

aes/ae/csec_registries.html    -- User Registries in WebSphere Application Server 
 

2. http://publib.boulder.ibm.com/infocenter/ws51help/index.jsp?topic=/com.ibm.websphere.base.doc/info/
aes/ae/rsec_customauth.html  -- Custom User Registries in WebSphere Application Server 

 
3. http://publib.boulder.ibm.com/infocenter/wasinfo/index.jsp?topic=/com.ibm.websphere.base.doc/info/a

es/ae/rsec_jaasauthor.html -- JAAS and WebSphere Application Server 
 

4. http://java.sun.com/products/jaas/overview.html  -- JAAS overview  
 

5. http://publib7b.boulder.ibm.com/wasinfo1/en/info/aes/ae/csec_aumech.html -- Authentication 
mechanisms: WebSphere Application Server. 
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other countries, or both: 
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IBM(logo)  pSeries  AIX  Cloudscape  MQSeries 
e(logo)business xSeries  CICS   DB2 Universal Database DB2 
Tivoli  zSeries  OS/390  IMS   Lotus 

Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States, other countries, or both. 
Microsoft, Windows, Windows NT, and 

the Windows logo are registered trademarks of Microsoft Corporation in the United States, other countries, or both. Intel, 
ActionMedia, LANDesk, MMX, Pentium and ProShare are 

trademarks of Intel Corporation in the United States, other countries, or both.  UNIX is a registered trademark of The Open Group in 
the United States and other countries. Linux is a registered trademark of Linus Torvalds.  Other company, product and service names 
may be trademarks or service marks of others. 

Product data has been reviewed for accuracy as of the date of initial publication.  Product data is subject to change without notice.  
This document could include technical inaccuracies or typographical errors.  IBM may make improvements and/or changes in the 
product(s) and/or program(s) described herein at any time without notice.   Any statements regarding IBM's future direction and intent 
are subject to change or withdrawal without notice, and represent goals and objectives only.  References in this document to IBM 
products, programs, or services does not imply that IBM intends to make such products, programs or services available in all 
countries in which IBM operates or does business.  Any reference to an IBM Program Product in this document is not intended to 
state or imply that only that program product may be used.  Any functionally equivalent program, that does not infringe IBM's 
intellectual property rights, may be used instead. 

Information is provided "AS IS" without warranty of any kind.  THE INFORMATION PROVIDED IN THIS DOCUMENT IS 
DISTRIBUTED "AS IS" WITHOUT ANY WARRANTY, EITHER EXPRESS OR IMPLIED.  IBM EXPRESSLY DISCLAIMS ANY 
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NONINFRINGEMENT. IBM shall have no 
responsibility to update this information.   IBM products are warranted, if at all, according to the terms and conditions of the 
agreements (e.g., IBM Customer Agreement, Statement of Limited Warranty, International Program License Agreement, etc.) under 
which they are provided. Information concerning non-IBM products was obtained from the suppliers of those products, their published 
announcements or other publicly available sources.  IBM has not tested those products in connection with this publication and cannot 
confirm the accuracy of performance, compatibility or any other claims related to non-IBM products.  IBM makes no representations 
or warranties, express or implied, regarding non-IBM products and services. 

The provision of the information contained herein is not intended to, and does not, grant any right or license under any IBM patents or 
copyrights.  Inquiries regarding patent or copyright licenses should be made, in writing, to: 

IBM Director of Licensing 
IBM Corporation 
North Castle Drive 
Armonk, NY  10504-1785 
U.S.A. 

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment.  All customer 
examples described are presented as illustrations of how those customers have used IBM products and the results they may have 
achieved.  The actual throughput or performance that any user will experience will vary depending upon considerations such as the 
amount of multiprogramming in the user's job stream, the I/O configuration, the storage configuration, and the workload processed.  
Therefore, no assurance can be given that an individual user will achieve throughput or performance improvements equivalent to the 
ratios stated here. 

Note to U.S. Government Users - Documentation related to restricted rights-Use, duplication or disclosure is subject to restrictions set 
forth in GSA ADP Schedule Contract and IBM Corp. 
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