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The following are trademarks or registered trademarks of other companies.

* All other products may be trademarks or registered trademarks of their respective companies.

Java and all Java-related trademarks and logos are trademarks of Sun Microsystems, Inc., in the United States and 
other countries.

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.

Microsoft, Windows and Windows NT are registered trademarks of Microsoft Corporation.

UNIX is a registered trademark of The Open Group in the United States and other countries.

SET and Secure Electronic Transaction are trademarks owned by SET Secure Electronic Transaction LLC.

Notes:
Performance is in Internal Throughput Rate (ITR) ratio based on measurements and projections using standard IBM benchmarks in a controlled environment.  The actual throughput that any user will experience will vary depending 
upon considerations such as the amount of multiprogramming in the user's job stream, the I/O configuration, the storage configuration, and the workload processed.  Therefore, no assurance can be given that an individual user will 
achieve throughput improvements equivalent to the performance ratios stated here. 

IBM hardware products are manufactured from new parts, or new and serviceable used parts. Regardless, our warranty terms apply.

All customer examples cited or described in this presentation are presented as illustrations of  the manner in which some customers have used IBM products and the results they may have achieved.  Actual environmental costs and 
performance characteristics will vary depending on individual customer configurations and conditions.

This publication was produced in the United States.  IBM may not offer the products, services or features discussed in this document in other countries, and the information may be subject to change without notice.  Consult your 
local IBM business contact for information on the product or services available in your area.

All statements regarding IBM's future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only.

Information about non-IBM products is obtained from the manufacturers of those products or their published announcements.  IBM has not tested those products and cannot confirm the performance, compatibility, or any other 
claims related to non-IBM products.  Questions on the capabilities of non-IBM products should be addressed to the suppliers of those products.

Prices subject to change without notice.  Contact your IBM representative or Business Partner for the most current pricing in your geography.

See url http://www.ibm.com/legal/copytrade.shtml for a list of trademarks

Trademarks

ACF2 and Top Secret are either registered trademarks or trademarks of CA, Inc. or one of its subsidiaries.
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● zSecure Admin

● zSecure Visual

● zSecure CICS Toolkit

● zSecure Audit

● zSecure Alert

● zSecure Comand Verifier

● Tivoli Compliance Insight Manager (TCIM)

Agenda
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● Acquisition has closed effective 
January 22, 2007

● Consul executive team 
integrated into IBM Tivoli 
leadership

● Consul development and 
service team retained and 
expanded

● Consul solutions (Consul 
InSight and zSecure) are 
shipping as Tivoli products

● Founded in 1986

● Privately held software company

● 89 employees in US and Europe 

● Over 350 customers worldwide

● Patent pending W7 compliance 
methodology

● Parent company in Delft, 
Netherlands; US subsidiary 
in Herndon, VA

Consul Consul –– A Part Of IBM TivoliA Part Of IBM Tivoli
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On July 3, 2007, IBM announced: Additions we needed:
– Add-on security tools for 

automating admin and audit
– Enterprise-wide identity 

and access management 
– Monitor, audit and 

compliance 
tools with enterprise view

Introducing The IBM Tivoli Introducing The IBM Tivoli zSecurezSecure SuiteSuite

Enterprise Security 
Monitoring and 
Audit Reporting

Enterprise Identity 
and Access 

Management

Tivoli Compliance 
Insight Manager 

(TCIM)

Tivoli Security 
Operations 

Manager (TSOM)

Tivoli Identity 
Manager (TIM) 

for z/OS

Tivoli Federated 
Identity Manager 

for z/OS

Tivoli Directory 
Integrator (TDI) 

for z/OS

Tivoli 
Directory 
Server for 

z/OS

A cornerstone for
Tivoli’s z/OS Security strategy

New: ITSO redp4355
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IBM Tivoli IBM Tivoli zSecurezSecure AdminAdmin

Enables more efficient and effective RACF 
administration, using significantly less resources

Highlights:

Automate routine tasks to simplify 
administration

Identify and analyze problems to 
minimize threats

Merge databases quickly and 
efficiently

Display data from the active (live) 
RACF database

Integrates smoothly with IBM Tivoli 
zSecure Audit

Store non-RACF data to reduce 
organizational costs
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IBM Tivoli IBM Tivoli zSecurezSecure AdminAdmin
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IBM Tivoli IBM Tivoli zSecurezSecure VisualVisual

Reduces the need for scarce, RACF-trained expertise 
through a Microsoft Windows–based GUI for RACF 
administration

Highlights:

Decentralize RACF 
administration to optimize 
resources

“Scope Down” Administrative 
Capabilities

Avoid need for TSO/ISPF 
rollouts

Administer from a live RACF 
database

Easy Cloning of user templates
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IBM Tivoli IBM Tivoli zSecurezSecure VisualVisual
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IBM Tivoli IBM Tivoli zSecurezSecure CICS ToolkitCICS Toolkit

Allows you to perform mainframe administrative tasks 
from a CICS environment, freeing up native-RACF 
resources 

Highlights:

RACF administration from a 
CICS interface

Web-enablement CICS-RACF 
API 

Customize screens

Perform resource access 
checks

Support security of legacy 
applications
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IBM Tivoli IBM Tivoli zSecurezSecure AuditAudit

Compliance and audit solution that enables you to 
automatically analyze and report on security events 
and detect security exposures

Highlights:

Live analysis of critical 
information

Beyond just z/OS and RACF 
analysis

Customize reports to meet 
specific needs with flexible report 
and alert language

Analyze SMF log files to create a 
comprehensive audit trail

Analyze RACF profiles and ACF2 
entries to get fast answers

Detect system changes and 
integrity breaches to minimize 
security risks

Track and monitor baseline 
changes for RACF and ACF2

Integrated remediation with Tivoli 
zSecure Admin

Seamless links to enterprise audit 
and compliance
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IBM Tivoli IBM Tivoli zSecurezSecure AuditAudit

z/OS Status Audit – Detailed reports

z/OS Status Audit – Automated 
vulnerability assessment
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IBM Tivoli IBM Tivoli zSecurezSecure AuditAudit

z/OS Status Audit – Trusted userID report

z/OS Status Audit – Drill down 
with details
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IBM Tivoli IBM Tivoli zSecurezSecure AlertAlert

Real-time mainframe threat monitoring allowing you to 
monitor intruders and identify mis-configurations that 
could hamper your compliance efforts

Highlights:

Threat knowledge base with 
parameters from your active 
configurations

Broad range of monitoring 
capabilities, including monitoring 
sensitive data for misuse on:

- z/OS

- IBM RACF

- CA ACF2 and 

- z/OS UNIX subsystems.

Easily send critical alerts to 
enterprise audit, compliance and 
monitoring solutions

Integrated remediation with Tivoli 
zSecure Admin
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IBM Tivoli IBM Tivoli zSecurezSecure AlertAlert

Integration with Tivoli Security Operations Manager

Real time RACF and 
ACF2 monitoring 

leveraging Tivoli zSecure 
Alert
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IBM Tivoli IBM Tivoli zSecurezSecure Command VerifierCommand Verifier

Policy enforcement solution that enforces 
compliance to company and regulatory policies by 
preventing erroneous commands

Highlights:

Prevent noncompliant 
administrative command 
execution

Supports policy definitions to 
provide mandatory and default 
values for which RACF does not 
provide appropriate defaults

Command Audit Trail feature 
stores changes to profiles in the 
RACF database

Easy independent installation for 
use on all systems for which 
policies must be enforced

Grant users granular access to 
specific commands they would 
normally be unable to access
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IBM Tivoli IBM Tivoli zSecurezSecure Command VerifierCommand Verifier

…Against the 
creation of 

wrong 
usernames

…Against 
the creation 
of default 
passwords
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IBM Tivoli Compliance Insight Manager (TCIM)IBM Tivoli Compliance Insight Manager (TCIM)

● Integrate the Mainframe with TCIM Enterprise Compliance 
Dashboard

● W7 Patent Pending Analysis Engine
● PUMA (Privileged User Monitoring and Audit)
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IBM Tivoli Compliance Insight Manager (TCIM)IBM Tivoli Compliance Insight Manager (TCIM)

● Broad analysis of activity and audit records 
gathered from multiple platforms
– Includes z/OS events in the enterprise dashboard!
– z/OS, RACF, CA-ACF2, CA-Top Secret, DB2, TCPIP, 

z/OS UNIX

● SMF Record types (mainframe logs) gathered
– 0, 2, 3, 4, 5, 6, 8, 10, 14, 15, 16, 17, 18, 19, 20, 21, 

22, 23, 24, 25, 26, 28, 30, 31, 32, 33, 34, 35, 36, 27, 
39, 40, 41, 42, 43, 45, 47, 48, 49, 50, 52, 53, 54, 55, 
56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 68, 69, 70, 
71, 72, 73, 74, 75, 76, 77, 78, 79

– 80, 81 (RACF)
– 82 (ICSF – Integrated Cryptographic Services Facility)
– 83 (Security Events)
– 84, 85, 88, 91, 92, 94, 96, 99, 100, 101, 103, 108, 

109, 115, 116, 118, 119, 120
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