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See url http://www.ibm.com/legal/copytrade.shtml for a list of trademarks

The following are trademarks or registered trademarks of other companies.

Java and all Java-related trademarks and logos are trademarks of Sun Microsystems, Inc., in the United States and
other countries.

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.

Microsoft, Windows and Windows NT are registered trademarks of Microsoft Corporation.

UNIX is a registered trademark of The Open Group in the United States and other countries.

SET and Secure Electronic Transaction are trademarks owned by SET Secure Electronic Transaction LLC.

* All other products may be trademarks or registered trademarks of their respective companies.

Notes:

Performance is in Internal Throughput Rate (ITR) ratio based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual throughput that any user will experience will vary depending
upon considerations such as the amount of multiprogramming in the user's job stream, the I/O configuration, the storage configuration, and the workload processed. Therefore, no assurance can be given that an individual user will
achieve throughput improvements equivalent to the performance ratios stated here.

IBM hardware products are manufactured from new parts, or new and serviceable used parts. Regardless, our warranty terms apply.

All customer examples cited or described in this presentation are presented as illustrations of the manner in which some customers have used IBM products and the results they may have achieved. Actual environmental costs and
performance characteristics will vary depending on individual customer configurations and conditions.

This publication was produced in the United States. IBM may not offer the products, services or features discussed in this document in other countries, and the information may be subject to change without notice. Consult your
local IBM business contact for information on the product or services available in your area.

Al statements regarding IBM's future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only.

Information about non-IBM products is obtained from the manufacturers of those products or their published announcements. IBM has not tested those products and cannot confirm the performance, compatibility, or any other
claims related to non-IBM products. Questions on the capabilities of non-IBM products should be addressed to the suppliers of those products.

Prices subject to change without notice. Contact your IBM representative or Business Partner for the most current pricing in your geography.

ACF2 and Top Secret are either registered trademarks or trademarks of CA, Inc. or one of its subsidiaries.
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Agenda

zSecure Admin

zSecure Visual

zSecure Audit

zSecure Alert

zSecure CICS Toolkit

zSecure Comand Verifier

Tivoli Compliance Insight Manager (TCIM)

2 Seeurfty Update
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e Founded in 1986

e Privately held software company
e 89 employees in US and Europe
e Over 350 customers worldwide

e Patent pending W7 compliance
methodology

e Parent company in Delft,
Netherlands; US subsidiary
in Herndon, VA

e Acquisition has closed effective
January 22, 2007

e Consul executive team
integrated into IBM Tivoli
leadership

e Consul development and
service team retained and
expanded

e Consul solutions (Consul
InSight and zSecure) are
shipping as Tivoli products

k@ 2 Seeurfly Updats

s s s e

© 2007 IBM Corporation




On July 3, 2007, IBM announced:

Tivoli

Tivoli
zSecure  zSecure
Audit* Admin
Tivoli
’ z&pcurle
3 isua
RACF

Verifier CICS Toolkit

*Also available for ACF2 and TopSecret
**Also avallable for ACF2

Additions we needed:

— Add-on security tools for
automating admin and audit

— Enterprise-wide identity
and access management

— Monitor, audit and
compliance
tools with enterprise view

New: ITSO redp4355

Enterprise Security
Monitoring and
Audit Reporting

Enterprise ldentity
and Access
Management

Tivoli Compliance Tivoli Security Tivoli Identity Tivoli Federated Tivoli Tivoli Directory
r Insight Manager Operations Manager (TIM) Identity Manager Directory Integrator (TDI)
(TCIM) Manager (TSOM) for z/0S for z/OS Server for for z/0OS
L& neunvuRs “o8 5
Highlights:
o . = Automate routine tasks to simplify
Enables more efficient and effective RACF administration
administration, using significantly less resources ,
99 y = |dentify and analyze problems to
minimize threats
, efficiently
= Display data from the active (live)
RACF database
= Integrates smoothly with IBM Tivoli
zSecure Audit
Tivoli
zSecure = Store non-RACF data to reduce
Visual organizational costs
zSecure
CICS Toolkit
*Also available for ACF2™ and Top Secret®
**Also available for ACF2
{
2 Seeurfiy Update .
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=1 Session A - [32 x 80]

EBEX

zSecure Admin+Audit for RACF USER overview Line 1333 of 1377
All users 4 S5ep 2007 09:44
User Complex HMName Dfl1tGrp Ouwner RIRP S0A gC LCX Grpj
___ WSADMIN ZTO1 WAS ADMINISTRATOR WSCFG1 PLS I 1
___ WSADMSH ZTO1 WAS ASYHMCH ADMIN TAS WSCFG1 PLS P 1
___ WSDMNCR1 ZTO1 WAS DAEMON CR WSCFG1 PLS I CX 1
__ HWSGUEST ZTO1 WAS DEFAULT USER HSCLGP PLS I H 1
__ WSIMSRYVY ZTO1 WSTHM TASK SYSPROC PLS I S X 1
__ HSIMTH £T01 WSIM TEST MANAGER SYSPROC JERRY S H 1
___ RKWTR ZTO1 KWTR SYSPROC PLS ® 1
_ HWUTRZ2 £T01 AUTR SYSPROC PLS H 1
___ ZAADMIN ZTO1 WAS ADMINISTRATOR ZACFG SENIOR 1
___ ZAADMSH ZTO1 WAS ASYHMCH ADMIN TAS ZACFG SENIOR P 1
___ ZACRU ZTO1 WAS DAEMON CR ZACFG SENIOR P E 2
__ ZACTWTR ZTO1 WAS TRACE WRITER ZACFG SENIOR P 1
___ ZAGUEST ZTO1 WAS DEFAULT USER ZAGUESTG SENIOR R X 1
___ ZASRU £T01 HAS APPSYR SR ZASRG SENIOR P 4]
___ ZBRADHMIN ZTO1 WAS ADMINISTRATOR ZBCFG SENIOR 2
___ ZBRADMSH ZTO1 WAS ASYHNCH ADMIN TAS ZBCFG SENIOR P 1
___ ZBCRU ZTO1 WAS DMGR CR ZBCFG SENIOR P E 2
__ ZBCTWTR ZTO1 WAS TRACE WRITER ZBCFG SENIOR P 1
___ ZBGUEST ZTO1 WAS DEFAULT USER ZBGUESTG SENIOR RP 1
___ ZBOWMNER ZTO1 WAS HFS OWMER ZBCFG SENIOR | 1
___ ZB3RU ZTO1 WAS DMGR SR ZBSRG SENIOR P 4af
__ ZCADMIN ZTO1 WAS ADMINISTRATOR ZCCFG PIERRE 1
___ ZCRADHMSH ZTO1 WAS ASYMCH ADMIN TAS ZCCFEG PIERRE P 1
___ ZCCRU £T01 HWAS DAEHMON CR ZCCFG PIERRE P Cc 1
___ ZCGUEST ZTO1 WAS DEFAULT USER ZCGUESTG PIERRE R ® 1
__ ZCOWMER ZTO1 WAS HFS OWMER ZCCFG PIERRE P 1
___ ZCS3RU ZTO1 WAS AFPPSVR SR ZCSRG PIERRE P E 2
__ ZERCRU £T01 WAS DAEHMON CR ZECFG STSGJJ P Cc 2|
Command ===> Scroll===> CS5R
IHﬂ. a 32/015
I Socurfty Usda
? 2 © 2007 IBM Corporation
(& Redhooks i
Reduces the need for scarce, RACF-trained expertise Highlights:
through a Microsoft Windows—based GUI for RACF '
administration " Decentralize RACF
administration to optimize
resources
Tivoli zSecure suite = “Scope Down” Administrative
_ Capabilities
= Avoid need for TSO/ISPF
rollouts
'Tsiuuli Eivnli = Administer from a live RACF
zSecure  zSecure
g Uit Admin database
ivoli .
zSecure = Easy Cloning of user templates
Alert**
Z {
Cﬂi]erfll;ﬂed zSecure
Verifier CICS Toalkit
*Also available for ACF2™ and Top Secret®
**Also available lor ACF2
I Socufty Usda
2 © 2007 IBM Corporation
(©* Redhooks 8

e s son O




Fle Edit View Navigate Action Maintenance Window Help

Users * (56)

sefi ame: InstD ata wher efauGre Y ORE nactive Rpire nterval ttempts tConnect | LastPwdChange | Create
& CELDaRGR d N InstD. [ Detaul Revoked [ | Expired | Interval | & LastC LastPudChange | Created
5 Ez;“f;; s SMCI003 STUDENT UK CONTEST SMCGRP SMEGRP 20032007 21032007 06112008
i
evoker wpie 11 11
= o SMCO0TE STUDENT UK CONTEST SMOGRP SHCGRP Revoked Expied 120 10-11-2008 0511-2008
B ooz SMCO0T7 STUDENT UK CONTEST SMOGRP SMCGRP Revoked Ewpired 120 2312006 15112006 31-10:2008
@ pcecre SMCO0G2 STUDENT UK CONTEST SMOGRP SMCGRP Revoked Expied 120 03122006 15112006 08112008
B DRocRP SMCO045 STUDENT UK CONTEST SMCGAP SMCGRP Revoked Expired 120 2212006 15112006 06112008
evoked Expired 120 WAZZ006 15112006 051-200
w0 B IMWED SMCO0BE STUDENT UK CONTEST SMCGRP SHEGRP Revoked Expired 120 01012007 14122006 0311-2008
LICADM evoke: wpie: 12 11 11
SMCO070 STUDENT UK CONTEST SMCGRP SHCGRP Revoked Expired 120 13122006 15112006 05112008
B LoTusGRe SMC0092 STUDENT UK CONTEST SMOGRP SMCGRP Revoked Ewpired 120 04122006 15112006 0511-2008
G o oke upie
NETVGRP SMC0094 STUDENT UK CONTEST SMOGRP SHCGRP Revoked Expired 120 1 06 0511-2008
B OMYSGRP
& sMCeRe SMC003E stupen)  theddes MCGRP Revaked Evpired 120 15112006 15112006 05112008
C evoke: wpie: 11
B sP SMCOM13 sTupen]  Connects MEGRP Revoked Expied 120 0511-2006
B SMPE SMCaT1E STUDEN|  Permits MCGRP Revoked Ewpired 120 10-11-2006 09-11-2006
B SUPPORT SMCO130 STUDEN] e MCGRP Revoked Expired 120 10-11-2008 08-11-2006
B g&iunn SMCO34 STUDEN MCGRP Revoked Evpied 120 10-11-2008 06-11-2008
5 SMCOTE4 STUDEN] [ MCGRP Revoked Expired 120 22006 15712006 0912006 —
uplcate. ..
= EE’EE% SMCTE? STUDEN| fD fd f MCGRP Revoked Expired 120 22006 15712006 06112008
b evoke: wpie: 11- 11
B 5vsciin SMCD171 STUDEN nicree creation of dataset profle  rqpp Revoked Expied 120 10112006 0911200
B SMCoT72 sTUDEN|  Add Segment... MCGRP Revoked Expired 120 10-11-2008 05-11-2008
B UsERiDs SMC0254 STUDEN|  Delete MCGRP Revoked Ewpired 120 27122006 15112006 0511-2008
SMC0290 STUDEN MCGRP Revoked Ewpired 120 20122008 21112006 0511-2008
& ~DHIN Resume. ..
B s SMCO2a STUDEN - MCGRP Revoked Expired 120 15 11 11
I8 BPUSER SMCo2a7 sTupen|  SetPassword.. MCGRP Revoked Expired 120 nd
8 Couser SMCo2oE STUDEN|  Cornect. MCGRP Flevoked Expired 120 o
I DASADMG SMC030S STUBEN|  Gopments MCGRP Revoked Evpired 120 =388 |User =
8 DMUSERS SMCO309 STUDEN N MCGRP Revoked Ewpired 120 . Y —
& 5sHDG SMC0312 sTupen]  Properties MCGRP Revoked Ewpired 120 “ - = -
L=l e SMCO3a STUDENT UK CONTEST SMCGRP MCGRP Revaked Evpied 120
SMCOGZ6 STUDENT UK CONTEST SMCGAP SMCGRP Revoked Expired 120 <<hdvanced
SMCOGES STUDENT UK CONTEST SMCGAP SMEGRP Flevoked Expired 120 . v
Hame: test
Class [ Profil | ProfType | Access | When [ Ubce | waming | Erase | Audts | AudtF | ACL count | Duner | i
AFPL 5 SMCooss Disciete  Read Hare Resd 3 Sv51 Instalation data: |
Datasel (5 SHCO036.™ Geneio  Duwner Hone Read 1 SMCO036 v —
G i e At o Pt 3 e e
MOQUEUE (55 MOIT.SMO0035.~ Geneic  Alter Nene Aesd 3 svs1 Revkesiaus [any 4]
OPERCMDS ) MVS.CANCEL STC.SMCO036 Geneic  Update Here Read 5 svs1 ED =
OPERCMDS & MVS.CANCEL T5U.SMCDOSE Discrete  Update Here Read 2 BABEYS =1
OFERCMDS &) MV START.STC SMCO0S6 Discrete  Update Hone Read 5 5v51 Segment: any ~
OFERCMDS & MV START STCWEBS09S Discrete  Update Hone Read 2 BABEYS
OPERCMDS & MVS.STOP.STC.SMCO096 Discrete  Update Nene Aesd 5 svs1 Cancel
OPERCMDS @& MVS.STOP.STCWEBSS6 Discrete  Update Nene Aesd 2 BABE''S

@

2 Seeurfty Update
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Allows you to perform mainframe administrative tasks

from a CICS environment, freeing up native-RACF

resources

Tivoli z8ecure suite

*Also available for ACF2™ and Top Secret®
“*Also available for AGF2

Verifier

Tivoli
zSecure
Audit*

Tivoli
zSecure
Admin

Highlights:

= RACF administration from a

CICS interface

= Web-enablement CICS-RACF

API

= Customize screens

= Perform resource access

checks

= Support security of legacy

applications

@

2 Seeurfty Update
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Compliance and audit solution that enables you to .
automatically analyze and report on security events
and detect security exposures .

Highlights:

Live analysis of critical
information

Beyond just z/OS and RACF

Tivoli zSecure suite

**Also available for ACF2

zSecure
Command
Verifier

*Also available for ACFZ and Top Secret

zSecure
Alert**

analysis

= Customize reports to meet
specific needs with flexible report
and alert language

= Analyze SMF log files to create a
comprehensive audit trail

= Analyze RACF profiles and ACF2
entries to get fast answers

Tivoli
zSecure
Admin

Tivoli
zSecure
Visual

= Detect system changes and
integrity breaches to minimize
security risks

2Secure = Track and monitor baseline
CICS® Toolkit changes for RACF and ACF2

= [Integrated remediation with Tivoli
zSecure Admin

= Seamless links to enterprise audit
and compliance

[ 2 Seeurfty Update
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z/OS Status Audit — Detailed reports
=1 Session A - [32 x 80] EEX
zSecure Admin+Audit for RACF Display Selection Line 1 of 109
Hame Summary Records Title
|  SYSTEH 1 1 System settings and software levels
_ SYSTEHMAU 1 3 System settings - audit concerns
_ IPLPARM 1 1 Effective system IPL parameters
_ SHMFSUBOP 1 6 SMF subsystem-dependent settings .
_SlUBSYS 1 108 Subsystem Communication VYector Tables Z/OS Status Audlt - Automated
_ V¥5HM 1 21 Virtual storage map g
— WRITABLE 1 7 Globally Writable Common Storage Vulnerablhty assessment
_ MPFMSG 1 23 Message Processing Facility message intercepts
_ JOBCLASS 1 d6 JEg == e s — = — =
— CONSOLE 1 FERNTEY =1 Session A - [32 x BO] DE®X
TR 1 101 Pr¢g SETROPTS settings - audit concerns Line 1 of 11
i ¢ 1 160 Su 4 Sep 2007 12:17
_RE 2 1054 Pr Pri Complex System Count
TAPE 1 1 Ta 34 ZTO1 ZT01 11
~ I0RAPP Q 0 Au Pri Parameter Yalue Audit concern
" DMS o © pMy] — 34 FPROTECTALL Warning MWarnings do not prevent unauthorized a2
~ DMSAUDIT ] o pmy — 30 BATCHALLRACF No Allowing unidentified batch work makes|
THERITS 1 59 Ex] — 30 REVOKE No Too many password violations allowed
= ___ 20 OPERAUDIT No OPERATIONS activity undetectable
= 3833¥0L 163 163 E? il 15 AUDIT_GROUP No Profile changes in GROUP class are not
= SENSAPF 1 337 apl] — 15 AUDIT_USER No Profile changes in USER class are not
~ SENSLINK 1 EE -4l — 15 ERASEONSCRATCH None Disk scavenging threat not countered /
— SENSLPA 1 24 Lpd — 15 HISTORY No Users can use same passwords over and
= i 11 MINCHANGE No Without MINCHANGE users can thwart the|
— SENSALL : 980 Al _ 10 INACTIVE No Apparently unused userids increase risg
— SETROPTS 1 1 RA s 2 TAPEDSN No Tape datasets are unprotected unless T
— SETROPAU 2 22 SEN sorsrokoskorororokokoooolofor Rk koo Bottom of Data sokokoskokokokstorokokok kokokok ok ok ok ook ok ok ok koK
_ ROUTER 1 2 5A
Command ===3>
MA] a
{
ZM@]W Command ===> Serall===3% ESE
(L qu'}@@ MA = 317015




z/OS Status Audit — Trusted userID report

=¥ Session A - [32 x 80] EEX
Trusted userids (may bypass security) Line 1 of 37
4 Sep 2007 12:17

Pri Complex Trusted userids

45 ZTO1 1197
Pri Reasons Userid Name RIP DfltGrp InstData
10 629 ROBVH2 ROB ¥AN HOBOKEN WASUSR YAN HOBOKEN

Pri Cnt Audit concern

] Can submit jobs for trusted user . .
Can make HFS file APF-authorized, APF program can bypass security Z/OS Status Aud]t — Dr]ll dOWn
User privileges and rules may be changed directly on disk . .
Security-relevant parameters may be changed
JCL that runs with high authority may be changed \Vlﬂl(ietalls

N
=~

SRR R R R NNN AR R LMW =S

May change APF program
Can alter the RMM contr

=1 Session A - [32 X BO] EEX

Can change the security Trusted userids (may bypass security) o Line 1 of 25
i s P 2
Can change userid with
Can change APF and BPX.
Can change APF program Trusted subject
Superuser authority, ca Complex used for the attack ZT01
24 May change program in LH _ Trusted userid ROBYH2 ROB VAN HOBOKEN ¥AN HOBOKEN
62 May change program in L Revoked (may be by date)
May mark jobs as propag Inactive, revoked or pending

Trojan horse attack pos Password disabled PROTECTED

Can control which data

Can dump all data sets, Subject scapabiilithy

Privilege on user's complex PermitGrp
Can dump and delete alll 714 ggsociated with privilege SYSPROG
Can print all data sets Access level granted to user ALTER
Can rename all data set RACF profile class DATASET
Can restore and rename RACF profile SYS1.*x
Can add non-RACF define Relative audit priority =]
mmand ===> Audit concern

SO~ 0OOMmMOMOmDOWuwowo

Sensitive object user may compromise
Access level that is exposure UPDATE

=

S NN W
=]

o

Type of sensitive resource MSTR prmlib
Resource class DATASET

_ Resource name SYS1.PARMLIB
¥olume serial for resource ZOORES

System that may be attacked ZT02
Complex that may be attacked ZTO01

[ HAK KKK KRR RK KRR ARk Rkkkkkkk Bottom of Data *akxkkxEkixk KR ARk KKK
ég Command ===> Scroll===> CSR
( s ! Mﬂ. a 31/015]
Highlights:

Real-time mainframe threat monitoring allowing you to _
monitor intruders and identify mis-configurations that * Threat knowledge base with
could hamper your compliance efforts

parameters from your active
configurations

= Broad range of monitoring

sensitive data for misuse on:

- zIOS
2% - IBM RACF
Tivoli Tivoli
zSecure  zSecure - CA ACF2 and

Audit* Admin
Tivoli

- z/OS UNIX subsystems.
zSecure

= Easily send critical alerts to
enterprise audit, compliance and

\  zSecure monitoring solutions
CICS® Toolkit

"~ RACF

Tivoli
zSecure
Command
Verifier

= Integrated remediation with Tivoli

ZIOS zSecure Admin

*Also available for ACF2 and Top Secret®
**Also available for AGF2

(

2 Seeurfty Update :
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Integration with Tivoli Security Operations Manager

Dashboard Reports Tools Options Admin

Visuals Window Help

] PowerGrid

et SPECIAL command - SPECLAL authority 22 L7 {UDF) | 0.0.0.0 | 0,0.0.0 o [+] DEVICE SUFPORT

255 using SECURITY by user without SECUR 33 33 17 UDF) | 0.0.0.0 | 0.0.0.0 o o DEVICE SUPFORT
a set access using READALL by user withou 23 33 17 (UDP) | 0.0.0.0 | 0.0.0.0 1] [+] DEVICE SUPPORT

FBMUSER accessed dara setwith OFERATIC 33 | 33 174U0R) [0.000 0 aegy

| Filekd
} 1 EAM Time

it $e1 ccess using MOM-CNCL by user wit 23 3z 17 (UDF) 0.0.0.0 | €} Time this evert was necetved by he EAM (sccording: 20070319 200549

< = . | w1he EAM'S clock).

Senser Time

Tme the sensor detecied this event (sccording i 20070019 200549

the sensors clock).

Sensor Name

MName of the Sensor Tha re ported this evenl.

Sanser Type

Type of Sanscr that reporied this event

CONSUL

Protocol

Pretocol number of the event

Source IP

‘Source address of this event. aeoo

Destination 1P

Duesiination address of this event. weoe

Source Port

Soarce port of this event.
tination Port

ton port of this evert.

TQBELOTL DOG
DIND

ronOperationised Operations: “eveniiniegl = Alert: non-OPERATIONS use r IBMUSER accessed data
e st with OPERATIONS - ..~ “evenfiien = 2003-1:23,11:45:39.3,+1.0° "o WhatO SNAME =

SONE DATASET" GnWHAtALLOWED: = READ™ = CONTROL" - -
Additicnal indormaticn ascclated with IS VROL e e - hoNAME = T.QBFJ.O.TL DOG" “WhaIDESC = WARMING® “whallOBNAME = RACE=
“whereSYSTEM = DING"

[ Done
—
@ ng’mﬁ © 20U/ 1BIVI LOorporaton 15
Policy enforcement solution that enforces Highlights:
compliance to company and regulatory policies by = Prevent noncompliant
preventing erroneous commands administrative command
execution
provide mandatory and default
values for which RACF does not
provide appropriate defaults
" Tivoli Tivoli = Command Audit Trail fgatqre
zSecure  zSecure stores changes to profiles in the
Audit*  Admin RACF database
Tivoli
. z&g‘:l“a’r = Easy independent installation for
RACF use on all systems for which
: policies must be enforced
zSecure
cﬂm}?e"rd CICS® Toolkit = Grant users granular access to
specific commands they would
normally be unable to access
*Also available for ACF2™ and Top Secret®
**Also available for ACF2
@ :mw © 2007 IBM Corporation 16
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& Consul InSight zLock ~ _lof x|

File Edit View Communication Acfions ‘Window Help

B e 2ln] 5lm] = bit] 2 &) el

..Against
the creation au crmbtste

C4R431E Use of default value for DFLTGRP not allowed, command terminated

READY
Of defaUIt au crmbtst® dflt(crmb)
C4R497E Password must be different from DFLTGRP, command terminated
passwords READY
au crmbtst0 dflt(crmb) pass(mypwd)
READY
& Consul InSight zLock L I [=] |

File Edit View Communicaion Actions ‘Window Help

B Bl e Sl - e 2 ol el

Command ===> l
m—— ICH700011 CRMBGUS LAST ACCESS AT 19:58:10 ON MONDAY, FEBRUARY 25, 2002

Hﬂl a IKJ564551 CRMBGUS LOGON IN PROGRESS AT 19:59:29 ON FEBRUARY 25, 2002
[&T [EOiESET O e seveiiod.  TKJ569511 NO BROADCAST MESSAGES

READY

au testuser

ICH4081 USER(CRMBGUS ) GROUP(CRMA ) NAME (GUUS BONNES #1 )

$C4R.USER. ID.TESTUSER CL($C4R
INSUFFICIENT ACCESS AUTHORITY
FROM $C4R.USER.ID.x (G)
ACCESS INTENT (UPDATE ) ACCESS ALLOWED(NONE )
C4R412E Userid TESTUSER not allowed in naming conventions, command terminated

..Against the -
creation of
Wrong Command ===> | stFoTl o

z Seeurfty Upeafs ;
L R b WIE © 2007 IBM Corporation 17

e Integrate the Mainframe with TCIM Enterprise Compliance
Dashboard

e W7 Patent Pending Analysis Engine
e PUMA (Privileged User Monitoring and Audit)

People . Technology

rivil
pusel?sg »

Collect User Activity ) Compliance
& Store Monitoring Dashboard

outsour
trusted

Custom
=st Practices
Compliance
Investigate
9 1S01

consu -
& Retreive

Basel N
HIPAATINY
LAl

Log Continuitys g SeX
Report™ 1 j

imrude
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B & W A 0w H S
Dashboard Trends  Reports  Rogulaions  Policy Groups  Distribuion  Seftings
EPRORADD T
Compli Dashboard ;
D:trarégssa 2::;%“33 onosa:;vor EPRORADE €@ aw
Enterprise Ouerview Seitngs | Tremd graphéc Settings |
T :.:M...,:;..M...mm % et e ey 18, 3007 vl Moy 5%, 3007 mrmﬂ. Farapilans hem Moy 16, 3607 i oy 33, 3607 e Broad analysis of activity and audit records
Finance highy  ~ @ — gathered from multiple platforms
Eivanco lowh P e o~ — Includes z/OS events in the enterprise dashboard!
Cuo iy —p— | = 80 — z/0S, RACF, CA-ACF2, CA-Top Secret, DB2, TCPIP,
i Al el a0 I z/OS UNIX
e .. m___\_,_,_,\/ i e SMF Record types (mainframe logs) gathered
-2 1 O~ [ ) - 0,23,4,5,6,8, 10, 14, 15, 16, 17, 18, 19, 20, 21,
! I A 22, 23, 24, 25, 26, 28, 30, 31, 32, 33, 34, 35, 36, 27,
WPy - g dggagFF 39, 40, 41, 42, 43, 45, 47, 48, 49, 50, 52, 53, 54, 55,
c"f’ #‘;ff « ’ 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 68, 69, 70,
v’d’ 71,72,73,74,75,76,77,78, 79
* Databese Ouerview My repung Add cwstom rapant Export cestom mports - 80, 81 (RAC F)
iy A [ et — 82 (ICSF - Integrated Cryptographic Services Facility)
_J Omm S| e tme Beseription — 83 (Security Events)
L SR, el L IR G ot — 84,85,88,91, 92, 94, 96, 99, 100, 101, 103, 108,
oot | oo 109, 115, 116, 118, 119, 120
POy
o sal g ¥ z/I0OS reports prnct -
-4 Type Title
49
Privileged user access 23
Warning mode i
u;|c.|cr-me:xounne-.es [ |
List ot feded cpetalor afe CONMgUNABon Comrands 3
2 © 2007 IBM Cor i
U poration
(& Redhooks 19
C | v | \
~ J ~
, , ) ,
_r / “ U D)
) =
(
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