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=AES =Advanced Encryption Standard
=ARL =Authority Revocation List *MAC =Message Authentication Code
=CA =Certification Authority *MDC =Message Detection Code
=CBC =Cipher Block Chaining *MD5 =Message Digest 5
«CCA =IBM Common Cryptographic Architecture =OAEP =Optimal Asymmetric Encryption Padding
=CCF =Cryptographic Coprocessor Facility *OCSF =0S/390 Open Cryptographic Services Facility
*CDSA =Common Data Security Architecture =OCSP =Online Certificate Status Protocol
=CEX2A =Crypto Express 2 Accelerator =*PCICA =PCI Cryptographic Accelerator
«CEX2C =Crypto Express 2 Coprocessor *PCICC =PCI Cryptographic Coprocessor
=CFB =Cipher FeedBack =PCIXCC =PCIX Cryptographic Coprocessor
*CKDS =Cryptographic Key Data Set *PKA =Public Key Architecture
=CRL =Certificate Revocation List *PKCS =Public Key Cryptographic Standards
«CRT =Chinese Remainder Theorem *PKDS =Public Key Data Set
=CVC =Card Verification Code =PKI =Public Key Infrastructure
«CVV =Card Verification Value *RA =Registration Authority
=DES =Data Encryption Standard *RACF =Resource Access Control Facility
=DSA =Digital Signature Algorithm *RSA =Rivest-Shamir-Adleman
=DSS =Digital Signature Standard =SET =Secure Electronic Transaction
=ECB =Electronic Code Book *SHA-1 =Secure Hash Algorithm 1
=FIPS =Federal Information Processing Standards =SLE =Session Level Encryption
=GSS =Generalized Security Services =SSL =Secure Sockets Layer
=|CSF =Integrated Cryptographic Service Facility *TKE =Trusted Key Entry
=|ETF =Internet Engineering Task Force *TLS =Transport Layer Security
=|PKI =Internet Public Key Infrastructure =VPN =Virtual Private Network
*KGUP =Key Generation Utility Program
sLDAP =Lightweight Directory Access Protocol
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e Cryptography as of Today — A Refresher
— Why Cryptography ? The Algorithms, the Engines, why Hardware
Cryptography
e Hardware Cryptography and the IBM Mainframe
— System z9 Hardware Cryptography
— System z Operating Systems hardware Cryptography Infrastructure
e Hardware Cryptography and z/OS
— ICSF
— Examples of Hardware Cryptography Exploitation
— Hardware Cryptography Performance
e Introduction to PKCS#11 support at z/OS V1R9
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Cryptography
As of Today

A Refresher

2 Security Updaie

Why Cryptography: ?

* Traditionally: to hide the meaning of transferred or stored data, but also used
to establish:
- data integrity
- Authentication

- A required facility today for personal or industrial computing

* Hardware Cryptography

* Offload cryptographic computation workload
*Some algorithms consumes huge amounts of MIPS

*Increased performance
-Speed of computation by specialized coprocessors

- Security
- Always more secure than a software implementation
- Can implement very sophisticated protection of secrets, depending on device
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Cryptographic Algorithms And Their Use

DES (56 bits)
T-DES (168 bits)
AES (128, 192, 256 bits)

Data transfer (VPN, SSL/TLS, ..)

Data storage (database,

RSA (512, 1024, 2048 bits) CUBMYEE) o)

DSA (512, 1024 bits)

Authentication, key
distribution (VPN,
SSL/TLS handshake, ..)

MD5 (128-bit hash)
MAC, MDC
SHA-1(160-bit hash)

SHA-256 (256-bit hash)
Performed in hardware in System z Data transfer (VPN, SSL/TLS, ..)

Data storage (database,
archives, ...)
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Mainframe
Hardware Cryptography
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2001 2002 2003 2004 2005 2006 2007

Cryptographic Coprocessor Facility (CCF)

|- G3 G4, G5, G6, 29 EC, z800 > X
PCI Cryptographic Coprocessor (PCICC)
— G5, G6, 2900, z800 » X
PCI Cryptographic Accelerator (PCICA)
g 2800/2900 7990 2890 > X
vy
PCIX Cryptographic Coprocessor (PCIXCC) ~p 2890 >3
2990 2890 System z9
CP Assist for Cryptographic Functions
V.V System z9
Crypto Express2 (4764 technology) 7990/z890 =@ >
_‘ ’. :e dwhclltli_mﬂks@ Upds © 2007 IBM Corporation 9
eHardware device pluggable on PCI-X bus - (“PCIXCC")
eSecure coprocessor - Certified at FIPS 140-2 level 4
eAvailable across all IBM platforms
*System p (FC 4764),
*System i (FC 4806)
*System x: 4764-001 card
*System z : Crypto Express 2 Coprocessor (FC 0868/0870)
*Provides the IBM CCA (Common Cryptographic Architecture) services
and API
*Can host specific user algorithms as User Defined Extensions (UDX)
IBM Systems Journal paper at
http://domino.research.ibm.com/tchjr/journalindex.nsf/a3807c5b4823c53f85256561006324be/fc9c727abee8d3f985256eb500713360?0OpenDocument
smw © 2007 IBM Corporation 10
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CP Assist for Cryptographic

Functions (CPACF)

-A facility integrated in each PU
~standard orderable feature

~non-secure (clear keys only)
symmetric, hash, .

Crypto Express 2 (CEX2C)

~Priced feature

-0 to 8 features in a system
-2 secure 4764 coprocessors per

feature

~Secure keys symmetric (DES, T-DES)
and asymmetric (RSA)

~-PR/SM sharable

~Manually configurable into an RSA
accelerator (CEX2A)

Memory Card

~

(
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Secure coprocessor

(e.g. CEX2C)

¥
6\\3‘/;\)?14& :I:> Master Key

Security
officers

Applications Keys
encrypted with MK

=

&G=

Data to encrypt

Encrypted data

+ Master Key zeroization in case
of tampering attempt

FIPS 140-2 Certification (4 levels)

http://csrc.nist.gov/cryptval/140-1/1401val2006.htm

non-secure coprocessor or ‘accelerator

(e.g. CPACF, CEX2A)

Applications Keys
In clear

<: s @: Clear key

Data to encrypt

Encrypted data

Risks vs simplicity and
performance

look for certificate #661

\
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Implementation of the IBM
Message Security Architecture (MSA)
Instructions

(refer to z/Architecture Principles Of Operation

SA22-7832)
Clear key
*DES, T-DES
*AES128
*SHA-1 :
SHA-256 Available on
*PRNG P
IFL
*zAAP
ey Enablement with FC 3863
:
2 Securfly Update .
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PCIXCC (4764-001) ==
Eg[ D Coprocessor <« Card in ) [Coprocessor D }O ‘I
coprocessor or _

TSI accelerator mode -D D E
I D H]%D [ [ coprocesr /
o B i

System z9 EC, z9 BC System z9 BC only (2007)

*“4764" (PCIXCC) based technology
*Provides secure key functions (FIPS 140-2 Level 4 certified)
*Symmetric DES, T-DES encryption/decryption
*Message authentication, hashing
*PIN processing
*RSA asymmetric encryption/decryption and digital signature generation/verification
*Key generation and management, random number generation
*EMV support
*4753 support
*User Defined Extension (UDX) — Built under contract by IBM or 3rd party approved vendor
*Provides clear key RSA functions for SSL/TLS acceleration

Enablement with FC 3863

[ 2 Seeurfty Update
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Java Applicati _I |
- pplication .
Application Middleware/ A
Application
ap ] S
OpenSsl

OpenCryptok engine)
i(PKCS#11)

IBMPKCS11Impl

libica
| z90crypt (devica)
|Crypto Express2 Coprocessor | New secure key support in
Linux for System z
{
(, :mw © 2007 IBM Corporation 15
zZIVSE
TCP/IP
SSLD I
TCP/IP —¢
SSL
SSL-enabled
” ?:SL FO;\P/FE > application
or
VSE .
Application
oypiovse (€ TN
G cryptography
7\
X
VSE Crypto Driver
¥ CPACF
CEX2C
Clear RSA key only
{
: 3 Seexrily Updits © 2007 IBM Corporation 16
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Focusing on
Hardware Cryptography

And z/OS

(

2 Seeurfty Update

e e s e

© 2007 IBM Corporation

17

IMS

DB2
z/OS Encryption Facility

WebSphere Application Server

CICSTS...

RSAIBSafE Applications that use the
AP CDSA API

Middlewares/Applications

RACF
VTAM
VPN
Kerberos v z/OS
PKI API
API Services
NEVE]
CPACF
direct call from i
licati
app 'CZ'"”S IBM CCA API Key datasels CKDS
ICSF Secure keys PKDS
Clear keys
RACF
Hardware
e —
CEX2C ;
Optional Trusted Key Entry (TKE) Workstation
(
z Seeury Update
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SMP/E installable
downloadable FMID
(z/OS V1R6 and above)

SMP/E installable
downloadable FMID
(z/OS V1R6 and above)

In z/OS V1R8
Cryptographic Services

In z/OS V1R9
Cryptographic Services

—>

2seamy NLP://Www-1.ibm.com/servers/eserver/zseries/zos/downloads

© 2007 IBM Corporation
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HCR7730 -

HCR7731 -

HCR7740 -

support for z9 New CPACF functions

support for clear AES key token
support for z9 CEX2A

CKDS Sysplex support

HCR7730 +

PKDS Key management
new Remote Key Loading service API
updated API for ISO 16609 CBC Mode TDES

HCR7731
+ PKCS#11 Support new callable services
+ CFB, PKCS#7 padding

19

{J] Trusted Key Entry
Function  Uilities Help

Hosts

Priced optional feature - A highly secure alternative to

Mast

Incre

Crypto secure
Coprocessors

Master Key \

ICSF

Crypto
Instructions

RACF

TSO/E for the management of secure coprocessors

er Keys and operational keys

Encrypted and signed communications over TCP/IP

sListener in ICSF
*End point is the coprocessor

ased security for

*Access to secure cryptographic coprocessors
*Authorities (security officers) identified by
their password and digital signature

*Option to require multiple signatures before
performing a crypto function

esmart card support

Coprocessors can be administered as groups

Can be used on Linux with secure keys

2 Seeurfty Update
L Redbooks
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SSL/TLS

* z/OS System SSL provides the API to applications

* z/OS System SSL calls
- CEX2C for handshake (RSA) — via ICSF

SSLITL
S client

- CPACEF for data transfer (DES or T-DES) - direct calll

via instructions

z/OS Communications Server — IPSec VPNs
° CEX2C for Key Server authentication

via ICSF
* CPACF for DES or T-DES data encryption

via ICSF

Kerberos (z/OS Network Authentication Service)

Kely negotiation

IKE IKE
JApplications

Signature

»
s AD

CADigital
Mutual authentication with Signature
digital certificates Om
Server's
name
CA Digital /-\’_\\ —

Client's

z/0S

SSLATLS
enabled
application

Communication

encrypted as per

SSL/TLS protocol:
data privacy
data integrity

JApplications

Sockets API

1PACNP.

DAk

IPSec VPN

Encrypted and authenticated data

Sockets API

z/OS - RACF KDC

D= Kerberos
enabled

inter-
service

realm
key

Active Directory

e &
,_,‘; inter-realm

i

* CEX2C for DES or T-DES authentication and data encryption = key
via ICSF I .
200X
2 Seeurfty Update :
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Java
« keystores »
Java application T
/". ) \\
? < "B HFS |
¥ ' = 7 file
JCE Provider M ¢
(IBMICECCA) / ‘~.
T i " RACF E
\ keyrings
«Digital Signatures via RSA \ 4 N ,/,
*One-way: SHA1, SHA256, MD2, MD5 < N PKDS /
*Symmetric Algorithms - DES, 3DES, AES128 |CS|: [
*Asymmetric Algorithms — RSA e .
*Random number generation / I - -
2 Yo © 2007 IBM Corporation 22
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www.ibm.com/servers/eserver/zseries/security/cryptography.html

One CPACEF called with assembler instructions: 400+MB/sec DES, 160+MB/secT-DES,
350+MB/sec SHA-1

Crypto Express 2 (Coprocessor Mode — CEX2C) with ICSF

DES — 4KB blocks
T-DES — 4KB blocks = 4.8 MB/sec
MAC - 4KB blocks = 4.8 MB/sec
DSG ( CRT — 1024-bit) = 2200/sec

SSL handshakes
PKD-CRT 1024-bit

= 5.2 MB/sec for one CEX2C feature

= 2100/sec

Crypto Express 2 (Accelerator Mode — CEX2A) with ICSF

SSL handshakes

PKD-CRT 1024-bit = 6000/sec for one feature with two CEX2A

‘ 2 Seeurfty Update

Redbooks
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CRYPTO HARDWARE ACTIVITY

PACE &
z/0% VIRG SYSTEW ID 5YSl DATE 11/28/2066 INTERVAL 14.59,248
RPT VERSION V1R2 FMF TIME 16,308,068 CYCLE 1.086 SECONDS
mmmmmmmm CRYPTOGRAPHIC COPROCESSOR =mmmmmem
S (1] IpS—— KEV-GEY
TYPE ID  PRATE EXEC TIME UTIL% RATE
PCINCC @ 4,04 6.8 4.8 .00
.81 azes 32,1 .41
2 83 1.1 &8 a
i 0. B0 9.8 Q.00
CcE2C 4 218.8 4.4 93,3 1.91
5 laegs.d 4.8 8.6 1.85
e e e e G PTOGRAPHIC BCCELERBTOR = mmmmm o o oo o
SR 11 ORI S |10 1. | [ —— ME [2B48) ——cooe  —ooeee CRT(1628) ——omom —omee CRT{2048) —-—---
TYPE 1D RATE EXEC TIME UTIL% RATE EXEC TIME UTIL® RATE EXEC TIME UTIL% PRATE EXEC TIME UTIL% RATE EXEC TIHE UTIL%
PCICA & 185.2 1.3 2L.5 1&7.1 1.1 11.8 2] 2] - 1.7 a.7 i1 i1 ]
7ooBoz.3 a6 K43 35,1 4.1 28,6 B.00 9.8 B0 512.8 2.4 24,7 29,85 18.5 1.8
8 k84,8 3.5 4.8 260.4 4.8 218 B.08 9.6 B0 di2.d 2.3 la.s 22,82 18.5 a.1
mmmmmmm ICSF SERVICES mommmmmmmm o o o e
DES ENCRYPTION DES DECRYPTION — ——-ee MAC —cmmmm mmmee HASH -—-- SN || ——
SIMGLE TRIPLE SINELE TRIPLE EENERATE WERIFY SHE-1  SHA-256 TRANSLATE  VERIFY
PATE 497K 497.5 12438 1204K 12438 4975k 4497.5 9.6 1244K 1244
\ SIZE B.75 lagk 16, aa B.al 16, @8 B.61 16 2] |
M A
Resource : z/OS Resource Measurement Facility Report Analysis - SC33-7991
ITSO Redpaper REDP-4358 in preparation
[
p g@@@@mﬂi}y Ukm']ﬂig ;
© 2007 IBM Corporation
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Omegamon XE For z/OS — Crypto Activity

!!E!
|

Digital Signature Generale
st

2

z

=

&
eeeaeaeg

[]
Encipnor 15515

£
i

Baiphar

2
g
:

ccslssssscssss st

Service Call Performance - GARS-PCE - SYSADMIN

preparation
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Other Exploiters Of
z/OS Cryptography
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(product number 5655-P03)

Encrypt -

application

program
LEOS T
EDITPROC exits : Rinsert row |
IMS Segment Edit/Compression exit crace € Asend row 6 DB s B Put enorypled row 3
* DECENCO0 — Secure key ' Te! | contes | Brecohebock el BTN
- CEX2C I e | i
« DECENAOO - clear key | T o |
ed i i s | |
Specified in the b s DESIT-DES key soengar | |
EDITPROC clause of the SQL 5 3
CREATE TABLE statement T T oooooooooooeooos .

Decrypt =

Keys installed with the KGUP (Key applcaton

Generation Utility Program) in the os e
CKDS with a label I T HLEEL T
CPACF ‘-%-’ Es"dr:':'w‘ed DB2 DBM1 address space EGet encrypted row 3
One different key per table if || sorves | QRecsiveback fomdahes® | Dutabase | |
desired CEX2C ! " deorypted EDITPROC st i
% Secure or clear o i
l CKDS DES/T-DES key SDSNEXIT | |

Similar implementation for IMS DB encryption
I S
L :gﬂwlﬁ © 2007 IBM Corporation 27

(Program Product 5655-P97)

Encryption Services DFSMSdss Encryption

(e >

Encryption Services (*)

z/0S

Encryption Services (*) z/0s n ” ‘

sava OpenPGP Support

Encryption Facility for z/OS Client

JAVA
Encryption Facility for z/OS Client

Any platform that supports
2/0S OpenPGP (RFC 2440)

Redbook SG24-7318 Redbook SG24-7434

Sizing services at
http://w3-03.ibm.com/support/techdocs/atsmastr.nsf/84279f6ed9ffde6f86256ccf00653ad3/5dd1cd0d735d3e23862570af0048710f?OpenDocument

2 Seeurfty Update :
(€® Redbooks © 2007 IBM Corporation o8

e s s




TCP/IP

Encryption keys .-~~~

Data
Encryption in
TS1120

AES 256

Encryption Key Manager
Can run in z/OS

'ERM'/

*

v
Java IBMJCECCA

oxexc

TS1100 Tape Family Encryption Potential
Management Benefits

Symmetric key generation * Variety of implementation methods
Symmetric key RSA wrapping/unwrapping « Heterogeneous server support
*RSA keys repository « Avoid host MIPS encryption overhead
« Minimize impact to existing processes and
applications
\ Socurfty Usda
¢ :Gdﬂgﬂkﬁ © 2007 IBM Corporation 29
\
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PKCS#11 Support

New callable service
*CSFPTRC - Token Record Create
*CSFPTRD - Token Record Delete
*CSFPTRL - Token Record List
*CSFPSAY - Set Attribute Value
*CSFPGAV - Get Attribute ValueChanged information

Cipher Feedback Mode (CFB) and PKCS #7 padding for encryption

Changed callable services

*CSNBSYD - Symmetric Key Decipher (new CFB and PKCS-PAD keywords)
*CSNBSYE - Symmetric Key Encipher (new CFB and PKCS-PAD keywords)

[
2 Seeuriy Update |
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Thank You

Any Questions 2

(
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Appendix
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=z/OS ICSF Overview =SA22-7519
=z/OS ICSF System Programmer's Guide =SA22-7520
=z/OS ICSF Application Programmer's Guide =SA22-7522
=z/OS ICSF Administrator's Guide =SA22-7521
=z/OS ICSF Messages =SA22-7523

=z/OS Trusted Key Entry PCIX Workstation User's Guide =SA23-2211
=Writing PKCS #11 Applications =SA23-2231

Redbook SG24-5455 Exploiting S/390 Hardware Cryptography with Trusted Key Entry
Redbook SG24-5942 S/390 PCI Crypto Coprocessor Implementation Guide

Redbook SG24-6870 zSeries Crypto Update

Redbook SG24-7070 z990 Cryptography Implementation

Redbook SG24-6499 TKE V4.2 Update

Redbook SG24-7123 System z9 and TKE V5.0 Crypto Update

Redpaper REDP-4358 Monitoring Hardware Cryptography Activity on System z

2/990-2/890 redpaper at
http://publib-b.boulder.ibm.com/Redbooks.nsf/3c7330a3359¢c75a68525698b007bbec9/06f28a0ffh4292fd85256d8c00666813?0OpenDocument

IBM Systems Journal paper at
http://domino.research.ibm.com/tchjr/journalindex.nsf/a3807c5b4823c53f85256561006324be/fc9c727abee8d3f985256eb500713360?0OpenDocument
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