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Agenda

e RACF Writeable Keyrings
e PKI Services Updates
— Automated Certificate Renewal
— SDBM Support
— Email Notification To Administrator

— Query On Expiring Certificates
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keyrings are readable-only by applications (R_datalib RACF callable service)

Access to keyring and certificates is controlled through the IRR.DIGTCERT.LISTRING and IRR.DIGTCERT.LIST profiles in
the FACILITY class
(READ: access your own keyring, UPDATE: access somebody else’s keyring)
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* Provide new functions in R_datalib, so that RACF keyrings can be created and
populated by applications

5 new functions in R_datalib
*NewRing
*DelRing
*DataPut
*DataRemove
*DataRefresh

See appendix

=Provide more granular access control to keyrings
New RDATALIB class to provide granular ring access control
Access controlled per ring’s owner, ring’s name, access (list/update)

Will roll back to z/OS V1R7 and V1RS8
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. Profiles in the RDATALIB class

»  Access control to the new update functions
<ringOwner>.<ringName>.UPD

* Access control to the ring related read functions
Real ring: <ringOwner>.<ringName>.LST
Virtual ring: <virtual ring owner>.IRR_VIRTUAL KEYRING.LST

* Old type global access control profiles read functions if the new profile is absent
IRR.DIGTCERT.<function>

Application XYZ needs to be able to install certificate in all the key rings with a name that
starts with ABC and owned by ABCJOB in the RACF database

— RDEFI NE RDATALI B ABCJOB. ABC*. UPD UACC( NONE)
— PERM T ABCJOB. ABC*. UPD CLASS( RDATALI B) | D(XYZ) ACCESS(UPDATE)

— Invoke R_Datalib’s DataPut function

—
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z/OS HTTP Server
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Automated certificate renewal

Automatically send a renewed certificate to the owner
before the old one expires

SDBM support
Allow the PKI Services LDAP userID to be specified as a

RACF SDBM distinguished name in the PKI Services
configuration file

Emalil notification to administrator
Notify PKI Services administrator through the email when
there are any requests waiting for his approval

Query on expiring certificates
Allow query on certificates based on the number of days they
will become expired
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PKI Services

Automated
Certificate Renewal
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*Users request for renewal of a certificate when close to expiration
*The renewed certificate gets all the information from the original one
with a new expiration date and a new serial number

*Automated renewal is implemented in z/OS V1R9 PKI Services
*Ease certificate renewal management for users and administrators
*new keywords in
*The PKI Services configuration file (pkiserv.conf)
specification of the time to send
specification of a file for the new certificate to be put on
*The certificates template (pkiserv.templ)
an AUTORENEW directive
the presence of an autoRenew flag

the presence of the notification email address of the receiver

*The capability of sending the certificate by email with the z/OS sendmail utility

@
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Example

*Prepare the pkiserv.conf file so that an e-mail is sent for
certificates automated renewal 30 days before the certificate expiration. The
Email message is in /etc/pkiserv/renewcertmsg.form

Expi r eWar ni ngTi ne=30d
RenewCer t For m=/ et ¢/ pki serv/ renewcertnsg. form

*The specific certificate template is updated for automated renewal of
this certificate type (here the 1-Year PKI SSL Browser Certificate)

<TEMPLATE NAME=1- Year PKI SSL Browser Certificate>
<TEMPLATE NAME=PKI Browser Certificate>
<NI CKNAME=1YBSSL >

<AUTORENEWEY>

%ot i f yEmmi | %86
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*The z/OS PKI Services daemon must provide an LDAP user identity (distinguished
name) for certificates/certificate revocation lists (CRLS) posting into the LDAP
directory

*Prior to z/OS V1R9, The LDAP user DN syntax is constrained by the PKI Services,
with no support for the SDBM (RACF) attributes

*At z/OS V1R9, The DN syntax checking is left to the LDAP server
The following DN is accepted and will work if a valid entry
IS in the SDBM backend

Aut hNanme1=RACFI D=ADM N, PRCFI LETYPE=USER, O=RACFDB, C=US
Aut hPwdl=secr et

\
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*Prior to z/OS V1R9, the PKI Services administrator does not know of any requests
waiting for his approval otherwise than by periodically doing a manual checking

*At z/OS V1R9

Two new keywords in the PKI Services configuration file to
specify the email address(es) of the administrator(s)

eImmediate notification when a new request is pending
AdminNotifyNew=<email address>

Daily notification for accumulated requests
AdminNotifyReminder=<email address>

Another keyword specifies where the message is stored waiting

to be sent using sendmail
AdminNotifyForm=/etc/pkiserv/pendingmsg.form
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z/OS V1R9 - PKI Services Administrator search options

+ Specify search criteria for certificates and certificate requests

Certificate Requests Issued Certificates
O Show all requests (O Show all issued certificates
(O Show revoked certificates
(O Show suspended certificates

(O Show expired certificates

(O Show requests pending approval
() Show approved requests
O Show completed requests

(0 Show rejected requests & Show active certificates (not expired. not revoked. not suspended)
O Show rejections in which the client has been notified O Show disabled certificates (suspended or revoked, not expired)
(O Show preregistered requests (O Show automatic renewal enabled certificates

(O Show automatic renewal capable certificates

Additional search criteria (Optional)

The administrator can query on certificates
Requestor's name based on the number of days they will become
expired
Show recent [V] P
——
how certificates that will expire | (Not Selected) [V 5 applicable to active certificates when recent activity is not selected)
‘ {N_ot_SeIectgd‘j
[ Find Certificates or Cerf| ' ithin one day
Within one week
Withintwoweeks 4
\ /
[
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Thank You

Any Questions :
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Appendix
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e 7z/OS V1R9 Security Server (RACF) Manuals
— Callable Services (SA22-7691)
— Command Language Reference (SA22-7687)
— Security Administrator's Guide (SA22-7683)

e z/OS V1R9 Cryptographic Services Manuals
— PKI Services Guide and Reference (SA22-7693)

‘ - 2 Seeurfty Update
& Redbooks

© 2007 IBM Corporation

22




NewRing
*Create a new key ring
*Remove all certificates from an existing ring

DelRing
Delete a key ring

DataPut
*Connect an existing certificate to a key ring
*Add a certificate, then connect
*Re-add a certificate and its associated private key, then connect

DataRemove
*Remove a certificate from the key ring
*Optionally delete it

DataRefresh
*Refresh the in-storage certificates
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