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Symbols in Text
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WARNING:  Text set off in this manner indicates that failure to follow directions in the 
warning could result in bodily harm or loss of life.

CAUTION:  Text set off in this manner indicates that failure to follow directions could 
result in damage to equipment or loss of information.

IMPORTANT:  Text set off in this manner presents clarifying information or specific instructions.

NOTE:  Text set off in this manner presents commentary, sidelights, or interesting points of 
information.

Symbols on Equipment
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Any surface or area of the equipment marked with these symbols indicates 
the presence of electrical shock hazards. Enclosed area contains no 
operator serviceable parts. 

WARNING: To reduce the risk of injury from electrical shock hazards, do not 
open this enclosure.

Any RJ-45 receptacle marked with these symbols indicates a Network 
Interface Connection.

WARNING: To reduce the risk of electrical shock, fire, or damage to the 
equipment, do not plug telephone or telecommunications connectors into 
this receptacle.



xi
Any surface or area of the equipment marked with these symbols indicates 
the presence of a hot surface or hot component. If this surface is contacted, 
the potential for injury exists. 

WARNING: To reduce the risk of injury from a hot component, allow the 
surface to cool before touching.

Power Supplies or Systems marked with these symbols indicate the 
equipment is supplied by multiple sources of power. 

WARNING: To reduce the risk of injury from electrical shock, 
remove all power cords to completely disconnect power from the 
system.

Any product or assembly marked with these symbols indicates that the 
component exceeds the recommended weight for one individual to handle 
safely.

WARNING: To reduce the risk of personal INJURY or damage to the 
equipment, observe local occupational health and safety requirements and 
guidelines for manual material handling.

Rack Stability

WARNING:  To reduce the risk of personal injury or damage to the equipment, be sure 
that:

■ The leveling jacks are extended to the floor.

■ The full weight of the rack rests on the leveling jacks.

■ The stabilizing feet are attached to the rack if it is a single rack installations.

■ The racks are coupled together in multiple rack installations.

■ A rack may become unstable if more than one component is extended for any 
reason. Extend only one component at a time.
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NOTE:  For continuous quality improvement, calls may be recorded or monitored.
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Chapter 1
Theory of Operation

Overview
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Theory of Operation 1–3
Load Balancing
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Path Verification
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NOTE:  Path Verification is defaulted to enabled for all Novell NetWare systems and is not 
selectable.

Software Components
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Chapter 2
Technical Description

Overview
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NOTE:  Secure Path automatically retries I/O requests that terminated in error due to ownership 
transfers. It also queues new I/O requests until the ownership transfer has completed to ensure 
data integrity. 

Path Definition
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Technical Description 2–3
NOTE:  Compaq SmartStart CD with a higher version number than your RA4100 SAN Solution 
Support Software CD may contain an updated version of RA4100 SAN Solution software.
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Figure 2–1.  Path Definition in an RA4000/4100 Secure Path FC-AL Configuration
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NOTE:  Offline Mode can not be applied to paths that are in an Active State.

Host Controller 
Serial No.

SCSI Port Bus-Target-LUN HBA Slot

Drive D:

(D1)

H1 ABC 1 1 – 1 – 1 2 

H1 XYZ 2 1 – 2 – 1 3 

H2 ABC 1 2 – 1 – 1 2 

H2 XYZ 2 2 – 2 – 1 3 



Technical Description 2–5
Path State

�

���


���
*�+��#"
�,���#,
��
+�������.
�������


�������
�
�
��

�"
��*�+*�"	�!"��
��
���

��!��"
��"�����
�
"
�
��	

���


����%��"���
*���,�

��!����������4	�"


�����+�"
�����!�

	

��!
�������

■ �����������������"

���
���
���"�

���	

�����"�����
�*����,�"�����������"
	
+����!�

���,�"�����&> �
��
����
��
����
�

■ ���������������������"

���
���
���"�

���	

��+�������
��
�����
��!�������
�
�	

���
��


����
��
����
�
�

�"�����+���
���J����������!
���,�����

■ �����������������"

���
���	

���
����"���
��������������
���������������
���	��

����

���
��
������
��!��

��-���!�"

����
��
����

��
	
���:��1)
�
�������"�����

��2�	��,�����
��������

��������"��������!��

��)�����


����

���


����
���	��,����������
�

�,���4
�	�����!�
����!!�"
���!�!
���,����!
��+
"���
���

�������
��,��
����

Failover Operation
.
���,����""����
�
��

�"
��*�%����
�����"
�����
��!�������"����
����������
�"
������"����

�

������
��*�	��!�����	

��!
���,������*�%���������&> ����
"
�,���?�%�,�����
����	����+���

!�����"�����

��)
�
����
�����%���������
��%�
��
�"������!
�����	

�����
���!
������,���

�


��%������
�������
��
		�
��
�����
���
""����+���
�������
�

�	

��

��"�����

���������
�"�
����
���������!�1���!�����2����1#�
���

�2�	

������!
���,���

��
�

���������*���"
�����
����������
��	

��
��������
��
!
����
�������	
�������"�����

��

�
����
���1���!�����6#"
�,�2�	

��!
�����
����%�
"����
��
��1#�
���

��5�#,
��
+��2�	

��

��"�����

��


��	
��
����,��
�����,�"��
��
��1#�
���

��5�#,
��
+���1�	

�����
����
����

"��
����������"�����

��"�
�����
���1#�
���

�6#,
��
+��2�	

��
��1#�
���

�6#"
�,��2�

�
+����6��	��,�����
�����
�*�"�
�
��!�	

���
�
�����
�+��
,�����"����
������+*�
���

��,��
���	
���
��!�

������!���"�����

��



2–6 SANworks Secure Path Version 3.0 for Novell NetWare on RAID Array 4000/4100
Failback Options
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NOTE:  Path Verification is defaulted to enabled for all Novell NetWare systems and is not 
selectable.
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Path Management Behavior Summary
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Table 2-1 (Continued)
Path Management Behavior Summary
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Chapter 3
Hardware Setup for Fibre Channel

Overview
�����"�
	
���	��,�����
���!����%������"�����

��.�+�����
������
��%
�����
�	�

��!���

���F

■ ��!����"���

���
��!�������6
,
��
+���
*�"����"
�����	
����

■ &��

��

����	���������
��

■ &��

��

����	��"�������!�����%���"�����

��.�+�����
�����"��!����

����

■ &��

��

����	��"�������!���+����������"�����

����
���4��
����.�+�����
�����

"��!����

����

Components Required for RA4000/4100 Fibre Channel 
Secure Path Installation

-���!*���"��	
��!�
�����"�����

����!
%
�����
�
���
���.�+�����
������
��%
�����������!���


������

��

�����&!�*���
�����������
�*�"��	����
��	��
���"��

"
�*����
""���
�

��	�����


�,������"
���
������	
����"���"
����������		��
����
���

�

�6D��6 G6� )�#K�



3–2 SANworks Secure Path Version 3.0 for Novell NetWare on RAID Array 4000/4100
����+
��"�����������
��!�����"�����

���	��

����
������
�������
+�� 85��

Installing an RA4000/4100 Secure Path 
Configuration
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Hardware and Standalone Software Setup

New System
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NOTE:  Compaq SmartStart CD with a higher version number than your RA4100 SAN Solution 
Support Software CD may contain an updated version of RA4100 SAN Solution software.
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Table 3–1  Secure Path RA4000/4100 Fibre Channel Installation Prerequisites

Host Feature Requirement

Platform ProLiant and other x86

Operating System Novell NetWare 5.x with upgrade service packs

Secure Path Software Kit SANworks Secure Path for Version 3.0 for Novell NetWare

RAID Storage System(s) StorageWorks RAID Array 4000

StorageWorks RAID Array 4100

RA4100 Controller Firmware Version 2.58

Cluster Kit (optional) Novell NetWare Cluster Services V1.01

Host Bus Adapter(s) (and adapter 
driver)

StorageWorks 64-Bit/66-MHz Fibre Channel Host Adapter

StorageWorks Fibre Channel Host Adapter/P

Fibre Channel Interconnect 
Hardware

FC-AL Switches, SAN (Fabric) Switches, and Fibre Hubs



Hardware Setup for Fibre Channel 3–3
❏ ������"�����

����!
%
���������

�����������
���$�,�����&$��#((��
���
*�����
���

��!���
����
	
�� :�
��"��	��
��
�����"�����

����!
%
������

��

����

:� ���
��%��
������,���

;� &��

���
����!�
�����%��#&/�#��
*��
��
����*�
���
���
�����
��"����"
��
��%
���

B��+�>�%�
"���C�
���"
+�����
""�������
��
������
��"
�����	��,�����%�
��
������

��

����

��"����


�������		���%�
��
���.�+�����
���������	���
�

<� ���

�
�
������,���

=� ���

���
��
����
��
���	��,�������
�


��+�
���!���(�$��������
���#��
*����!����

����

�
���
*�B#��C���"������%�
����
�
�

�
�:�E��

NOTE:  Compaq SmartStart CD with a higher version number than your RA4100 SAN Solution 
Support Software CD may contain an updated version of RA4100 SAN Solution software.
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NOTE:  The following restrictions apply to the initial release of the RA4100 SAN Solution:

■ RA4000/4100 can not be shared by more than one cluster

■ An RA400 owned by a cluster can not be shared with a standalone server)

■ Redundant RA4x00s can not be shared with nonredundant servers

■ Redundant RA4x00s can not be shared by a mix of NT and NetWare servers (all NT or all 
NetWare is acceptable)

■ A server can only support a single or redundant path to the SAN. (For example, a server can 
not attach to multiple SANs.





Chapter 4
Installing Secure Path Software

Overview
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NOTE:  Secure Path NetWare 3.0 is accessed through a Windows management application.
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www.compaq.com/storage/index.html 

NOTE:  To ensure a successful installation, be sure to read the Secure Path for NetWare Release 
Notes and Read Me files before starting the installation process.



4–2 SANworks Secure Path Version 3.0 for Novell NetWare on RAID Array 4000/4100
Secure Path NetWare Server Software 
Installation
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NOTE:  Throughout this document, SPM (Secure Path Manager) means the client GUI.
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Installation Prerequisites
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Installation Overview
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Configure the HOSTS file to add Client IP to name 
resolution  
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                           IP address        (at least 5 spaces) name

    example: 10.100.100.9     shark 
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IMPORTANT:  Client names in the server’s SPAgent configuration area MUST match the case in 
the HOSTS file or the DNS name!!! A message will appear on the NetWare console screen 
‘complaining’ a client name couldn’t be found and it is usually a result of an upper/lower case 
problem or a misspelling. 
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NOTE:  The GUI screen profile password MUST match all of the server’s SPAgent’s password.

NOTE:  The SPAgent’s Client name is case sensitive and MUST match the Client workstation’s 
name as listed in the HOSTS file.

NOTE:  Secure Path NetWare software MUST be installed on the server BEFORE the SPM Client 
software is installed on the workstation.

A maximum of 16 profiles containing a maximum of 16 Hosts each can be configured in the 
SPM.

Installing Secure Path V3.0 for RA4000/4100 on Novell 5.x

Noninteractive Automatic Server Software Installation 
Procedure
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�� ������Product Options -> Install product not listed -> A:\(Message 
prompt), use the <F3> key to specify a different path of : NWSPV30:\NetWare 
and <enter>. 
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SecurePath ‘Agent’ Configuration
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NOTE:  This password MUST match the password in the SPM GUI profiles.
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NOTE:  Load distribution is disabled by default.
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NOTE:  Path Verification is enabled by default.
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SecurePath ‘Client’ Configuration

�� ��������
����1)*��#�	-�
��	����1����"
���F�,���!*�"����"
������
�����
���%����
�����

�� �����1�.*���''���
��	��&
�
��
���
��������
��
"������
�

������
""����
����)�

IMPORTANT:  This entry along with the password entry above gives the Client access to 
SPM.This entry is case sensitive and must match the Client’s HOSTS file entry (for upper and 
lower case).
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IMPORTANT:  Any time changes are made to the SP Agent, the NLM must be stopped and 
restarted in order for the changes to become active!
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Installing Secure Path Manager (SPM) on the Client 
Workstation
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NOTE:  This is recommended since CIM will detect, notify and display hardware faults that can 
make troubleshooting easier.
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SPM Client Installation procedure
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NOTE:  Up to 8 workstations running the SPM GUI software can be run simultaneously on the 
network controlling the Storage Systems. However, there is NO Locking mechanism in the 
software to keep one remote station from ‘undoing’ what another station has just done. Care 
and communication must be maintained if multiple ‘managers’ are allowed access.
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Uninstall Procedures for the Windows Client SPM GUI 
software
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Chapter 5
Managing Secure Path

Overview
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 Launching Secure Path Manager
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Logging on to Secure Path Manager
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Defining SPM Storage Profiles
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NOTE:  Hyphens are not allowed in host names. Hyphens are allowed in cluster names.
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Multiple non-clustered hosts sharing one or more RAID storage systems
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IMPORTANT:  The clusters must be Windows NT, Windows 2000, or NetWare, but you can have 
heterogeneous clusters within the configuration.
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IMPORTANT:  The password is case sensitive. You must use the same letter case each time you 
enter the password.
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Figure 5–1.  Secure Path Login window with a clustered Host storage profile
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Saving an SPM Storage Profile
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NOTE:  Each profile can have a maximum of 16 hosts. There can be a maximum of 16 profiles.

Creating A New SPM Storage Profile
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Selecting an Existing SPM Storage Profile
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Editing an Existing SPM Storage Profile
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Deleting an Existing SPM Storage Profile
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NOTE:  The maximum number of profiles that can be created and saved is 16. To create a new 
profile, delete one of the old profiles. 
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Changing the NetWare Secure Path Agent Password
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Troubleshooting Connection Problems
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Figure 5–2.  Host connection monitor
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Figure 5–3.  Lost host connection Icon
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IMPORTANT:  Note that Load Distribution is valid only in Windows, and is disabled in Cluster 
Server (MSCS) and NetWare systems.
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NOTE:  Path Verification must not be disabled for NetWare.
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Storage System View
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Figure 5–4.  SPM single host storage profile - Storage System view
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Storage Systems and Controllers
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NOTE:  For each subsystem, the controllers are ordered based on the serial numbers. The 
controllers are listed in numerical sequential order, lowest to highest. This list order does not 
relate to the physical order of the controllers in the rack.

RAID Array Storagesets
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RAID Array Storagesets - NetWare
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NOTE:  There can be more than one label assigned to each LUN.
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Figure 5–5.  Novell NetWare SPM Window showing Adapter - Device Unit Path
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RAID Array Storagesets - Windows 
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NOTE:  There can be more than one Drive Letter assigned to each LUN.
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Figure 5–6.  Windows SPM Window showing Drive Letter Path
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Physical Path View
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Figure 5–7.  SPM multi Host Novell NetWare profile - Physical Path view



5–16 SANworks Secure Path Version 3.0 for Novell NetWare on RAID Array 4000/4100
�%���!�
���	

������
���#,
��
+����


���
,��
���!!����
�����
�����+���
�
��
�

��!�
���

���!������)����	

�������"

����
�

�
��*�
���	��,�������

��+*�
""����
�������
����
����

"��
���������������
���"��
�������"�����
�*����,�"����
������!������	

��"��	��
��*�!
��������

�!�
���	

������
������,�,����"��
�������%����
�
���
����
��
������!�������


��

Polling Interval and Display Refresh

������	�
������	�
*���	

���


���"�����
����)�%����	������"
��*�������
��	�

���!����
���

��"�����

�����
������������J����
%����
�
!!�"����)�	��!��������	�
*��	�

������*�%����


�"��!����

����"�
���������	��
���
����	�

������*�
�����!���

����
�

��
��"�
����������

�

��

�%��"���


���"�
�����
���������
��������
��������+*�
�����������&�
��,
��
�

�*���

��
�!����
������	��
���������

#����	�
*���!������	��

�����%��"��*�����,����
������������!�
���-��%�������
������%�
��


���.;���
��*��"
�������)�
��������
�!�����"��!����

������!���

����!����
������
��

��"���������
����
��
���	��!�������)��	�

���
������	�
*�����!���

����������	�����
��
�

��!�����������
�����"��
���!�����%�����	�

��
�����
�������	�
*���
�"
��

����������
��

	��!����
�
��
�����
��	��������	��

�����?�%������
�����!�����

����%������	�����	���
���

���+����!����
����#&/��
��
����*�
�����
����
��
����
�����
�������
������
��
���	��!����



Managing Secure Path 5–17
Managing Storagesets and Paths
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NOTE:  “Repair a Path” throughout this manual is referred to as “Manual Failback.”
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Detecting and Identifying Path and Controller Failures
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Figure 5–8.  Storage system path failure detected
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Storage Controller Path Failure Detected
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Figure 5–9.  Controller path failure detected
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Storageset Path Failure Detected
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Figure 5–10.  Storageset path failure detected
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Figure 5–11.  Storage system failure detected

Figure 5–12.  Storage controller failure detected

Figure 5–13.  Storageset failure detected

Identifying Path Failovers
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Identifying Controller Failovers
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Responding to Failover Events
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Chapter 6
Troubleshooting Secure Path Connection Problems
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NOTE:  For continuous quality improvement, calls may be recorded or monitored.
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