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Before I nstallation (Section 1 through 5)

Warning:

Throughout this documentation, there are occurrences of service passwords and sudo commands that are used
to manage and configure the product. Improper use of these commands and passwords poses significant risk to
the product and your data. It isimperative that these commands and passwords are used only as documented.

1.0 Machines Affected
Thisisafield patch installation instruction for the TS7530 3954-CV7 Virtualization Engine.

This patch should be installed on all TS7530 systems, with software version 3.1 that do not have patch update-
vel465upto22-SPO5 installed.

| mportant Note:

Technical Bulletin Regarding TS7500 and Removing Failover Confiqgurations

If amachineisin afailed-over state or atake-over state, you must NOT attempt to remove failover. In
addition, if failover must be removed to change configurations of the machine (such as IP addresses, etc.) then it
must be ensured that the system is not in afailed-over state, atake-over state, or afailover-suspended state. If
any of these cases are true, call IBM support immediately.

1.1 Check Software version of TS7530

Y ou can check the version of TS7530 software and determine whether or not the patch is already installed,
using the VE Console Version Info tab.

1. If necessary, start the TS7500 Virtualization Engine management console (V E console) workstation by
performing one of the following:

e |f thereis adesktop shortcut for the VE for Tape Console application, double-click it.
e |f thereisnot adesktop shortcut for the VE for Tape Console application, click Start — All Programs
— IBM — VE for Tape — VE for Tape Console.

Note: Thisisthe default installation location for the VE for Tape Console application. The location of
the application might differ for you.
2. Double-click VE for Tape Serversto expand the TS7500 list.
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3. Double-click any server icon.
4. Inthe VE for Tape User Login window, enter the following user name and password:

Userid: vetapeuser
Password: veuser password

Note: The user name and password are case-sensitive
5. Click on the VE Console Version Info tab (refer to Figure 1) to see what patches you have installed. If you

see “3.1.5.22" mentioned in the version info, then you already have patches up to Patch 22 installed. Please
close the VE Console after you have verified this information.

] IBM TotalStorage TS7500 V3 R1 Virtualization Engine for Tape Console M=)
File Edit Wiew Tools Help

- VE for Tape Servers General [Event Lag [Version InFn:m
SR cvani
r:}j_f Virtual Tape Library System Sepver Version:
g 'Li-_] SAN Clients IBM WE for Tape Server v3.00 (Build 1465.0.01)
f;‘-‘ ;| Reports
,"I 1 _ Console Version:
G |ijg, Physical Resources IBM VE for Tape v3.00 (Build 1465)
o [ ovani2
= - ) RAS

10/14/2008 13:10:19 [ras-B] Logged out | ¥ | Gerver:cvt3fubl | 5:12 PM
Figurel
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2.0 Prerequisites

If using a 64-bit Windows host, ensure the installed level of the IBMTape driver isat aminimum of 6.1.8.2 or
higher.

Attention:
Special notesfor HA (High Availability) configurations

In each step, there will be times when the servers are required to be restarted or rebooted. Since thiswill trigger
afailover, it isrequired that failover is suspended. Instructions on how to suspend failover can be found in
section 3.1 Suspend Failover (Only for systems with Failover configured).

Removing failover is not recommended and should never be done unless directed by IBM support prior to
doing so.

If failover has been not configured yet, it isIBM’s adviceto first install the upgrades and patches outlined in
this document prior to configuring HA. After failover has been suspended, it isimportant to allow enough time
for the systems to activate their Primary Server IPs. While in most cases, it takes only 2 to 3 minutes for the
server IP to become active, it can take abit longer. If after 20 minutes, the server |P access has not been
restored, please call IBM support for assistance.
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2.1 Patch 22 Prerequisite

This patch should beinstalled on all TS7530 systems, with software version 3.1 that do not have patch update-
vel465upto22-SP05 installed.

Download the latest patch by completing the following steps:

1. Using the VE console workstation, go to the following Virtualization Engine patch download page:
http://www-01.ibm.com/support/search.wss?rs=1310& tc=ST ST5U& dc=D420& dtm

2. Select the following patch level file and save it to adirectory on the VE console workstation.

e update-vel465upto22-SP05.zip
e CVT3.0-Console-1465-07.zip
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3.0 Preparation

Installation of this patch is disruptive to normal TS7530 operation. Application of the patch will cause the 3954-
CV7 server software to shutdown and restart. Application of the patch also requires the CV7 server itself to be
rebooted. Schedule time when the TS7530 system can be taken out of normal operation.

Attention:

Ensurethat all host jobsto the TS7530 are quiesced, and complete all pending T S7530 oper ations.

3.1 Suspend Failover (Only for systems with Failover configured)

For HA configurations (FC-7420 Failover/Failback Enable), use the VE for Tape Console application to
Suspend Failover on both 3954-CV7 serversin the frame. Refer to Figure 2 and Figure 3, and use the following
procedure to Suspend Failover on each server in the frame (both the upper and lower server if in an HA
environment).

1. If necessary, repeat steps 1 through 4 in section 1.1 Check Software version of TS7530, to start the VE
for Tape Console application and login to the VE for Tape server (Figure 2), or highlight the VE for
Tape server if aready connected, using the following userid and password:

Userid: vetapeuser
Password: veuser password

From the VE for Tape Console application, right-click the TS7530 Server.
Click Failover — Suspend Failover. Refer to Figure 3.

wnN
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File Edit View Tools Help

:ﬁ VE for Tape Servers | Generéq ' )

5!]’ Enter VE for Tape Server login information

WE for Tape Server: cvt3fiti
lser Mame: vetapeuser

Password: SRR ERRREREE

(o] [oemea]

10/28/2008 12:06:19 [IBM-4DFSCES2C30] Console started
Figure2
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WARNING:

Y ou must choose Suspend Failover and not Remove Failover Server or any of the other options, otherwise

unpredictable results may occur.

-] IBM TotalStorage TS7500 V3 R1 Virtualization Engine for Tape Console

View Tools Help

Fil=  Edit

0000

) WE for Tape Sernvers
= ) CVT3

Discanneck

Change Passward
Eey Management

Failover

10/28/2008 12:07:28 [cvt3fve2] Logged in

GEHEFEITI Event LDE]’[ Wersion Infol Failover Infl:urmatil:ua\ 1

Mame Walue
= Mame cvtafit
lachine Mame 9.11.218.87
Iser Mame vetapeuser
[ype CWT3.0 HA Lower Server (X375
sorl-2 Dual-Core AMD Opteronitm) Processol
» Remave Failover Server ethl - mtu 1500 inet9.11.218.201 ma

Skart Takeaver cvb3fvt2

Diagnostic Summary Data

Suspend Failover

eth0:1658 - mtu 1500 inet192167.163.

eth1 - mtu 1500 inet192168.0.¥ mac

eth1:168 - mtu 1500 inet192167.169.

License
View Update Failover Options Fibre Channel
System Maintenance ]
Mode Readf\rite
COptians p Status Cnline
Lp Time 19 hours 40 minutes 55 seconds 5
Properties i— S " —
ot P - — Eﬂl'
| 5

v Servericvk3fvel | 2:09 PM

Figure3
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4.0 Purpose and Description

This patch should beinstalled on all TS7530 systems, with software version 3.1 that do not have patch update-
vel465upto22-SPO5.

5.0 Installation Time

The average time to install this patch on aHA configuration is 1.0 hour. The number of persons required to
install the patchis 1.
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6.0 Details of Installation

Perform the steps outlined in section 6.1 Patch Installation on each server present before proceeding to section
6.2 Resume Failover. Y ou should always start with the lower server in the frame and proceed to the upper
server.

6.1 Patch Installation

Use the following procedure to install the patch on each 3954-CV7 VE for Tape server (both the upper and
lower server if in an HA environment). Refer to Figure 4 through Figure 11.

1. Useazip utility program to extract the contents of update-vel465upto22-SP05.zip to a directory on your
hard drive. Note thislocation as you will require thisinformation in Step 5.

2. If necessary, repeat steps 1 through 4 in section 1.1 Check Software version of TS7530 to start the VE
for Tape Console application.

3. Highlight the VE for Tape server and click Tools — Add Patch (Figure 4).

] IBM TotalStorage TS7500 V3 R1 Virtualization Engine for Tape Console M=)
File Edik View Tools Help

.@_ ,ﬁ‘_ @ 3 Consale Options Chrl+0

& Set up Custom Menu Chrl+U
_-) WE far Tay i3ather Diagnostic Summary Data  Chrl4+G FX Failaver Infnrmatinﬂ l
':‘) CVT3 Set VE For Tape Debug Level Chrl+L Value i
Add Patch Chrl+Shift+A cvtafvtt
911.218.87
Rallback Patch Ctrl+Shift+R. vetapeuser
Save Configuration Chrl+5 CWT3.0 HA Lower Serve
Dual-Core AMD QOpterar
ethd - mtu 1500 inet 9.1

Metwark Interface eth0:168 - mtu 1500 ine
Metwork Interface eth1 - mtu 1500 inet‘lglﬂ
E ) . I —— B
j 41— b -
10/28/2008 12:11:21 [cvk3fve2] Logged in | ¥ | Gerver:cvt3fubl | 2:13 PM
Figure4
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4. Select “OK” when presented with the following Warning Message (Figure 5).

’

Add Patch to VE for Tape Server "cvt3fvt1"”

Warning:
! Y Applying a server patch may cause the server to restart, Please make sure there is no critical operation running

an the server before proceeding. Applying the wrong patch may make the server inoperable,

| ok ] | canceL |

Figure5

5. When presented with the Select Patch File window (Figure 6), index to the VE Console workstation
directory where you unzipped the update-vel465upto22-SP05 patch file and select the file.

_J patch
File Edit \ew Favorites Tools Help

Q Back ~ (g ? /.-\: Search Folders Ev K2 Fol

: Address ([CJ) C:\patch

=update-ve 1465upto 22-5P05:
File and Folder Tasks ¥
Other Places ¥
Details ¥
Figure6

6. When presented with the confirmation window, type “YES’ to confirm (Figure 7)

Please confirm you wish to add patch:
"update-vel465upto22-SPOS"

Descripkion:
"3.1.5.22 service pack inchuding all fixes up to 22 to Build 1465 on kernel 2.6.16.46-229-smp; requiring server reb

Type YES to confirm:

Figure?7
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7. 1If the“Add Patch to VE for tape Server” window appears, click OK (Figure 8).

Note: The server software will shutdown and restart.

=,

Add Patch to VE for Tape Server "ras-B"

- Add patch job has been submitted successfully,
\l‘) Depending on the patch, vou may be logged out of this VE for Tape server,
Plzase log in after a while.

Figure8

8. TheVE for Tape Console application will be disconnected from the VE for Tape server (Figure 9).

i-] IBM TotalStorage TS7500 V3 R1 Virtualization Engine for Tape Console

o

File Edit WView Tools Help

L XY X7

) VE for Tape Servers Ge.—.eram

Mame Walue

Server Mame cwt3fut

Login Machine Mame 911.218.87
Login User Mame vetapeuser
Status Mot logged in

Figure9

9. Oncethe server software has completed the restart (approximately 2 to 5 minutes) you will be able

connect to the VE for Tape server from the VE for Tape Console application (Figure 10).
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=] IBM TotalStorage TS7500 V3 R1 Virtualization Engine for Tape Console M=
File Edit View Tools Help
@ L7 @ 'H?J'
'_) VE for Tape Servers Generam
-, i cvra Name Value
S W Server Mamea cvi3fit1
Conneck - -
i @ I Login Machine Mame 9.11.218.87
Sy ) RAS Connect As Login User Mame vetapeuser
_____ @ b - Status Motlogged in
----- @ ras-B
10/28/2008 12:19:49 [ras-A] Conneckion is broken, v Local:IBM-4D7SCES2C30 | 12:20 PM

Figure 10

10. Check the TS7530 Event Log of each server, using the VE for Tape Console application Event Log tab,
to confirm the successful installation of the patch (refer to Figure 11). There should be an Event Log
entry stating the “Patch update-vel465upto22-SP05 installation completed successfully”.

Note: You may have to scroll through the log in order to find this entry depending on the configuration

of your TS7530.

03/08201011:15:11

40000

TLE Module Started

03/08/201011:15:07
i} RER

=

7000

Patch update-ve146522 installation completed successfully.

Patch update-ve146521 installation completed successfully.

I

I

I

| O3RN0 11-15603
Figure 11

7ann

Patch undate-ve1 465210 installatinn comnplated successfully

11. After patch installation has been verified, the server must be rebooted.
Open aPuTTY Session by performing the following steps from the PUTTY console:

Note: If PUTTY is not installed, refer to “Install PUTTY on VE Console” in the TS7530 User's
Guide (GC27-2179-00) and return to this point once compl ete.
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Click Start.

Click All Programs.

Click PUTTY.

Click PUTTY.

Enter IP Address of the server you are connecting to where specified.
Select Open.

Enter the following userid and password. The userid and password are case-sensitive.
Login: vetapeservice

Password: servicedu

h. At the command prompt, enter the following command:

sudo shutdown -r now

@rpPpop o

12. Repeat the above steps (section 6.1) on the second server if in an HA configuration.
13. After the server reboots in 5-10 minutes, continue to section 6.2 Resume Failover.

Contact IBM support for assistance if the patch installation did not compl ete successfully.
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6.2 Resume Failover (Only for systems with Failover configured)

Attention:

Only perform this step if section 6.1 Patch Installation has been successfully performed on both the upper and
lower serversin the failover pair. If you have not already done so, perform the stepsin section 6.1 Patch
Installation on the other member of the failover pair.

For HA configurations (FC-7420 Failover/Failback Enable), use the VE for Tape Console application to
Resume Failover on both 3954-CV7 servers. Refer to the following procedure to Resume Failover on each
server present (both the upper and lower server if in an HA environment).

1. If necessary, repeat steps 1 through 4 in section 1.1 Check Software version of TS7530 to start the VE for
Tape Console application and login to the VE for Tape server, or highlight the VE for Tape server if
aready connected, using the following userid and password:

Userid: vetapeuser
Password: veuser password

2. From the VE console, right-click the TS7530 Server.
3. Click Failover —Resume Failover.
4. Repeat for upper server if inan HA environment.
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6.3 VE Console Patch Installation

Perform the following steps on the VE console workstation and all other systems with the VE console installed
on them.

Note:

If the VE for Tape Console application is open, please close the application prior to performing
these steps.

1. Perform the following steps to backup the | PStor Consolejar file:

a. Navigateto the C:\Program FilesIBM\VE for Tape\Console\Bin\ directory and locate your
I PStor Consolejar file.

Note: Thisdirectory may vary if you did not choose the default install location during the initial
installation.

b. Right click on the I PStor Console.jar file and select Rename from the pop up window. Rename
thisfileto I PStor Console.old.

c. Select Yeson the pop up confirmation window, if displayed.

2. Useazip utility program to extract the contents of CV T 3.0-Console-1465-07.zip into the C:\Program
FilesIBM\VE for Tape\Console\Bin\ directory or whichever directory you navigated to in step 1a above.
The zip fileincludes anew version of | PStor Console,jar.

a. Navigate to the location where the file was unzipped. Locate the file CVT3.0-Console-1465-07 jar.

b. Right click on the file CVT3.0-Console-1465-07.jar and select Rename from the pop up window.
Rename thisfileto |PStor Consolejar.

3. If prompted whether or not you wish to replace the destination file, choose Y es.

update-ve1l465upto22-SP05, 3.1.5.22 Page 17 of 21
3.1.5.22

© Copyright IBM Corp.2008



Engineering Documentation

4. To verify that the patch was properly installed, start the TS7500 Virtualization Engine management console (VE
console) workstation by performing one of the following:
o If thereisadesktop shortcut for the VE for Tape Console application, double-click it.
o If thereisnot a desktop shortcut for the VE for Tape Console application, click Start — Programs — IBM
— VE for Tape — VE for Tape Console.

Note: Thisisthe default installation location for the VE for Tape Console application. The location of the
application might differ for you.

o SdlecttheHelp — About menu. If you are at Version 3.00 (Build 1465-07) Build Date: “Nov 02, 2009”,
then you have successfully applied the V E console portion of this patch.

] About IBM TotalStorage TS7500 V3 R1 Virtualizat...

TotalStorage TS7500 V3 R 1 Virtualization Engine for Tape

“ersion 3.00 (Build 1455-07) Build Date: "Nowv 02, 2008"
Copyright IBM and suppliers. 2000-2002

Figure 12
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7.0 Rolling Back Patches

Warning: Patch rollback should be done only as per recommendation of your Technical Support Representative.
Improper rollback of a patch may cause damage to your system.

Follow the procedures in section 3.1 Suspend Failover (Only for systems with Failover configured) to suspend
failover before rolling back any patches.

1. If necessary, repeat steps 1 through 4 in section 1.1 Check Software version of TS7530 to start the VE
for Tape Console application.
2. Highlight the VE for Tape server and click Tools — Rollback Patch

] IBM TotalStorage TS7500 V3 R1 Virtualization Engine for T
File Edik View Tools Help
5 Caonsale Options Chrl+0
j Setk up Custom Menu Crrl+U
-) VE for Taj i3ather Diagnostic Summary Data  Chri4+-G |
= ') CVT3 Set VE For Tape Debug Level Chrl+L
Add Patch Ctrl+Shift+a |
Raollback Patch Ctrl+-Shift+R
. __j: Save Configuration Chri+-5 |
° B :
T - T |

Figure 13

3. Sdlect “OK” when presented with the following Warning Message.

-

Rollback Patch on VE for Tape Server "cvt3fvt1"

Warning:
! Yy  Rollback a server patch may cause the server to restart, Please make sure there is no critical operation running
an the server before proceeding, Selecting the wrong patch to rollback may make the server inoperable.

ok ] [ CANCEL ]

Figure 14
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4. Select the patch you want to rollback from thelist and click Ok.
Warning: Patch rollback should be done only as per recommendation of your Technical Support
Representative. Improper rollback of a patch may cause damage to your system.

] Rollback Patch

Select the patch to rollback,

RAvailable patch to rollback:
Mame Description Detail
e e
|update-'¢e1 46517 ldentification: 3.1.3.17 patch fixing issue... IIII [A
lupdate-ve146518 ldentification: 3.1.3.18 patch fixing issue.. JT__#»
lupdate-ve146519 |dentification: 3.1.3.19 patch fixing issue. [C_—_®
lupdate-ve146520 ldentification: 3.1.3.20 patch fixing issue.. J.__»
lupdate-ve1 46521 Identification: 3.1.3.21 pateh fixing issue. J[CL_® ] |=
lupdate-ve146522 Identification: 3.1.4.22 patch fixing issue... [__®___ |+
Warning: Patch rollback should be done only as per recommendation of your Technical Support
Representative. Improper rollback of a patch may cause damage to your system.
e T T T e ST T e T e e
5. Type“YES’ to confirm the patch rollback
Rollback Patch

Please confirm you wish to rollback patch:

"update-vel46522"

Description:

"Identification: 3.1.4.22 pakch fixing issues with CLI "

Type YES ko confirm:
Figure 16
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6. Click on OK after the patch has been removed.
Rollback Patch

- Rollback patch job has been submitted successfully,
“J‘) Depending on the patch, vou may be logged aut of this VE For Tape server,
Please log in after a while.

Figure17

7. A server reboot isrequired after you have removed the patch.
a OpenaPuTTY Session by performing the following steps from the PUTTY console:

Note: If PUTTY is not installed, refer to “Install PUTTY on VE Console” in the TS7530 User’'s
Guide (GC27-2179-00) and return to this point once compl ete.

Click Start.

Click All Programs.

Click PUTTY.

Click PUTTY.

Enter IP Address of the server you are connecting to where specified.
Select Open.

Enter the following userid and password. The userid and password are case-sensitive.
Login: vetapeservice

Password: servicedu

i. At the command prompt, enter the following command:

sudo shutdown -r now

S@ o ap T

8. After the server reboots in 5-10 minutes, refer to section 6.2 Resume Failover. Contact IBM support for
assistance if the patch removal did not complete successfully.
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