%/VIV@'EI( Release Note

Product Name: <MA8391-ETV >

Release Version: < 0113a_SA2019002 >

Date: <2019/09/02>

Product Type X] Camera [ ] NVR [ |Software

New Feature:

- N/A

Changed Feature:

- N/A

Bugs Fixed:

- Fixed CVE-2019-14457, Stack-based buffer overflow via a crafted HTTP header.

- Fixed CVE-2019-14458, Allow a denial of service via a crafted HTTP header.

- Fixed CVE-2019-14477 SACK Panic (Linux >= 2.6.29)

- Fixed CVE-2019-11478 SACK Slowness (Linux < 4.15) or Excess Resource Usage (all Linux
versions)

- Fixed CVE-2019-11479 Excess Resource Consumption Due to Low MSS Values (all Linux
versions).

Release Version: < 0113a >

Date: <2019/04/15>

New Feature:

N/A

Changed Feature:

N/A

Bugs Fixed:

- Fixed CVE-2019-10256, an authentication bypass vulnerability.

Release Version: < 0109a >

Date: <2018/12/07>
New Feature:
N/A

Changed Feature:
- Remove “Customsafe100” from Configuration > Network > DDNS > Provider list.

Bugs Fixed:
- Fixed CVE-2018-18244, persistent XSS via HTTP Referer header.

- Fixed CVE-2018-18005, DOM-Based XSS vulnerability in camera event_script.js

CP02-WI-012-04-4



%/VIV@'EI( Release Note

- Fixed CVE-2018-18004, a notification will show on camera home page when hidden service
has been enabled.
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