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CP02-WI-012-04-4 

Product Name: SD9364-EH-v2 

Release Version: 0120b_SA2019002 

Date: 2019/08/28 

Product Type  Camera    NVR   Software 

  

New Feature: 

-  Support Bonjour. 

-  Support Trend Micro event. 

-  Support Trend Micro refund. 

-  Support showing hostname on DHCP server. 

Changed Feature: 

-  Upgrade VADP version to 1.4.2.0. 

-  Upgrade ONVIF version to 18.12. 

-  Support setting multiple languages for host name, video title, etc. 

-  Users can download a specific time interval recording from SD card. 

-  Embedded Genetec protocol. 

-  Removed Genetec package. 

-  Removed DDNS forget key button. 

-  Change the default authentication of streaming protocol from basic to digest. 

Bugs Fixed: 

-  Fixed CVE-2019-14457, Stack-based buffer overflow via a crafted HTTP header. 

-  Fixed CVE-2019-14458, Allow a denial of service via a crafted HTTP header. 

-  Fixed CVE-2019-14477 SACK Panic (Linux >= 2.6.29) 

-  Fixed CVE-2019-11478 SACK Slowness (Linux < 4.15) or Excess Resource Usage (all Linux 

versions)  

-  Fixed CVE-2019-11479 Excess Resource Consumption Due to Low MSS Values (all Linux 

versions). 

-  Fixed no streaming via multicast issue when using Genetec Security center. 

-  Fixed an issue in which SD card playback on multiple web clients could cause playback fail. 

-  Fixed an issue in which formatting SD card could cause other service fail. 

-  Fixed an issue in which users can set http port to empty by CGI commend. 

-  Enhanced the stability of firmware upgrade. 

-  Fixed wrong fps information display in 3rd party software. 

Known Issue: 

-  If the snapshot and log file is sent when the event trigger type is set to smart SD, users will not 

able to search them in Content management page. 

-  In digest mode, users will need to login more than one time and may need to re-login when 

switching page. 

-  If sending a file to the NAS event action, the NAS will not receive the file and the mounting 
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status might become Error. 

 

 

Release Version:0104j 

Date:2019/05/27  

New Feature:  

-  First release 

Changed Feature: 

-  N/A 

Bugs Fixed:  

-  N/A 

 


