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1. Installation Guide

This installation guide document describes the procedure of installing the ONVIF Device Test Tool v.
15.06 in section 2, ONVIF Device Test Tool installation.

Before installing the ONVIF Device Test Tool, make sure the media framework ffdshow is installed.
This framework is required for real-time audio and video playback and display. If installed prior to the
installation of the ONVIF Device Test Tool, the framework will be automatically configured during the
test tool installation process. Alternatively, the ffdshow framework can be configured manually as
described in section 3, Confiquring ffdshow. The ffdshow framework can be downloaded and
installed from http://sourceforge.net/projects/ffdshow-tryout/.

Windows 7, and later Windows versions, requires the ‘Function Discovery Resource Publication’
service to be disabled for device discovery to work properly. Section 4, Device Discovery
Troubleshooting, describes how to do that.

The installation of ONVIF Device Test Tool v. 15.06 does not remove any previously installed ONVIF
Test Tool versions, i.e. older ONVIF Test Tool versions should be manually uninstalled.
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2. ONVIF Device Test Tool installation

2.1. StartInstallation

To start the installation of the ONVIF Device Test Tool launch setup.msi or setup.exe. They are
located in the directory where the test tool zip-file was unpacked

2.2. Welcome Page

The first page of the installation application is the welcome page. Click ‘Next’ to proceed.

13! ONVIF Device Test Tool 15.06 Setup - &

Welcome to the ONVIF Device Test Tool
15.06 Setup Wizard

The Setup Wizard will install OMVIF Device Test Tool 15.06
on your computer, Click Mext to continue or Cancel to exit
the Setup Wizard.

OnviF

2.3. License Agreement

Read through the license agreement. If accepting the license agreement, select the ‘l accept the
terms in the License Agreement’ check-box and click ‘Next’ to proceed. Otherwise, click the ‘Cancel’
and the installation will terminate without the ONVIF Device Test Tool being installed. If necessary,
click ‘Print’ to print out the License Agreement.

ONVIF Test Tool v.15.06 Installation Guide June 2015
Copyright © ONVIF 2015. All rights reserved. Page 4



n V I F http://www.onvif.org/
Driving IP-based physical security through global standardization

info@onvif.org

o ONVIF Device Test Tool 15.06 Setup = =

End-User License Agreement

Please read the following license agreement carefully O n VI F

S
ONVIF LICENSE AGREEMENT
Thi= iz a legal agreement between you (either
individual or an entity) and CHVIF. By installing,
copying or otherwise using the S30FTWARE, vyou are
agreeing to be bound by the terms of this agreement.
CHVIF SOFTWARE LICENSE
1. GEANT OF LICENSE. ONVIF grants to you as ONVIF
Member the right to use the S0FTWARE. The S5CFIWAERE W
[ ]1 accept the terms in the License Agreement

Print Back Mext Cancel

2.4. Targetinstallation folder

The installation application provides a default target installation folder. To select another target
directory, click ‘Change ...” and select the desired new target installation directory.

Select the ONVIF Device Test Tool availability for all users of the target machine or only the one user
installing the tool.

Once the target installation directory and tool availability are correct click ‘Next’.
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13 ONVIF Device Test Tool 15.06 Setup - =

Destination Folder

Click Mext to install to the default folder or dick Change to choose O
another. n VI F

Install OMVIF Device Test Tool 15.06 to;

IC:‘lFrugram Files (x8&)\OMVIF\OMNVIF Device Test Tool}15.08%

Change...
Install OMVIF Device Test Tool 15.06 for youself, or for anyone who uses this computer:

[El Everyone

i:] Just me

2.5. Startinstallation

info@onvif.org

The ONVIF Device Test Tool installation is now configured and the ONVIF Device Test Tool is now

ready to be installed. Click ‘Install’ to proceed with the installation.

13! ONVIF Device Test Tool 15.06 Setup — =

Ready to install ONVIF Device Test Tool 15.06

OnviIF

Click Install to begin the installation. Clidk Back to review ar change any of your
installation settings. Click Cancel to exit the wizard.

Back | '@'Insmll Cancel
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The last step in the installation procedure is the installation information pages. Review the
installation information carefully. Once finished, click ‘Next’.
13 ONVIF Device Test Tool 15.06 Setup - =
ONVIF Device Test Tool 15.06 Information
_______________________________ re
BEFCEE YOU BEGIN, STEP 1
Before you begin, please read the following
information about £fdshow installation and device
dizcovery carefully.
FFDSHOW
You need to have ffdshow installed to view live ¥
Download ffdshow
Back Mext Cancel

ONVTIF Device Test Tool 15.06 Information

2 Install Bouncy Castle = =

OnviIF

_______________________________ e
BEFCRE YOU BEGIN, STEP 2
Before you begin, please, read the following
information about Bouncy Castle Crypto library
installation carefully.
Bouncy Castle Crypto library
You need to hawve Bouncy Castle Crypto library W
Download Bouncy Castle Crypto library
Back Mext Cancel
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2.7. Finish installation

When installation is completed, click ‘Finish’ to exit the Setup Wizard. The ONVIF Device Test Tool is
now ready for use.

13 ONVIF Device Test Tool 15.06 Setup - =

Completed the ONVIF Device Test Tool
15.06 Setup Wizard

Click the Finish button to exit the Setup Wizard.

OnviF

ncel

(1]

2.8. Startapplication
After the application installation is complete, there is a shortcut to the ONVIF Device Test Tool on the
Windows Desktop and another one on the Start menu. Start the ONVIF Device Test Tool by clicking
the icon.
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To display and playback video and audio the ONVIF Device Test Tool requires a multimedia

framework, such as the ffdshow, to be installed on the computer. If ffdshow is installed before the

installation of the ONVIF Device Test Tool, the installation program correctly configures ffdshow for

use with the ONVIF Device Test Tool. Alternatively, ffdshow can be manually configured following the

instructions below.

3.1.

Video decoder configuration

To configure ffdshow, launch the ffdshow video codec configuration utility and select the codecs
configuration as illustrated below. Make sure ‘H.264/AVC’ and ‘Other MPEG4’ video formats have
the ‘libavcodec’ selected as decoder, as well as the ‘MJPEG’ video format further down the video

format list.

P

ﬂ ffdshow video decoder configuration

=)

Codecs default F'"':":E_s_s whole image Reset
DirectShow control Only right half
Info & CPU Format Decoder Supported FOURCCs fremarks -
Tray, dialog & paths ; N
[ Keys &remate I'-|.-2E|-'|-.r.l5.".l": Iil?uavccudec HEEu-T. .'!'..":1 %264, V55H (incomplet. .. ||
Profiles / Preset settings ¥vid disabled MVID, XVIX E
Show [ hide filters Divk 4/5/6 dizabled DIVX, D¥50
Decoder options Other MPEG4  libavcodec  MP4V, 3IVX, 3IV1, 3IV2, MP4S, M4S. ., |—
crap Diw¥ 3 disabled DIV3, DIV4, DIVS, DIVe, AP41, COL1...
[]ceinterlacing FVFW,FFDS disabled ffdshow and ffvfw internal FOURCCs
[ Logoaway MP43 disabled MP43
[] Postprocessing MP42 disabled MP42, DIV2
[ Picture properties MPa1 disahled MP41, MPG4, DIV1
[] Deband H.263 (+) disabled H263, L2863, M263, U263, X263, S26...,
[JLevels _ FLV1 disabled Flash Video (FLV1)
] C;ﬁ:SEt & fiip Theora disabled Theora Video (THED)
E E:F SR VP3 dicabled VP3 Video (VP31)
[l m:rrli':hnar VP5 disabled YPS Video (VP50)
i
e g VP& disabled VP& Video (VPEO, YP&1, VPEZ)
[ D5caler filter _ _ .
] Moise VPaF disabled Flash Video (VP&F, FLV4, VPEA)
[ Resize & aspect VP33 disabled VPE Video (VPEO) -
Borders
[ Reset arder
[ Expart all settings ] [ Ok ] [ Cancel ] [ Apply
ONVIF Test Tool v.15.06 Installation Guide June 2015
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@& ffdshow video decoder configuration = =] &]
Codecs & | | default Process whole image Reset || Help |
. . = Only right half -
DirectShow control
Info & CPU Format Decoder Supported FOURCCsfremarks -
Tray, dialog & paths .
[ Keys &remate MPEG1 d!sal:uled MPEG1 codec
Profiles / Preset settings MPEGZ disahled MPEGZ codec
Show | hide fiters ||| | MPEG in AVI disabled MPEG, MPG1, MPGZ, 1001, 1002
Decoder options ||| | Other MPEG2  disabled EM2V, MMES -
Ccrap WMy 17 disabled Windows Media Video 7 (WM 1)
[] Deinterlacing WMy 23 dizabled Windows Media Video 8 (WMV2) E
[ Logoaway WMV 39 disabled Windows Media Video 9 Simple & Mai. ..
i VC- isable Windows Media Video vanced Pr...
] Postprocessing -1 disabled dows Media Video 9 Ad dp
[ Picture properties L | yypyp disabled Windows Media Video 9 Image (WMVY...
[ isable Windaws Screen Codecs (] ; )
[] Deband M55 1/2 disabled dows 5 Codecs (M551, M552
[lLevels H.261 disabled H251, M261
] Olffset afip Huffyuw disabled Huffyuy (HEYL) and FEmpeg Huffyl..,
E El'_:" SNR MIPEG ibavcodes  MIPG, LIPG, MILS
O ,:rf:h”arp Other MIFEG d=abled AVRIN, MIPA, SPEX, AMVY
Lk . . . R .
[ D5caler filter SVQ1 dfsal:uled SOrenson s!deu EVQ1)
[ Moise SVQ3 disabled Sorenson Video (SVQ3)
[ Resize & aspect ZEPS disabled Quicktime Planar RGE (3BPS) -
Borders -
[ Reset order ]
[ Expart all settings ] [ 2K ] [ Cancel ] [ Apply

3.2. Video decoder DirectShow control

In the ‘DirectShow control’ menu pane, uncheck the ‘Use ffdshow only in:’ checkbox as illustrated
below.

ONVIF Test Tool v.15.06 Installation Guide June 2015
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@& ffdshow video decoder configuration

Codecs
DirectShow control
Info & CPU
Tray, dialog & paths
[ keys & remote
Profiles / Preset settings
Showe / hide filters
Decoder options
[ crop
[ Deinterlacing
[ Logoaway
[ Postprocessing
[ Picture properties
[Joeband
[JLevels
[ offset & fiip
[ Blur & MR
[ sharpen
[ warpsharp
[ Dscaler filter
[ Moaise
[Jresize & aspect
Borders

[l &

e

default

DirectShow contral

Merit: ffdshow default

Multiple ffdshow instances:

Don't use ffdshow in:

o & e

Process whole image
Only right half

Reset

only one - check all filters in graph

)

age3.exe;AvatarMP . exe;BeachSo

[ Use ffdshow only in:

IwPlayer.exe; ACDSee 10, exe; ACT

Edit...

[ Reset order

Show dialog when an unknown application tries to load ffdshow.

[ Expart all settings

 C=

H Cancel H

Apply

3.3.

Audio decoder configuration

Launch the ffdshow audio codec configuration utility and select the ‘Codecs’ menu. Make

sure’libfaad2’ decoder is selected for ‘AAC’ audio format, and ‘libavcodec’ is selected for ‘Other
ADPCM’ and ‘Mulaw/Alaw’ audio formats, as illustrated below.
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[@ ffdshow audic decoder configuraticn

-

=] © S

-] [scrat R
DirectShow contral b
Info & CPU Format Decoder Details -
Tray, dialog & paths . . N
Stream switcher MP3 -:I!sal:uleu:l MPEG-1 .ﬁ.uu:l!cu Layer 3
Profiles / Preset settings MP1,MP2 disabled MPEG-1 Audio Layer 1,2
Show | hide filters AC3 disabled ATSC A-52 (AC3) decoder
Decoder options E-AC3 disabled Extended AC3 decoder (Dalb... |
Processing TrueHD disabled Dolby TrueHD decoder. Work...
[] Dolby decoder MLP disahled MLP decoder. Works only if A...
[ volume = 0TS dizabled DTS Coherent Acoustics strea. ..
[ Equalizer AALC libfaad2 Advanced Audio Coding (AAC)
L FIR filter Vorbis disahled Vorbis audio decoder |
L] ':':'!-"‘":'l"’er _ AMR, diszhled Adaptive Multi-Rate in 3gp file. ..
[l Fff"se reduction LPCM disabled Linear Pulse Code Modulation
[ wlnampbz WMA 7 disabled Windows Media Audio compati...
E EFEE:E;_: WMA 39 disahbled not WMAS pro, voice or lossless
0 Rr;; ' l: M5 ADPCM disabled M5 Adaptive DPCM
. MS IMA ADPCM disahled M5 IMA Adaptive DPCM
[doelay
[] LFE Crossover — | | Other ADPCM libavcodec Creative, Yamaha, G.72&, DK...
[] Swan channels Mulawe fAlaw libavcodec Mu-aw & Adaw -
Mixer -
1~
[ Reset order
[ Expart all settings ] i 2K ] [ Cancel ] [ Apply

3.4.

Audio decoder DirectShow control

Similar as for video decoder configuration, also uncheck the ‘Use ffdshow only in:" checkbox for

DirectShow control in the audio decoder configuration.
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i 1

[@ ffdshow audic decoder configuraticn = =] &]
Codecs o default Reset

DirectShow control

DirectShow contral

Info & CPU

Tray, dialog & paths Merit: ffdshow default ' D

Stream switcher

Profiles / Preset settings Multiple fidshow instances: | enly ene - check previous filter only "]

Showe / hide filters
Decoder options

Processing Don't use fidshow in: aged.exe; AvatarMP . exe;BeachSo

[] Dolby decoder
[] volume =(| | £l use ffdshow only in: IwPlayer.exe;ACDSee 10.exe;ACT | | Edit. ..
[ Equalizer Show dialog when an unknown application tries to load ffdshow.
CIFIR fit

er

[ Convalver

[] Moise reduction
[ Winamp 2
[JFreeverb

[ cCrystality
[Jresample
[doelay |
[CJLFE Crossaver

[] 5wap channels

Mixer -
1 e
[ Reset order ]
[ Expart all settings ] [ 2K ] [ Cancel ] [ Apply
ONVIF Test Tool v.15.06 Installation Guide June 2015
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4.Device Discovery Troubleshooting

If using Windows 7 or higher, the Function Discovery Resource Publication service needs to be
disabled for device discovery to work properly. This can be done either by executing the command
‘net stop FDResPub’ in the Command Prompt, as illustrated below, or alternatively through the
Services dialog, as described in the next section.

To disable the service make sure you are logged in as the Administrator. Press the # -button of the
keyboard and, while holding down the #H -button, press the ‘R’ key on the keyboard to open up the
‘Run’ dialog window. In the ‘Open’ text frame type ‘net stop FDResPub’ as illustrated below, and

press ‘OK’.

Alternatively, start the Services tool and find the ‘Function Discovery Resource Publication’ in the
service list. Make sure it is stopped, illustrated below.

ONVIF Test Tool v.15.06 Installation Guide June 2015
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E=SEoR o)

File Action View Help
e 2 E Doz HE » = nw
;5! Computer Management (Local mﬁs Actions
4 m Systern Tools 2 i e
b @ Task Sc!-leduler Function Discovery Resource Name Description  Status Startup Type  * T '
% @ Sl Publication -, Diagnostic Service... TheDiagno... Started Manual
: 3 E:::TJ::::; Groups|| Start the service D!agnash( System... The P'ES!”C.'--‘ Manual Function Discovery Resourc... &
? @ Ry e - D!s.k.De‘Fragrr.lenter Prn.\rlde.s DI.S.‘. Manual . Mare Actions »
= i o Distributed Link Tr... Maintains li... Started Automatic i
B D Description: % Distributed Transa... Coordinates. Manual
4 [55 Storage Publishes this computer and # : ‘
54 Disk Management resources attached to this computer 54 DNS Client The DNS Cli...  Started Autormnatic [
4 T4 Services and Applications || so they can be discovered over the % Encrypting File Sy... Provides th... Manual ‘
“: Services network. If this service is stopped, Extensible Authen... The Extensi.. Manual
G || e e G sgon. el
discovered by other computers on Function Discover... The FDPHO... Started Manual
the network. Function Disco
% Group Policy Client  Theservice... Started Automatic
% Health Key and Ce... Provides X.5... Manual
HomeGroup Liste...  Makes local... Manual
v HomeGroup Provi. Performs ne... Manual
.’.';;.Human Interface .. Enables gen... Manual
5 IKE and AuthlP IPs... TheIKEEXT .. Manual
.'./,Interactive Service... Enables use... Manual
“Internet Connecti... Provides ne... Disabled
L5 IP Helper Providestu...  Started Automatic
o IPsec Policy Agent  Internet Pro... Manual
% KtmRm for Distrib... Coordinates... Manual
‘& Link-Layer Topolo.., Creates a M., Manual
i Media Center Bxte... Allows Med... Disabled
Microsoft NET Fr.. Microsoft ..., Manual
Microsoft iSCSIIni.. Manages In... Manual =

4 1

Al

n

Extended AStandard f

The service can also be disabled to prevent it from start after reboot using the management console.
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5. Installing and configuring IPv6

5.1. Configuring IPv6 routing

If experiencing problems connecting to devices using IPv6, manually configure the IPv6 routing table
as described below.

5.1.1. Start the netsh utility

In the Command Prompt window, type ‘netsh’ and press ‘ENTER’. A ‘netsh’ prompt will be shown, as
is seen below.

e C:AWINDOWS\system 3 2\netsh.exe

netzh>_

5.1.2. Select IPv6 configuration

At the ‘netsh’ command prompt, type ‘interface ipv6’ and press ‘ENTER’.

e C:AWINDOWS\system32Anetsh.exe

netzhr>interface ipuh
netzh interface ipubl_

ONVIF Test Tool v.15.06 Installation Guide June 2015
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5.1.3. Display current interfaces

To display the current interfaces, type ‘show interface’ and press ‘ENTER’ and the ‘netsh interface
ipve’ prompt.

Find the interface to be used, typically named ‘Local Area Connection’ and note its index in the ‘Idx’
column.

v CAWINDOWSAsystem32\netsh. exe

netzh>interface ipub
netzh interface ipvbrshow interface
Querying active state...

Disconnected Teredo Tunneling Pseudo—Interface
Connected Local Area Connection

Connected b6to4d Pzeudo—Interface

Connected Automatic Tunneling Pseudo-Interface
Connected Loophack Pseudo—Interface

netzsh interface ipuvb>

5.1.4. Add routing entry

Also at the ‘netsh interface ipv6’ prompt, type ‘add route prefix=<address prefix>
interface=<interface idx>" and press ‘ENTER’. The ‘<interface idx>’ is the index of the network
interface as being identified above. The ‘<address prefix>' is the prefix for the device (DUT) IPv6
address, in the format of ‘<address>/<prefix length>’, e.g. ‘2001:1:1:1:1:1:1:1/128’ or ‘ff00::/8’.

C:AWINDOWS\system 32\netsh.exe

netzh>*interface ipvb
netzh interface ipvbX*show interface
Querying active state...

Disconnected Teredo Tunneling Pseudo—-Interface
Connected Local Area Connection

Connected 6tod4 Pzeudo—Interface

Connected Automatic Tunneling Pzseudo—Interface
Connected Loopback Pzeudo—Interface

EitSh interface ipuvbradd route prefix=fell::240:8cff:feab=81ch- 128 interface=4

netzh interface ipuvbl>_

ONVIF Test Tool v.15.06 Installation Guide June 2015
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5.1.5. Verify routing information

To verify the added routing information, type ‘show route’ and press ‘ENTER’. Verify that the new
route is added to the routing table.

C:AWINDOWS\system32\netsh.exe

netsh>interface ipvb
netsh interface ipvbrshow interface
Querying active state...

Dizconnected Teredo Tunneling Pzeudo—Interface
Connected Local Area Connection

Connected 6tod Pseudo—Interface

Connected Automatic Tunneling Pseudo—Interface
Connected Loopback Pseudo—Interface

netzh interface ipubradd route prefix=feB0::240:Bcff:-feab:81ch-128 interface=4
0k .

netzh interface ipvbX*show route
Querying active state...

Met Prefix Idx GatewaysInterface Mame
0 feB80::240:8cff:feab:81ch- 128

netsh interface

5.1.6. Add routing of other devices

All ONVIF devices to be tested for IPv6 based traffic needs to have a valid routing entry added to the
routing table. That is, repeat the last two steps for all devices intended to be tested.

Note that routing for the address ‘2001:1:1:1:1:1:1:1" should be added to the routing table because it
is used in the testing procedure.

5.1.7. Close netsh

To close the netsh configuration tool type ‘close’ and press ‘ENTER’. The routing table of your
windows installation has now been manually configured and can now be used by the ONVIF Test Tool
to test IPv6 services.
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