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Notice to Users

Supported features

Using the
documentation

Single Mailbox Recovery is a software application that has been developed,
copyrighted, and licensed by Kroll Ontrack Inc. Use of the software is governed by
the terms and conditions of the end user license agreement contained within the
software.

This manual should not be construed as any representation or warranty with
respect to the software named herein. Occasionally, changes or variations exist in
the software that are not reflected in the manual.

Generally, if such changes or variations are known to exist and affect the product
significantly, a release note or Read Me file will accompany the User Guide, or will
be available on the NetApp web site. In that event, please read the release notes or
Read Me file before using the product.

IBM® System StorageTM N series products are driven by NetApp® Data
ONTAP software. Some features described in the product software
documentation are neither offered nor supported by IBM. Please contact your
local IBM representative or reseller for further details. Information about
supported features can also be found at the following Web site:

www.ibm.com/storage/support/nas/

A listing of currently available N series products and features can be found at the
following Web site:

www.ibm.com/storage/nas/

Information about the N series hardware products is available in printed
documents and a documentation CD that comes with your system. The same
documentation is available as PDF files on the IBM NAS support Web site:

www.ibm.com/storage/support/nas/
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This information was developed for products and services offered in the U.S.A.

IBM may not offer the products, services, or features discussed in this document in
other countries. Consult your local IBM representative for information on the
products and services currently available in your area. Any reference to an IBM
product, program, or service is not intended to state or imply that only that IBM
product, program, or service may be used. Any functionally equivalent product,
program, or service that does not infringe on any IBM intellectual property right
may be used instead. However, it is the user’s responsibility to evaluate and verify
the operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter
described in this document. The furnishing of this document does not give you
any license to these patents. You can send license inquiries, in writing to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, N.Y. 10504-1785
US.A.

For additional information, visit the web at:
http:/ /www.ibm.com/ibm/licensing/contact/

The following paragraph does not apply to the United Kingdom or any other
country where such provisions are inconsistent with local law:

INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS
PUBLICATION “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS
FOR A PARTICULAR PURPOSE. Some states do not allow disclaimer of express or
implied warranties in certain transactions, therefore, this statement may not apply
to you.

This information could include technical inaccuracies or typographical errors.
Changes are periodically made to the information herein; these changes will be
incorporated in new editions of the publication. IBM may make improvements
and/or changes in the product(s) and/or the program(s) described in this
publication at any time without notice.

Any references in this information to non-IBM web sites are provided for
convenience only and do not in any manner serve as an endorsement of those web
sites. The materials at those web sites are not part of the materials for this IBM
product and use of those web sites is at your own risk.

IBM may use or distribute any of the information you supply in any way it
believes appropriate without incurring any obligation to you.

Any performance data contained herein was determined in a controlled
environment. Therefore, the results obtained in other operating environments may
vary significantly. Some measurements may have been made on development-level
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systems and there is no guarantee that these measurements will be the same on
generally available systems. Furthermore, some measurement may have been
estimated through extrapolation. Actual results may vary. Users of this document
should verify the applicable data for their specific environment.

Information concerning non-IBM products was obtained from the suppliers of
those products, their published announcements or other publicly available sources.
IBM has not tested those products and cannot confirm the accuracy of
performance, compatibility or any other claims related to non-IBM products.
Questions on the capabilities of non-IBM products should be addressed to the
suppliers of those products.

If you are viewing this information in softcopy, the photographs and color
illustrations may not appear.
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INTRODUCTION

Overview

Welcome to NetApp® Single Mailbox Recovery 5.0, the mailbox recovery software that saves
time, money, and resources when recovering Microsoft Exchange data.

Single Mailbox Recovery works with your existing Microsoft® Exchange server backup
architecture and procedures, and allows you to recover individual mailboxes, folders, messages,
attachments, and even calendar, notes, and tasks directly to your production Exchange server or any
PST file. This eliminates time-consuming and expensive single mailbox (brick-level) backups. This
powerful software also lets you search and create a copy of all archived email that matches a given
keyword or criteria.

Because Single Mailbox Recovery can work in conjunction with your existing NetApp®
SnapManager® for Microsoft® Exchange environment, you can continue to use SnapManager
to perform full, online backups of Exchange databases using NetApp Snapshot™ technology. This
technology enables you to retain many Exchange backups on a NetApp storage system with
minimal storage requirements for each incremental backup. Later, whenever you need to restore
previously deleted, individual Exchange mail items, use Single Mailbox Recovery to rapidly locate
and then restore the items—at any level of granularity—directly to an existing mailbox on your
production Exchange server or to a new or existing offline Outlook PST file.

» To restore mail items from an Exchange database (EDB) file in a SnapManager backup
setsnapshot, connect to the LUN in the snapshot on the NetApp storage system and then
use Single Mailbox Recovery to restore the mail items directly from the SnapManager-
created snapshot.

 To restore mail items from an EDB file in a tape or disk backup created using an
Exchange-aware backup application, first use the appropriate application-specific Single
Mailbox Recovery ExtractWizard agent to read the Exchange server backup directly from
the backup media and restore the Exchange database to any alternate location where you
can perform Single Mailbox Recovery processes. You can then use Single Mailbox
Recovery to restore the mail items from the database. The use of an Single Mailbox
Recovery ExtractWizard agent also enables you to use Single Mailbox Recovery to restore
Exchange mail items from an archived copy of a SnapManager-based full backup set
created by a supported, Exchange-aware backup application run in copy mode.

» To restore mail items from an Outlook PST file located on any alternate location where you
can perform Single Mailbox Recovery processes, use the Single Mailbox Recovery PST
agent.

Single Mailbox Recovery locates and restores Exchange mail items without the assistance of the
Exchange server, thereby eliminating the need for a recovery server. In contrast, most backup
programs let you restore Exchange data only to the same or duplicate server from which it was
backed up.

This user guide provides step-by-step instructions for completing specific tasks on the Windows
platform. See the table of contents or the Index to locate the pages on which particular topics are
discussed.
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NTRODUCTION Five Major Reasons for Using Single Mailbox Recovery

Use Adobe Acrobat to open the PDF version of this user guide. After you open the PDF file, click
the Hand tool to view the Table of Contents hyperlinks in layout view. Then click a hyperlink to
jump to a specific topic in the manual.

Five Major Reasons for Using Single Mailbox Recovery

There are five primary ways you can benefit from using Single Mailbox Recovery:

Minimize the time to restore an individual mailbox. Single Mailbox Recovery can slash restore
time, making it possible to restore mail items from a previous full backup directly into your
production Exchange Server, or directly into a new or existing PST file. This eliminates the need
for a recovery server and the extra steps required to separately import mail back into Exchange or
Outlook.

Eliminate backups of an individual mailbox. Single Mailbox Recovery eliminates the need to
back up individual mailboxes because they can be restored directly from an EDB file.

Minimize the time to locate all email matching specific criteria. Single Mailbox Recovery
includes an Advanced Find feature that can search across all mailboxes in an archive EDB file,
rather than searching one mailbox at a time or bringing an old backup back online for analysis. And
you can search by a variety of criteria, including keywords, subject, date and specific users.

Minimize storage space and the cost required to store and archive your backups. Because you
don’t need to back up mailboxes individually doing a brick-level backup, you eliminate the backup
space, cost, and time associated with performing brick-level backups.

Minimize the time to back up all mailboxes. Single Mailbox Recovery eliminates the need to
back up mailboxes individually. Normally, companies do a full Exchange backup, and then run a
second process to back up “Very Important Mailboxes” (VIMs) individually as well. Single
Mailbox Recovery eliminates this second process.

Single Mailbox Recovery 5.0 Enhancements

Single Mailbox Recovery 5.0 contains all the features and benefits of Single Mailbox Recovery 4.2
plus these exciting new and improved features:

» Live Microsoft Exchange Server as a Target: You can open live Exchange Servers as a
Target within Single Mailbox Recovery.

» Searching Microsoft Exchange Server Target: You can search a Exchange Server Target
and perform actions on the search results.

* Mailbox Creation Wizard: You can create mailboxes on a Target Exchange Server
manually or as part of copy and paste process. This gives you the ability to create a new
mailbox-enabled user, or to create a new mailbox for an existing user.

» Search Results Report: You can save a text-based report of the search results without
having to copy or export any of the actual search results. The search results report includes
search criteria, date/time the search was started, and a report of messages that matched the
criteria.
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» Export to PST: The Export to PST feature provides you a method for selecting a single
mailbox from an off-line EDB or an entire off-line EDB and exporting to PST files—one
for each mailbox.

» Journaling Support: Single Mailbox Recovery has added the capability to search multiple
levels of embedded messages.

» Exchange Server 2007 support in Single Mailbox Recovery ExtractWizard: Single
Mailbox Recovery ExtractWizard functionality has been expanded to support current
product releases of Agent-supported backup software products offered by Single Mailbox
Recovery ExtractWizard Agents. Also, Single Mailbox Recovery ExtractWizard
functionality has been expanded to support current product releases of Agent-supported
backup software products offering Exchange Server 2007 support.

» Exchange Server 2007 Service Pack 1 (SP1) Support: Single Mailbox Recovery can
perform both Source and Target functions and Single Mailbox Recovery ExtractWizard
(SP1 supported limited to VERITAS NetBackup BKf files) operations on Microsoft
Exchange Server 2007 SP1 EDB data stores and Server systems.

« Operation in Virtualized Environments: Single Mailbox Recovery is supported to run in
virtualized environments using VMware Server v1.0x, VMware Workstation for Windows
v6.0x, Microsoft Virtual Server 2005 R2, and Microsoft Virtual PC 2007.

Single Mailbox Recovery Editions

Single Mailbox Recovery 5.0 is available as a fully-licensed edition or as a trial edition. The trial
edition supports all the features of the fully-licensed edition, but it is enabled for a maximum of 30
days before it expires.

To determine whether an installed copy of Single Mailbox Recovery 5.0 is a trial edition or a fully-
licensed edition, select Help > About in the Single Mailbox Recovery main window.

Note: To upgrade from a trial edition to fully-licensed edition, you must uninstall the trial edition
and install the fully-licensed version.

Single Mailbox Recovery Agents

Single Mailbox Recovery is distributed with the following agents:
* PST Source Agent
» Advanced Searching Agent
» Single Mailbox Recovery ExtractWizard Agents
» How Single Mailbox Recovery ExtractWizard Can Be Used with SnapManager
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PST Source Agent

By default, Single Mailbox Recovery enables you to open an EDB file as the source of the
Exchange mail items to be restored to your production Exchange server or to a new or existing PST
file. If you enable the optional PST source agent (priced separately), you can also open a PST file
as the source of the Exchange mail items.

Advanced Searching Agent

By default, Single Mailbox Recovery enables you to search attachment text for user-defined
keywords or phrases. If you enable the optional advanced searching agent (priced separately), you
can also search any combination of attachment text, message subject, message body, and
attachment file name(s).

Single Mailbox Recovery ExtractWizard Agents

Typically, Single Mailbox Recovery is used to restore individual mail items from Exchange
database files that you backed up to a NetApp storage system using SnapManager for Microsoft
Exchange. However, for integration with your legacy tape backup environment, Single Mailbox
Recovery also enables you to restore mail items from Exchange Information Store data that you
backed up to disks or tapes using an Exchange-aware, tape-based backup application other
than SnapManager. Application-specific Single Mailbox Recovery ExtractWizard agents enable
you to read Exchange Information Store data from the media and copy the data to any location
where you can perform Single Mailbox Recovery processes. NetApp provides Single Mailbox
Recovery ExtractWizard agents for the most widely-used disk and tape backup software, as
summarized in the following table.

Single Mailbox
Recovery
ExtractWizard Versions
Agent Supported Disk Backup Tape Backup
Agents enabled by default
Microsoft® NT All Versions .BKF Files Microsoft Tape Format
Backup (MTF)
Symantec Backup 8.x,9.x,10.1, and .BKF Files Microsoft Tape Format
Exec™ 11.d (MTF)
Optional agents (priced separately)
EMC® NetWorker® | 6.xand 7.x through | .0 Files NetWorker Tape
7.43 Format

CA ARCserve® 9.x,11.52,and11.5 | -CTF (ARCserve) ARCserve Tape Format
Backup Sp325 Files
VERITAS 4.5,5.x, 6.0, and _C1_F (NetBackup) | VERITAS NetBackup
NetBackup™ 6.51 Files Tape Format
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Single Mailbox
Recovery
ExtractWizard Versions
Agent Supported Disk Backup Tape Backup
IBM® Tivoli® 5.1,5.2,5.3% and .BFS and .OST Files | Tivoli Tape Format

Storage Manager

5.44

Hewlett-Packard 4.2 and 5.x User-Defined File Hewlett-Packard
OpenView® Storage Extension OpenView Storage
Data Protector Data Protector Tape
Format
CommVault® Galaxy | 5.0and 5.9 BackupPath CommVault Galaxy
™ Backup & Tape Format
Recovery
UltraBac 7.1and 8.0 Magnetic Library UltraBac Software

Tape Format

1) For NetBackup 6.x backups created using Bare Metal Restore or Off-Host Backup, NetApp
recommends the Advanced Method for extraction.

2) For CA ARCserve 11.5 multiplexed backup tapes, NetApp recommends the Advanced Method
for extraction.

3) For EMC NetWorker 7.2, 7.3, and 7.4 backups created using Advanced File Backups, NetApp
recommends the Advanced Method for extraction.

4) For IBM Tivoli Storage Manager 5.3 and 5.4 backups created using Export mini format, NetApp
recommends the Advanced Method for extraction.

5) For CA ARCserve 11.5 SP3 backups of Microsoft Exchange Server 2007 created using
Advanced Mode, NetApp recommends the Direct method for extraction.

How Single Mailbox Recovery ExtractWizard Can Be Used with SnapManager

Even if you are using SnapManager for Exchange as your primary Exchange backup application,
Single Mailbox Recovery ExtractWizard is useful in the following situations:

» To enable recovery of mailbox items from a legacy backup. If you have Exchange
Information Store data stored in legacy backups created using a supported backup
application, you can use the associated Single Mailbox Recovery ExtractWizard agent to
restore the Exchange data to any location where you can perform Single Mailbox Recovery
processes.

* To enable recovery of mailbox items from a SnapManager archive. If you used an
Exchange aware backup application to archive a SnapManager for Exchange full backup
set in read only mode, use the associated Single Mailbox Recovery ExtractWizard agent to
restore the Exchange Information Store data from the archive to any location where you can
perform Single Mailbox Recovery processes.

After the Exchange data has been restored, you can use Single Mailbox Recovery to restore
individual mailbox items to your production Exchange server or to a PST file.
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About This Guide

This guide shows you how to install Single Mailbox Recovery, how to use its commands and
design features, and how to get help. It provides step-by-step instructions for completing specific
tasks on the Windows platform.

Menu Commands and Shortcuts

This manual uses the following conventions for documenting menu commands and shortcuts:

Example Describes

On the File menu, point to Target PST, Choosing the Create New command on the

and then click Create New. Target PST submenu on the File menu.

On the Edit menu, click Paste Special. Choosing the Paste Special command on the
Edit menu.

Press Ctrl+S (Open Source EDB) Holding down the Ctrl key and the S key at
the same time and then releasing them.

Right-click Clicking the right mouse button.

Shortcut Menu

You can access many of the same commands available on the menu bar and toolbar by right-
clicking the mouse to display a shortcut menu. The contents of the shortcut menu depend on
whether you right-click in the Source or Target pane. This manual seeks to teach you how to use
commands on the menu bar and toolbar, and doesn’t always specify when you can use the shortcut
menu. Once you become familiar with Single Mailbox Recovery, the commands available to you
on the shortcut menu should become apparent.

Notes and Tips?

Notes (including cautions, important notes, tips, and warnings, as well as general notes) call the
reader's attention to information of special importance or information that can't otherwise be
suitably presented in the main text.

Note: A note indicates neutral or positive information that emphasizes or supplements important
points of the main text. A note supplies information that may apply only in special cases—for
example, memory limitations, equipment configurations, or details that apply to specific versions of
a program.

Tip: A tip helps users apply the techniques and procedures described in the text to their specific
needs. A tip suggests alternative methods that may not be obvious and helps users understand the
benefits and capabilities of the product. A tip is not essential to the basic understanding of the text.

1. The information in this section is taken from the Microsoft Manual of Style for Technical
Publications, 3 Edition. Redmond, WA: Microsoft Press, 2002.
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Important: An important note provides information essential to the completion of a task. Users
can disregard information in a note and still complete a task, but they should not disregard an
important note.

Caution: A caution advises users that failure to take or avoid a specified action could result in loss
of data.

Other Documents

In addition to this guide, you should be familiar with the following guides and have them at hand,
available for reference during installation and administration.

Note: All of the NetApp documents can be found on the NetApp on the Web (NOW) site at
http://now.netapp.com/NOW/knowledge/docs.

Reference Documents

You should have the following documents readily available for reference.

For detailed information about... Read

Connecting NetApp LUNs SnapDrive Installation and Administration
Guide for the version of SnapDrive that you
are using

Configuring a Windows server Microsoft Windows documentation

Configuring Microsoft Outlook Microsoft Outlook documentation

Configuring Microsoft Exchange Microsoft Exchange documentation

Installing or upgrading SnapDrive™ SnapDrive Installation and Administration

software Guide for the version of SnapDrive that you
are using

For the Most Current Information

The following documents contain the most current information about NetApp products.

For detailed information about... Read

Compatible versions of SnapDrive and SnapDrive/ONTAP Compatibility Matrix
Data ONTAP™ software

SnapDrive system requirements: * SnapDrive NOW Description page for the
Operating system * Hardware platform * | version of SnapDrive that you are using
Network
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For detailed information about... Read
Single Mailbox Recovery installation Single Mailbox Recovery 5.0 NOW
requirements Description page

Getting Help

Online Help

NetApp provides you with the following ways to get help with Single Mailbox Recovery: “Online
Help” on page 8 and “Technical Support” on page 8.

Online help includes all of the information in the administrator’s guide and more, and it lets you
quickly access this information by using one of three tabs. The Contents tab offers a hierarchical
view of the contents of the administrator’s guide. The Search tab offers a full-text search of the
administrator’s guide. The Index tab offers a keyword-based way to get to specific topics.

To start online Help

Do one of the following:
» Click the Help menu and then click Contents.
» Click @ on the toolbar.
» Press the F1 key.

To identify a tool or control

 Position the pointer over a tool or control, and then pause. A tool tip shows the name of the
item.

Technical Support

If you have questions or problems not answered in the administrator’s guide or the online help, call
NetApp Global Services at 1-888-4NETAPP. When reporting an issue, please include any
information that might help us diagnose the problem. The following details are often the most
helpful:

» The version of Single Mailbox Recovery you are using (on the Help menu, click About).

» The version of Data ONTAP you are using.

» The version of SnapDrive you are using.

» The versions of Windows and Outlook that you are running.

» The version of Exchange that contained the source EDB file.

» The circumstances and sequence of steps that led to the problem.

» The text of the error messages (if any appeared), and the contents of the Details dialog box.

» A list of other Windows programs that you were running when the error occurred.
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Installing or Upgrading Single Mailbox Recovery

To install or upgrade to Single Mailbox Recovery 5.0, step through each of the following tasks:
e Task I: Prepare Your Installation Environment
o Task Il: Install or Upgrade Single Mailbox Recovery
e Task Ill: Enable Any Optional Agents

Task I: Prepare Your Installation Environment

Single Mailbox Recovery runs on the Windows server on which Microsoft Outlook is running, and
it uses native Microsoft Messaging Application Program Interface (MAPI) protocol to
communicate with the Microsoft Exchange Server that is running on a separate machine. The
following illustration shows an example of a Single Mailbox Recovery environment in which you
can restore mail items from an Exchange database (EDB) file in a SnapManager backup set

snapshot.
Windows server Windows server
' L e | |
SnapManager for | Microsoft L MAPI | Single Mailbox Microsoft
Microsoft Exchange Exchange server Recovery Outlook
A
I
|
Y FCP
i or iSCSI
\ J \ 4 J

Management APls

................

SnapManager backup r
set shapshots

storage

-=+—» Data flow systen

1
1
|
—- - = Control ;
1
1
!
1
1

Figure 1-1. Example of a typical Single Mailbox Recovery environment

Before you install or upgrade to Single Mailbox Recovery 5.0, you must prepare your installation
environment by verifying system requirements on both of the Microsoft Windows servers and
configure Microsoft Outlook so that MAPI is installed on the Single Mailbox Recovery server.

VERIFY SYSTEM REQUIREMENTS FOR YOUR SINGLE MAILBOX RECOVERY SERVER

This section covers System Requirements for Single Mailbox Recovery 5.0 and the minimum
software requirements for Mailbox Creation Wizard.
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Single Mailbox Recovery 5.0

10

The machine on which you will run Single Mailbox Recovery must meet the following
requirements:

Intel Pentium class processor
1024 GB RAM
200 MB of free hard disk space for the installation of Single Mailbox Recovery.

Note: More disk space will be needed for processing log files when opening an EDB file.

Monitor with 800 x 600 or higher screen resolution
One of the following operating systems:
*  Windows 2000 Server
»  Windows 2003 Server
» Windows Server 2008 Standard
» Windows Server 2008 Data Center
» Windows Server 2008 Enterprise
» Windows Vista Business
» Windows Vista Ultimate (32-bit and 64-bit versions)
» Windows Vista Enterprise

Note: Single Mailbox Recovery in Vista can only be run by users with administrative
privileges and in administrative mode.

Note: The HASP HL override key functionality does not work on Windows Vista systems
when using a remote desktop connection to the computer.

The following virtual environments are supported:
e VMWare Server 1.0x
» VMWare Workstation for Windows v6.0x
* Microsoft Virtual Server 2005 R2
» Microsoft Virtual PC 2007

Note: Virtual operation of tape devices may have restrictions imposed by virtual operating
systems.

Note: HASP key operation is validated in environments that support USB attached devices
and support the NetApp distributed HASP drivers only.

Note: If SnapDrive will be used to connect and disconnect LUNs on the Single Mailbox
Recovery server, then the operating system requirements must match the system
requirements specified in the SnapDrive Installation and Administration Guide for the
version of SnapDrive that you are using.

Microsoft Outlook 2000 or later. Machine must have Outlook 2000 or greater installed and
Outlook must have been run at least once to configure Outlook’s settings. Additionally,
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those versions of Outlook that make a distinction between “Internet Email” and “Corporate
Email” need to be configured for the latter.

» For Exchange Server 5.5: Microsoft Outlook 2000 or Outlook 2003 is required.

Note: Microsoft Outlook 2007 cannot connect to an Exchange Server 5.5. However,
Microsoft Outlook 2007 can be used with Single Mailbox Recovery to access an .edb file
originating from an Exchange 5.5 environment.

» For Exchange Server 2000 and Exchange Server 2003: Microsoft Outlook 2000 or
later is required.

» For Exchange Server 2007: Microsoft Outlook 2003 or Outlook 2007 is required.

Note: The Operating Systems listed above and Microsoft Outlook are required to have the latest
service packs installed.

» Microsoft .NET 2.0 framework
» For connecting and disconnecting LUNSs:
 Optional but recommended. SnapDrive

Note: The SnapDrive version must be compatible with the version of Data ONTAP that is
running on your NetApp storage system.

e FCP or iSCSI connectivity to the NetApp storage system

Note: Single Mailbox Recovery is not designed to run from an Exchange server. Also, Outlook
cannot be installed on an Exchange server.

» One or more NetApp storage systems must exist in the same network environment as the
machine on which you run Single Mailbox Recovery.

» USB port (for Single Mailbox Recovery product licenses requiring HASP key dongle to run
application)

Note: Single Mailbox Recovery 5.0 supports Microsoft Exchange 5.5, Exchange Server 2000,
Exchange Server 2003, Exchange Server 2007, or Exchange Server 2007 with SP1 installed. Single
Mailbox Recovery 5.0 may run on Exchange Server 2007 or Exchange Server 2007 with SP1
installed. If running Single Mailbox Recovery with Exchange Server 2007 or 2007 with SP1,
Outlook 2003 or Outlook 2007 must be installed and configured.

Single Mailbox Recovery is designed to run from a Microsoft Windows workstation and uses native
Microsoft Messaging APIs (MAPI) to communicate to the Exchange Server, ensuring reliable and
consistent operation of your server. For MAPI to initialize properly, Microsoft Outlook must be
installed and configured on the workstation to connect to an Exchange Server. When connecting to
an Exchange Server 2007 or 2007 with SP1, Microsoft Outlook 2003 or Outlook 2007 must be
installed and configured.

While Single Mailbox Recovery is designed to run from a Microsoft Windows workstation,
Exchange Server 2007 installation configuration is supported. If running Single Mailbox Recovery
on Exchange Server 2007, Microsoft Outlook 2003 or Outlook 2007 must be installed and
configured on the Exchange Server. Single Mailbox Recovery does not support other Exchange
Server installation configurations.

11
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Mailbox Creation Wizard
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To use Mailbox Creation Wizard on your computer, you need these minimum software
requirements.

Exchange Server Software Required Prerequisites
Exchange 2000 Exchange 2000 Windows 2000 Administrative Tools
Management Tools*
Exchange 2003 Exchange 2003 Internet Information Server (11S)
K%
Management Tools Windows Server 2003 SP1 Administrative
Tools Pack
Exchange 2007 Exchange 2007 1S

*k*k
?gi?gg?rggﬁtsz?g:i .NET Framework 2.0

download) MMC 3.0
PowerShell 1.0

The Exchange Management Tools can be installed on Windows XP Professional, Windows 2000
Professional, Windows 2000 Server; Windows 2000 SP3, or Windows Server 2003. To see
additional supported operating system and prerequisite requirements, please refer to the Exchange
Management Tools documentation for your specific version.

*The Exchange 2000 Management Tools can only be used on Exchange Server 2000 and can be
installed on Windows XP Professional, Windows 2000 Professional, Windows 2000 Server,
Windows 2000 SP3, or Windows Server 2003.

**The Exchange 2003 Management Tools can be used on Exchange 2000 or 2003 and can be
installed on Windows XP Professional, Windows 2000 Professional, Windows 2000 Server SP3, or
Windows Server 2003.

***The Exchange 2007 Management Tools can only be used on Exchange Server 2007 and can be
installed on Windows XP Professional, Windows 2000 Professional, Windows 2000 Server SP3, or
Windows Server 2003.

CONFIGURE MAPI FUNCTIONALITY ON YOUR SINGLE MAILBOX RECOVERY SERVER

Single Mailbox Recovery requires MAPI to communicate with the Exchange server. Perform the
following steps prior to installing the Single Mailbox Recovery software. These steps ensure that a
MAPI client (Outlook) is installed on the Single Mailbox Recovery server and establishes the
MAPI connection between the Single Mailbox Recovery server and the MAPI application
(Exchange).

1. Make sure that Microsoft Outlook is installed and has been run once.
2. Set up an email account on a Microsoft Exchange Server.

3. For those versions of Microsoft Outlook that distinguish between “Internet Email” and
“Corporate Email,” use “Corporate Email” when configuring Microsoft Outlook.

4. Run Microsoft Outlook again, and connect to the Exchange Server.
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Task II: Install or Upgrade Single Mailbox Recovery

Note: If you are upgrading from a trial version of Single Mailbox Recovery, first uninstall the trial
version and then install the fully enabled release of Single Mailbox Recovery. Both Installing Single
Mailbox Recovery and Uninstalling Single Mailbox Recovery are described in the paragraphs that

follow.

INSTALLING SINGLE MAILBOX RECOVERY
Follow these steps to install Single Mailbox Recovery:

1.
2.
3.

4,

Turn off any disk utility or antivirus program running in the background.
Insert the Single Mailbox Recovery CD-ROM into your CD-ROM drive.

The installation program will automatically start. If it does not, click Run on the Start
menu, and type D:\autorun.exe or D:\bin\setup.exe, where D is the drive letter of your
CD-ROM drive. Click OK.

Follow the on-screen instructions.

UPDATING SINGLE MAILBOX RECOVERY

NetApp periodically improves Single Mailbox Recovery—adding features, making changes based
on customer requests, and fixing problems. When an update becomes available, follow these steps
to download and install the update from the NetApp on the Web (NOW) web site:

1.

Using your web browser, navigate to http:\\now.netapp.com and select Software
Downloads.

. When the Download Software page appears, locate the listing for Single Mailbox Recovery,

select the Microsoft Exchange platform and click Go.

. On the Single Mailbox Recovery page, locate the listing for the latest version and click

View and Download.

4. Read the Single Mailbox Recovery Description page and click Continue.
5. Read the License page and click Accept.

6.

Read and follow the instructions on the Single Mailbox Recovery Download page.

UNINSTALLING SINGLE MAILBOX RECOVERY
You can uninstall Single Mailbox Recovery by running the uninstall program.

1.

g b~ WODN

Click the Start button and then click Control Panel. (In Windows 2000 and earlier, you will
point to Settings before you click Control Panel.)

. In Control Panel, click the Add or Remove Programs icon.

. Click Single Mailbox Recovery, and then click Change/Remove.
. Click Yes when the confirmation dialog box appears.

. Follow the on-screen instructions.

13
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Task Ill: Enable Any Optional Agents

Single Mailbox Recovery includes all of the agents described in “Single Mailbox Recovery
Agents” on page 3. The Single Mailbox Recovery ExtractWizard agent for Microsoft NT Backup
and the Single Mailbox Recovery ExtractWizard agent for Symantec Backup Exec™ are enabled
by default at no extra cost. All other agents are disabled by default. The following paragraphs
describe the license.ini file and how to enable optional Single Mailbox Recovery ExtractWizard
agents.

See also:

» About the license file
* Viewing and enabling agents

ABOUT THE LICENSE FILE

Single Mailbox Recovery requires a license file. The license file is a NetApp-supplied, read only
text file that specifies license settings. Before Single Mailbox Recovery enables itself, it checks the
license file for the following:

» Software version. The license file must be valid for Single Mailbox Recovery 5.0. You
cannot use a Single Mailbox Recovery 4.2 license file with Single Mailbox Recovery 5.0.

» Licensed agents. Only the agents specified in the license file will be enabled.

VIEWING AND ENABLING AGENTS

To view the currently enabled agents

» On the Help menu, click About and then click License Info.

To enable an agent

1. Contact a sales representative and specify which agent you wish to purchase. A license file
containing the newly enabled agent will be sent to you.

2. Replace the existing .ini file with the new .ini file. The default location for this file is in the
Single Mailbox Recovery directory.

Tip: To view or change the location of the license file, see ““Setting Preferences” on
page 154. In the Single Mailbox Recovery Preferences dialog box, click the Options tab and
read the instructions for the ““License file name™ preference.

Keyboard Shortcuts

14

Menu Bar Keyboard Shortcut
File Menu
Open Source Ctrl+S
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Menu Bar Keyboard Shortcut
Open Target PST Ctrl+T
Open Target Exchange Server Ctrl+E
Close Store Ctrl+L
User Data Wizard Ctrl+W
Exit Alt+F4
Edit Menu

Copy Selection to Clipboard Ctrl+C
Paste Copied Item(s) Ctrl+V
Paste Special Ctrl+Y
Delete DEL
Rename Ctrl+R
New Folder Ctrl+N
New Mailbox Ctrl+M
Move To Folder (Microsoft Exchange | Ctrl+Shift+V
Server as a Target - Find window)

Cut (Microsoft Exchange Serverasa | Ctrl+X
Target - Find window)

View Menu

Refresh Screen F5
Tools Menu

Integrity Check Ctrl+l
Export Ctrl+P
Create Reports Ctrl+O
Find F3
Online Help

View Help F1

15
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CHAPTER 1

USING THE SINGLE MAILBOX RECOVERY
EXTRACTWIZARD

Overview

If you have not yet extracted backed-up Exchange Information Store data, try using Single Mailbox
Recovery ExtractWizard. The Single Mailbox Recovery ExtractWizard extracts both private and
public Exchange Information Store data from tape and disk backups to any alternate location (e.qg.,
machine, volume, folder), thereby eliminating the need for a recovery server. In contrast, most
backup programs let you restore Exchange data only to the same or duplicate server from which it
was backed up.

The Direct Method of extracting backed-up Exchange data reads the tape or disk file directly
without needing the original backup software installed. This method is useful if the original backup
software is unavailable and you know the tapes on which the Exchange Information Store backups
reside. For more information, see “Method of Extraction” on page 19.

The Advanced Method uses your existing backup software to extract an Exchange database from a
backup server or tape library, across the network, to the computer running Single Mailbox
Recovery ExtractWizard. The Advanced Method takes full advantage of your backup software’s
knowledge of individual set locations and robotic library support. This is the fastest method to
extract an Exchange Information Store from the most recent backups managed by your backup
server.

For information about the Advanced Method of extracting backed-up Exchange data, see “Using
the Single Mailbox Recovery ExtractWizard Advanced Method™ on page 35.

Prerequisites

» Single Mailbox Recovery ExtractWizard requires that the tape drive be configured and
active in the Device Manager.

* Single Mailbox Recovery ExtractWizard works best with Windows drivers supplied
directly from the manufacturer of the tape drive hardware.

 If Single Mailbox Recovery ExtractWizard is installed on your backup server, make sure the
services for the backup software are disabled.

17
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Single Mailbox Recovery ExtractWizard

The Single Mailbox Recovery ExtractWizard steps you through the extracting process of both
private and public Exchange Information Store data from tape and disk backups to any alternate
location.

Welcome Page

1. Click Start, and then point to Programs. Point to NetApp, point to Single Mailbox
Recovery, and then click Single Mailbox Recovery ExtractWizard. The first page
describes the wizard.

[ill Single Mailbox Recovery ExtractWizard E|E|E]

Welcome to the Single Mailbox Recovery ExtractWizard

This wizard will help you extract an Exchange Information store from a backup set. This
backup set may reside on a backup tape or on disk in the form of a backup file.

Once extracted, you can load the data into Single Mailbox Recovery and restore mailboxes,
folders and Emails to a running Exchange server or to a local Persaonal Data Store file (*.pst).

Single Mailbox Recovery ExtractWizard supports different backup software with Single
Mailbox Recovery ExtractWizard Agents. If you need to purchase agents, click About.

About
Click Next to begin.
“ Powered by
Kroll Ontrack:

NetApp

Mext > Exit Help

Figure 1-1. Single Mailbox Recovery ExtractWizard Welcome Page
Single Mailbox Recovery ExtractWizard: Pointing to a NetApp Device

In order for Single Mailbox Recovery ExtractWizard to operate, one or more NetApp storage
systems must be present on the same network as the one on which Single Mailbox Recovery
ExtractWizard is installed.

The first time you start Single Mailbox Recovery ExtractWizard, complete the following steps to
point Single Mailbox Recovery ExtractWizard to the presence of a NetApp storage system that is
running in the same network environment.

1. When the Single Mailbox Recovery ExtractWizard Welcome page appears, click About
and then click License Info to display the License Information page.

2. Locate the Storage appliance name or IP address field. Type or browse and select the
name or address of any NetApp storage system on the network and press the Enter key.

18
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Note: The name or IP address of any NetApp storage system in the environment will
suffice, whether or not you intend to carry out Single Mailbox Recovery ExtractWizard
operations on it.

3. After you press the Enter key, click the Close button (Be sure to press the Enter key first)
to close the License information box.

4. Click OK to close the About box and redisplay the Single Mailbox Recovery ExtractWizard
Welcome page.

5. Click Next.
Note: After you have specified the name or IP address of a NetApp storage system in the
environment once, you do not need to enter it again, as long as the specified storage system
exists in this network environment.

Method of Extraction

The second page of the Single Mailbox Recovery ExtractWizard offers two methods of extracting
backed-up Exchange data: “Direct Method” on page 19 and “Advanced Method” on page 20.

Method of BExdraction
Please extract the data directly or use the backup software.

" Direct Method The direct method reads the tape or disk file directly without needing the original backup
software installed.

+ Advanced Method The advanced method leverages the backup software's knowledge of individual backup set
locations and robotic library support to quickly extract online exchange backups. This
method requires the backup client software to be installed on this computer.

Select the sofware used to create the backup.

NT Backup

Symantec Backup Exec
CA BrightStor ARCserve
EMC NetWorker

Veritas NetBackup

[E3] KN

|EM Tivoli Storage Manager
HP OpenView Storage Data Protector v

< Back | B | Hep |

Figure 1-2. Selecting IBM Tivoli Storage Manager in the Method of Extraction Advanced Method

DIRECT METHOD

The Direct Method reads the tape or disk file directly without needing the original backup software
installed. This method is useful if the original backup software is unavailable and you know the
tapes on which the Exchange Information Store backups reside.

The Direct Method has the following requirements:
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» The tape drive must be directly attached to the computer and configured and active in the
Windows Device Manager.

» The latest Windows drivers supplied directly from the manufacturer of the tape drive
hardware should be installed for best results.

» Both online and offline Exchange backups are supported.

» As Single Mailbox Recovery ExtractWizard reads tapes one at a time, you must manually
insert and eject each tape when prompted.

» 1f Single Mailbox Recovery ExtractWizard is installed on your backup server, make sure
the services for the backup software are disabled.

ADVANCED METHOD

The Single Mailbox Recovery ExtractWizard Advanced Method uses your existing backup
software to extract an Exchange database from a backup server or tape library, across the network,
to the computer running Single Mailbox Recovery ExtractWizard. The Advanced Method takes full
advantage of your backup software’s knowledge of individual set locations and robotic library
support. This is the fastest method to extract an Exchange Information Store from the most recent
backups managed by your backup server.

Once configured for the Advanced Method, Single Mailbox Recovery ExtractWizard seamlessly
integrates with your backup software and fully supports your existing catalogs, backups, and tape
library. No other changes to your existing backup architecture or settings are required.

The Advanced Method offers two choices: the API method of extraction and the Exchange
Emulation method of extraction. They share the following requirements;

» Only online Exchange backups are supported. This includes full, copy, incremental, and
differential backups.

» The backup client software must be installed on the computer running Single Mailbox
Recovery ExtractWizard.

Note: The Exchange Emulation method has additional requirements. For information on using the
Advanced Method of extracting backed-up Exchange data, see “Using the Single Mailbox
Recovery ExtractWizard Advanced Method™ on page 35.
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Exchange Information Store Extraction Source

On the next page of the Single Mailbox Recovery ExtractWizard, select the Exchange Information
Store extraction Source.

Exchange Information Store Extraction Source
Please indicate where the files are to be extracted from.

" Extract from Disk

{* Extract from Tape

Insert the tape in your tape device and click Next to continue.

¥ Enable Prescan for more accurate time estimates.

" Use Catalog File

File: | o |
< Back Meat = Exit Help

Figure 1-3. Exchange Information Store Extraction Source

Do one of the following:

» Select Extract from Disk. Then type the extraction Source file path, use the history drop-
down menu, or browse to it. Click Next.

» Select Extract from Tape. Then insert a backup tape in your tape device and, if desired,
select the Enable Prescan option for more accurate time estimates. Click Next.

« If the Single Mailbox Recovery ExtractWizard cannot locate a tape in the selected device, it
will prompt you to insert the tape. If you have more than one tape device connected to your
system, another screen will appear. Select the device containing the tape.

» Select Use Catalog File. Then browse to a previously created catalog file, or use the history
drop-down menu. Look for the .ewc extension on the file. Click Next.

Important: In order to select this option, you must have previously created one or more
Single Mailbox Recovery ExtractWizard catalog files. For information on creating an
Single Mailbox Recovery ExtractWizard catalog file, see “Step 3: Saving a Catalog File”
on page 31.
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The Catalog Performance Options page of the Single Mailbox Recovery ExtractWizard offers
five options for cataloging Exchange backup data sets. All five of the options will automatically
skip over known backup types that do not contain Exchange Information Store files. These types
include registry backups, SQL backups, UNIX backups, image backups, NetWare backups, and
Macintosh backups.

Catalog Performance Dptions
Please select the catalog method to use.

" Catalog Online Exchange backup datasets only
Online backups are created using Exchange-specific backup software.

o

Catalog Online and Offline Exchange backup datasets,
Offline backups are normal file systern backups. Cataloging offline backups will be slower than anline onky

Agent for EMC MetWorker allows you to catalog a select set of 35105 on tapes only. This will decrease the time it
takes to catalog a tape. This does not applhy to EMC MetWorker *.0 files.

-

Caralog specific Object [D far IBM Tivali Only:

Agent for IBM Tivoli Storage Manager allows you to catalog a select set of Object IDs. This will decrease the time it
takes to catalog a tape or file.

-

Catalog specific Job 1D for Commyault Galaxy Only:

Agent for Commault Galaxy allows you to catalog a select set of Job IDs. This will decrease the time it takes to
catalog atape ar file.

< Back | Mest » | Exit Help

Figure 1-4. Catalog Performance Options

To choose a catalog performance option
1. Select one of the following options.

» Catalog Online Exchange backup datasets only: This option will catalog only
known online Exchange backup datasets. It will skip all other types of backups. If the
backup type is unknown, it will be skipped.

» Catalog Online and Offline Exchange backup datasets: This option will catalog
known online and offline Exchange backup datasets. If an unknown backup type is
encountered, Single Mailbox Recovery Extract Wizard will catalog it just in case it is a
new backup identifier for Exchange backups. This option is slower because it will
catalog more types of backups.

» Catalog SSID for EMC NetWorker only: Enter a specific Save Set ID (SSID) or a
list of SSIDs, separated by commas, in the box. This option is available only if the
EMC NetWorker agent is installed and you selected a tape source. Single Mailbox
Recovery ExtractWizard will catalog only the SSIDs listed. When Single Mailbox
Recovery ExtractWizard detects the end of the SSIDs in the list, it will stop
immediately and rewind the tape.

This option greatly increases the catalog speed for EMC NetWorker users who want to
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start on a tape in the middle of a span set. If you select a specific SSID search on a non-
EMC NetWorker tape, it will behave identically to the second option (Catalog Online
and Offline Exchange backup datasets).

» Catalog specific object ID for IBM Tivoli only: Enter a specific object ID or a list of
object IDs, separated by commas, in the box. This option is available only if the IBM
Tivoli agent is installed. Single Mailbox Recovery ExtractWizard will catalog only the
object 1Ds listed. When Single Mailbox Recovery ExtractWizard detects the end of the
object IDs in the list, it will immediately stop processing.

This option greatly increases the catalog speed for Tivoli users who know the Object 1D
of the backup they wish to extract. If you select a specific Object ID search on a non-
Tivoli tape, it will behave identically to the second option (Catalog Online and Offline
Exchange backup datasets).

» Catalog specific job ID for CommVault Galaxy only: Enter a specific job ID or a list
of job IDs, separated by commas, in the box. This option is available only if the
CommVault Galaxy agent is installed. Single Mailbox Recovery ExtractWizard will
catalog only the sessions associated with the Job IDs entered, both online and offline
sessions. Single Mailbox Recovery ExtractWizard will be unable to know when all data
associated with the Job ID has been processed; therefore, Single Mailbox Recovery
ExtractWizard will be unable to stop cataloging early and will still need to process the
entire tape. Using this option will still greatly increase the speed of the catalog, because
all other sessions can be quickly skipped over.

This option greatly increases the catalog speed for CommVault Galaxy users who know
the job IDs of the backup they want to extract. This option also applies to CommVault
backup-to-disk files. If you select a specific job ID search on a non-CommVault Galaxy
tape, it will behave identically to the second option (Catalog Online and Offline
Exchange backup datasets).

Note: All five options skip known non-Exchange backups (such as registry, SQL, Unix,
Mac, and Netware).

2. Click Next.
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The Catalog Progress page of the Single Mailbox Recovery ExtractWizard displays the

progression of the cataloging process and the time remaining until completion. The Single Mailbox

Recovery ExtractWizard catalogs the disk or tape and locates the Information Store data.
Cataloging a disk backup is much faster than cataloging a full tape. During cataloging, the Single

Mailbox Recovery ExtractWizard can be in one of four states: initializing, reading (processing one

block at a time), scanning (seeking ahead multiple blocks), and rewinding.

In addition, CommVault Galaxy Backup & Recovery displays a pre-cataloging stage (i.e., reading

session information from the backup) after the initializing stage.

Do one of the following:

» Click Cancel if you want to stop the catalog process. If you click Cancel, the Single
Mailbox Recovery ExtractWizard catalog will display all files that it found to that point.

» When the catalog is completed, click Next to proceed to the next page of the Single
Mailbox Recovery ExtractWizard.

Catalog Progress

Cataloging:
Time Elapsed:
Time Remaining:
Throughput:

Bytes Searched:

Q

Please wait while we search for Exchange Information Store data.

E:\ Temp"Exchange Server.bkf

00h:00m:00s

00h:00m:00s
0.00 bytes ‘hr

0 Bytes of: 0 Bytes

Initializing...

| Cancel | Help

Figure 1-5. Catalog Progress
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Single Mailbox Recovery ExtractWizard

On the Exchange Information Store File Selection page of the Single Mailbox Recovery
ExtractWizard, you can select both the private and public Exchange Information Store files that you
want to extract from an Exchange backup. This page of the wizard requires you to perform four

steps:

“Step 1: Viewing an Exchange Backup”

“Step 2: Extracting an Online or Offline Backup”
“Step 3: Saving a Catalog File”

“Step 4: Completing the Exchange Information Store Selection”

STEP 1: VIEWING AN EXCHANGE BACKUP

1. On the left side of the window, click the plus sign (+) next to a backup set to view its

volumes.

. Select a volume (select its name, not its check box) to display the Exchange Information
Store files on the right side of the window.

In the illustration below, the Microsoft NT Backup contains four backup sets and five
volumes. Each backup set lists the session day and time (e.g., 8/29/2003 12:34 AM). Each
volume lists the machine name and volume name (e.g., EXCH\Second Storage Group).

I ion Store File Sel

1
Please select the Exchange Information Store files you wish to copy to disk.

--[] catalog

- D 8/29/2003 12:33 PM
[ EXCH\5econd Starage

= D 8/2972003 12:34 PM
eSS

= D 8/29/200312:35 PM
[J EXCH'\5ecand Starage

= D 8/29/2003 12:358 PM
[ EXCH'\5econd Storage
[ EXCH \First Storage

< | >

If you select an Exchange Information Store file which spans another tape, you will be prompted to insert the next tape in

O Privz.edb
D Privz.stm

sequence when the current tape has reached its end.

Taotal Files: i)

Total Size:

Exchange Information Store File

[ eo10003D.10g
O eo10003E.1ag

0 Bytes

Date
3/29/200312:34 PM  No
5/29/2003 12:34 PM  No
5/29/2003 12:34 PM  No
8/29/200312:34 PM  No

Size
12.001 MB
2.00 MB
5.00 MB
5.00 MB

Spans

[ Save Catalog File:

j Browse...

< Back

Next > Bt |

Figure 1-6. Viewing a full online disk backup (Microsoft NT Backup)

STEP 2: EXTRACTING AN ONLINE OR OFFLINE BACKUP

After viewing the Exchange backup sets and information store files, you can select the files you
want to extract. When viewing and selecting files, keep in mind the following points:

» Microsoft NT Backup, Symantec Backup Exec, VERITAS NetBackup, and IBM Tivoli

Storage Manager can contain multiple backup sets for both disk and tape backups.
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» CA ARCserve Backup and EMC NetWorker can contain only one backup set for disk, but
multiple backup sets for tape.

To extract a full online (normal) backup

» On the Exchange Information Store File Selection page of the Single Mailbox Recovery
ExtractWizard, select the .edb, .stm, and .log files, as well as .pat files, if they exist.

Example 1: Extracting a Full Online Disk Backup (Microsoft NT Backup)

A Microsoft NT Backup to disk can contain multiple backup sets and volumes. Each
backup set lists the session day and time (e.g., 8/29/2003 12:34 AM). Each volume lists the
machine name and volume name (e.g., EXCH\Second Storage Group).

Innf ion Store Fle Selection
Please select the Exchange Information Store files you wish to copy to disk.

= Catalog Exchange Information Store File Size | Date Spans
=[] 8/29/2003 12:33 PM Priv2.edb 12.01 MB 8/29/2003 12:34PM No
[J EXCH Second Storage Priv2.stm 200ME 8/29/2003 12:34PM Mo
-1-[#] 8/29/2003 12:34 PM E0100030.log S.O0ME 8/29/2003 12:34PM  No
EXCH} 5econd Storage E010003E log S.O0ME 8/29/2003 12:34PM  No

= D B8/28/2003 12:35PM
[0 EXCH),Second Storage
= D B/29/2003 12:38PM
[ EXCH),Second Storage
[J EXCH\First Storage

< R
If you select an Exchange Information Store file which spans another tape, you will be prompted to insert the next tape in
sequence when the current tape has reached its end.

Total Files: 4 Total Size: 25,186,304 Bytes

[~ Sawve Catalog File: j Browse...

<Back Next > Bt | Hep |

Figure 1-7. Extracting a full online disk backup (Microsoft NT Backup)

» Example 2: Extracting a Full Online Disk Backup (CA ARCserve Backup)
A CA ARCserve backup to disk can contain only one backup set and volume. The backup
set lists the session day and time (e.g., 8/29/2003 10:32 AM). Each volume lists the machine
name and volume name (e.g., Exch\First Storage Group).
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Exchange Information Store File Selection
Flease select the Exchange Information Store files you wish to copy to disk.

= Catalog Exchange Information Store File Size | Date Spans
=I-[w] 8/29/2003 10:32 AM exchelean.edb 55.01 MB 8/29/2003 10:32 AM No
EXCH',5econd Storage exchclean.stm 400ME 8/29/2003 10:32 AM Mo
Priv2.edb 12.01 MB 8/29/2003 10:32 AM  No
Priv2.stm 2.00MBE 8/29/2003 10:32 AM Mo
ED]DDDS?.IDQ 5.00ME B/29/2003 10:32 AM Mo
< R

If you select an Exchange Information Store file which spans another tape, you will be prompted to insert the next tape in
sequence when the current tape has reached its end.

Total Files: 5 Total Size: 51,829,888 Bytes

[ Sawve Catalog File: j Browse...

< Back Next > Bt | Hep |

Figure 1-8. Extracting a full online disk backup (CA ARCserve Backup)

Example 3: Extracting a Full Online Tape Backup (EMC NetWorker)

An EMC NetWorker backup to tape can contain multiple backup sets and volumes. This
example only displays one online backup set. The backup set lists the SSID (e.g.,
4247758661). The volume lists the machine name and volume name.

Exchange Information Store File Selection
Please select the Exchange Information Store files you wish to copy to disk.

= Catalog Exchange Information Store File Size | Date Spans

--|v] 4247758661 PRIV.EDE 369.00 ME 8/5/2003 7:49 AM No
PUB.EDB 6.00ME 8/5/2003 7:49 AM No
EDEO0460.LOGC S.00ME 8/5/2003 7:49AM No

EDBO0461.LOG S.00MB 8/5/2003 7:49 AM No

EDE0D0462.LOGC SO0ME 8/5/2003 7:49 AM No

EDED0463.LOGC S.O00ME 8/5/2003 7:49 AM No

EDEO0464.LOGC S.00ME 8/5/2003 7:49 AM No

PRIV.PAT 8.00KB 8/5/2003 7:49AM No

PUB.PAT 8.00KE 8/5/2003 7:43AM No

If you select an Exchange Information Store file which spans another tape, you will be prompted to insert the next tape in
sequence when the current tape has reached its end.

Total Files: 9 Total Size: 419,463,168 Bytes

[~ Sawe Catalog File: j Browse...

< Back Next > Exi | Help

Figure 1-9. Extracting a full online tape backup (EMC NetWorker)

» Example 4: Extracting a Full Online Tape Backup (VERITAS NetBackup)
A VERITAS NetBackup to tape can contain multiple backup sets and volumes. This

example only displays one online backup set. Each backup set lists the session day and time
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(e.g., 11/17/2005 3:42 PM). Each volume lists the machine name. Online backups also
include the volume name (e.g., pc\First Storage Group).

Exchange Information Store File 5election
Pleaze select the Exchange Information Store files you wish to copy ta disk.

= D Catalog Exchange Information Store File Size | Date Spans
=-[11{15/2004 4:21 P O publ.edb 701 MB 12(3/2005 10:32 AM  No
C O publ.stm 400ME 12({3/2003 10:32 AM No
[ peisecond Storage [ eooooo4da.lag SO00ME 12{3/200310:32AM HNo

[ et Third Storage

< ¥
If wou select an Exchange Infarmation Store file which spans another tape, you will be prompted to insertthe nexttape in
sequence when the current tape has reached its end.

Total Files: a Total Size: 0 Eytes

[ . at [ : = :
< Back | Mext » | Exit | Help |

Figure 1-10. Extracting a full online tape backup (VERITAS NetBackup)

To extract the last full online and every incremental backup

» Onthe Exchange Information Store File Selection page of the Single Mailbox Recovery
ExtractWizard, select all of the files (e.g., .edb, .log, .stm, .pat) from the last full online
(normal) backup, plus the .log files from every incremental backup.

Exchange Information Store File Selection
Please select the Exchange Information Store files you wish to copyto disk.

= Catalog Exchange Information Stare File Size | Date Spang
=[] 3/2/2003 8:18 AM E010004E log 500MB  9/2/2003 321 8M Mo
EXCH\Second Storage EO10004C lag SO0ME 9/2/2003%:214M No
=] 97272003 843 Ak E010004D.log S00ME 9/2/20035:21AM Mo
ExCHhSecond Storags EOT0004E log SODME 9/2/2003521 AM Mo

= 9/2/2003 319 AM
EXCH\Second Storage
= 9/2/2003 3:21 AM

nd Storage

< >
If you select an Exchange Information Store file which spans another tape, you will be prompted to ingert the next tape in sequence when
the current tape has reached itz end.

Total Files: 23 Tatal Size: 124,801,024 Butes

[~ Save Extractwizard Catalog File: ﬂ Browse...

< Back Next > Exit | Help |

Figure 1-11. Extracting the full online plus every incremental backup to disk (Microsoft NT
Backup)
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To extract the last full online and last differential backup

» On the Exchange Information Store File Selection page of the Single Mailbox Recovery
ExtractWizard, select all of the files (e.g., .edb, .log, .stm, .pat) from the last full online
(normal) backup, plus the .log files from the last differential backup.

Exchange Information Store Rle Selection
Please select the Exchange Information Store files you wish to copy to disk.

= Catalag Exchange Information Stare File Size | Date Spans
=[] 9/2/2003 331 AM E010004E. log RODMBE 9/2/200393334M No
ExCH\Second Starage E010004F log RODME 9/2/20029:334M Mo
= [ 97272003 532 A E0100050.ag EOOME 9/2020033:33AM Ma
: Eﬂfzﬁgg\gsggi‘; Starage E0100051.log BO0ME 9/2/20033:334M Mo
S E0100052.log BODME 9/2/20033334M Mo
= e E0100053.log SO00MB  9/2/2003 3:334M Mo
E0100054.1og RODME 9/2/20033:334M Mo
E1 00055 log SO0ME 9/2/2003 3:33AM Mo
E100056.log SO0ME 9/2/20033:33AM Mo
E0100057.log BODME 9/2/20033:334M Mo
E0100058.log BODME 9/2/2003333AM Mo

4 >
If you select an Exchange Information Store file which spans another tape, you will be prompted to insert the next tape in sequence when
the cumrent tape has reached itz end.

Total Files: 14 Total Size: 134,238,208 Bytes
[ Save ExtractWizard Catalog File: j Browse...
< Back Nest > B | Hep |

Figure 1-12. Extracting the last normal plus the last differential backup to disk (Microsoft
NT Backup)

To extract an online copy backup (plus every incremental or last differential)
Use the same procedure for extracting a copy backup as you do for extracting a full online backup.
A copy backup also works the same as a full online backup when extracting a copy backup plus
every incremental or last differential backup. For more information see the following topics:

» To “extract a full online (normal) backup” on page 26

» To “extract the last full online and every incremental backup” on page 28

» To “extract the last full online and last differential backup” on page 29

Note: The only difference between a full online backup and a copy backup is the following: For a
full online backup, the .log files are truncated. For a copy backup, the .log files are not truncated.

About Extracting a Full Offline Backup
The Single Mailbox Recovery ExtractWizard works the same for an offline backup as it does for an
online backup. There are four differences between an offline backup and an online backup:

1. For an offline backup, you need to extract the .edb and .stm files. To ensure that all email
data is recovered, you should also include all .log files, as well as .pat and .chk files if they
exist. Single Mailbox Recovery performs its own verification process and will include the
Jlog, .pat, and .chk files to determine if it needs them to recover the data.

2. An offline backup can contain a .chk file.
3. The name of the volume for an offline backup displays the drive letter.
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4. The volume for an offline backup extracts the full path for the Information Store files.

To extract a full offline backup
» On the Exchange Information Store File Selection page of the Single Mailbox Recovery
ExtractWizard, select the .edb and .stm files. To ensure that all email data is recovered, you
should also select .log files, as well as .pat and .chk files if they exist.

Exchange Information Store File Selection
Fleasze select the Exchange Information Store files you wish to copy to disk.

= Catalog Exchange Information Store File Size | Date Spans
=[] 4013 [l pub1 edb 135.01 ME  4/13/2006 1:50PM Mo
SEEE [ pub 1 stm 200MB  4/13/2006 1:50PM Mo
EOOD1FDE.log SOOME  4/13/2006 1:50PM Mo

4 b
If wou select an Exchange Information Stare file which spans another tape, wou will be prompted to insert the next tape in
sequence when the current tape has reached its end.

Total Files: 3 Total Size: 148,918,272 Bytes

[ Sawe Catalog File: j Erowse...
< Back | Mest » | E=it | Help |

Figure 1-13. Extracting a full offline disk backup (Microsoft NT Backup)

About Extracting a Backup from Exchange Server 5.5 vs. Exchange Server 2000/2003/2007

Extracting data from Exchange Server 5.5 works the same way as extracting data from Exchange
Server 2000/2003/2007. However, when you are selecting files to extract on the Exchange
Information Store File Selection page of the Single Mailbox Recovery ExtractWizard, you will
notice two differences:

» Exchange Server 5.5 through Exchange Server 2000 (SP1) contain .pat (patch) files in their
information stores, whereas Exchange Server 2000 (SP2) and later do not contain .pat files
in their information stores.

In Exchange Server 5.5 through Exchange Server 2000 (SP1), the .pat files are used to
record information on page splits. In Exchange Server 2000 (SP2) and later, the
functionality provided by .pat files is incorporated into Exchange log files.

» Exchange Server 2000/2003 information stores contain .stm files in addition to the .edb
files. Exchange Server 5.5 and Exchange Server 2007 (SP1) do not contain .stm files.
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Using the “Show Duplicates” Option for CommVault Galaxy Backup & Recovery

Single Mailbox Recovery ExtractWizard has a “Show Duplicates” check box for CommVault
users. Duplicates can occur when CommVault Backup fails and restarts. You can select this check
box, and if duplicates exist, they will appear on the right side of the Single Mailbox Recovery
ExtractWizard window. If Single Mailbox Recovery ExtractWizard or Single Mailbox Recovery
encounters a problem with a file, you can then attempt to extract its duplicate. This feature saves
time by allowing you to extract only that file (i.e., its duplicate) which encountered the problem,
instead of performing a full extraction of all of the files in the session.

To use the “Show Duplicates” Option for CommVault Galaxy Backup & Recovery
1. Select the Show Duplicates check box. If duplicates exist, they will appear on the right side
of the Single Mailbox Recovery ExtractWizard window.

2. Select the duplicate(s) of the file(s) that encountered problems in Single Mailbox Recovery
ExtractWizard or Single Mailbox Recovery, and click Next.

3. Complete the remaining steps of the Single Mailbox Recovery ExtractWizard.

STEP 3: SAVING A CATALOG FILE

The catalog file saves all the information that Single Mailbox Recovery ExtractWizard needs to
extract from a backup disk or tape. Saving a catalog file means that the next time you extract from
that tape or backup disk, you can skip the catalog process.

To save a Catalog File
1. On the Exchange Information Store File Selection page of the Single Mailbox Recovery
ExtractWizard, select the files you want to extract, and then select the Save Single Mailbox
Recovery ExtractWizard Catalog File check box.
2. Browse to the desired location, type a file name, and click Save. Note that the catalog file is
not saved until you click Next.

Exchange Information Store Fle Selection
Please select the Exchange Information Store files you wish to copy to disk.

Catalog Exchange Information Store File Size| Date Spanz
= L] 3/2/2003 3.31 AM E D004E. lng SO0ME 9/2/20033:33AM Mo
ExCHtSecond Storage Group E010004F log 5O0ME 9/2/20033:334M Mo
=[] 9/2/2003 332 &M EO100050.log SODME 9/2/2003%334M Mo
. 9?252?%2\98:30 m Storage Giroup EO100051.log EODME 9/2/20033:334M Mo
e : - - EO100052.log EO0ME 9/2/2003333AM Mo
EEE— E0100053.log 500ME  9/2/20033334M No
EO100054.log EO0ME 9/2/2003333AM Mo
EO1 00055, lag EO0ME 9/2/2003333AM Mo
EO1 00056 log EO0ME 9/2/2003333AM Mo
EO100057.log EO0ME 9/2/2003333AM Mo
. EO1 00058, log SO00ME 9/2/2003%334M Mo

If pou select an Exchange Information Stare file which spans another tape, you will be prompted ta insert the nest tape in sequence when
the curent tape has reached itz end.

Total Files: 14 Total Size: 134,238,208 Bytes
[v Save Extractiwizard Catalog File: j Browse...
< Back Next > Bt | Help |

Figure 1-14. Saving a Catalog File
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STEP 4: COMPLETING THE EXCHANGE INFORMATION STORE SELECTION

On the Exchange Information Store File Selection page of the Single Mailbox Recovery
ExtractWizard, make sure you have selected the Information Store files that you want to extract,
and saved the Single Mailbox Recovery ExtractWizard catalog file, if desired. Then click Next to
proceed to the last page of the wizard.

Exchange Information Store Destination Folder

Use the Exchange Information Store Destination Folder page of the wizard to specify a location for
the extracted data.

1. On the Exchange Information Store Destination Folder page of the Single Mailbox
Recovery ExtractWizard, type the path where you want Single Mailbox Recovery
ExtractWizard to extract the data, use the history drop-down menu, or browse to the desired
location and type the file name. (The Browse window lets you create a new folder on the
Target volume, unless you are running Windows NT 4).

2. Click Next. The Single Mailbox Recovery ExtractWizard verifies that you have enough
disk space as well as access rights to create files and directories.

Exchange Information Store Destination Folder
Fleaze select the folder where the Exchange Infarmation Store files should be placed.

Type the path for the falder where the Exchange Information Store files will be copied, or click the Browse buttoh to select
an already existing folder.

Cestination Faolder:

C:\Documents and Settings Wy Documents |\ Search Results Report j Browse... |

< Back | Mext > Exit Help

Figure 1-15. Exchange Information Store Destination Folder
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Exchange Information Store Copy Progress

The Exchange Information Store Copy Progress page of the Single Mailbox Recovery
ExtractWizard shows the progress of the Single Mailbox Recovery ExtractWizard extracting the
Exchange Information Store data to the destination folder. This process may take some time.

The top bar indicates the progress for the file that is currently being extracted. The bottom bar
indicates the progress for all of the files. For EMC NetWorker and NetBackup tapes, the top bar
may switch back and forth between files if they are interleaved.

During file extraction, Single Mailbox Recovery ExtractWizard can be in one of four states:
initializing, reading (processing one block at a time), scanning (seeking ahead multiple blocks), and
rewinding.

Exchange Information Store Copy Progress
Please wait while the Exchange Information Store files are copied to the destination,

Processing: V\ExtractWizard Datal 4-13-2006 EXCHZ003 Public Falders bkf

Processing Block: 50,659

cCopying: File 1 of 3

From: 4 15_2006 1_50 PMYFirstStorage Grouplpubl.edb

Ta: ChDocuments and Settings vy Docu. PMYEXCHZ003 Y First Storage Groupipubl.edb

Tirme Elapsed: O0h:00r:04s

Copied: 51,391,264 Bytes of: 141,570,045 Bytes

Total Time Remaining: 00h:00m: 1 4s
Total: 31,391,264 Bytes of: 148,918,272 Bytes

| Cancel | Help

Figure 1-16. Exchange Information Store Copy Progress

Note: You can click Cancel to stop the process. The file currently being extracted will be deleted,
but you can access any files that have completed extraction.

33



C 1 USING THE SINGLE MAILBOX RECOVERY EXTRACTWIZARD
FAZIER Organizing the Extracted Files for Single Mailbox Recovery

Completing the Wizard

The last page of the Single Mailbox Recovery ExtractWizard displays all of the files that were
successfully extracted. If you are satisfied with the results, click Finish.

[id Single Mailbox Recovery ExtractWizard E|§|@

Single Mailbox Recovery ExtractWizard Finished

Allfiles were successfully extracted:

Extract started on 3/20/2008 at 5:37.56 AM,
Extract finished on 372072008 at 5:39:13 AM.
Elapsed tirne 00R:O1m:1 75,

Extracted 121,655,296 Bytes of 121,655,296 Eytes.

Successful files:

CATempi\d_12_2006 10_29 AM\PCVXZ003 \FirstStarage Groupipubl . edb
Cih\Templ4_12_2006 10_29 AM|PCWVXZ003\First Storage Crouplpubl . stm
CATempi\d_12_2006 10_29 AM\PCVXZ003First Storage Croup\EOOOOZEGS.log

<Back |I Finish ! Help

Figure 1-17. Single Mailbox Recovery ExtractWizard complete

If you extracted multiple data sets, see “Organizing the Extracted Files for Single Mailbox
Recovery” on page 34.

Organizing the Extracted Files for Single Mailbox Recovery

Before using the extracted files to restore Exchange mail items, you will need to organize the
extracted files for Single Mailbox Recovery if the backup was created using one of the following
backup methods:

 Online incremental backup

» Online differential backup

 Offline backup

For detailed information, see “Organizing Files Extracted from Other Backup Applications” on
page 286.
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USING THE SINGLE MAILBOX RECOVERY
EXTRACTWIZARD ADVANCED
METHOD

Overview

The Single Mailbox Recovery ExtractWizard Advanced Method uses your existing backup
software to extract an Exchange database from a backup server or tape library, across the network,
to the computer running Single Mailbox Recovery ExtractWizard. The Advanced Method takes full
advantage of your backup software’s knowledge of individual set locations and robotic library
support. This is the fastest method to extract an Exchange Information Store from the most recent
backups managed by your backup server.

Once configured for the Advanced Method, Single Mailbox Recovery ExtractWizard seamlessly
integrates with your backup software and fully supports your existing catalogs, backups, and tape
library. No other changes to your existing backup architecture or settings are required.

Note: For information on using the Direct Method of extracting backed-up Exchange data, see
“Using the Single Mailbox Recovery ExtractWizard™ on page 17.

Single Mailbox Recovery ExtractWizard Advanced Method: Two Modes of Operation
The Single Mailbox Recovery ExtractWizard Advanced Method offers you two choices:

* API Method: With this method, Single Mailbox Recovery ExtractWizard communicates
directly with the backup software server through methods provided by the client side .dll
files. For more information, see “Using the APl Method” on page 37. The API method is
used for these types of backup software:

» IBM Tivoli Storage Manager — see “Using the APl Method for IBM Tivoli Storage
Manager” on page 37
* EMC NetWorker — see “Using the APl Method for EMC NetWorker” on page 43

» Exchange Emulation: With this method, Single Mailbox Recovery ExtractWizard appears
as an Exchange Server to the backup software. You run the backup software and extract the
Exchange data to the computer running Single Mailbox Recovery ExtractWizard. For more
information, see “Using the Exchange Emulation Method” on page 50. The Exchange
Emulation method is used for these types of backup software:
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Microsoft NT Backup — see “Exchange Emulation for Microsoft NT Backup” on
page 52

HP OpenView Storage Data Protector — see “Exchange Emulation for HP OpenView
Storage Data Protector” on page 65

Symantec Backup Exec — see “Exchange Emulation for Symantec Backup Exec 8.6
and 9.1/10.1/11d” on page 75

VERITAS NetBackup — see “Exchange Emulation for Veritas NetBackup” on

page 108

CA ARCserve Backup— see “Exchange Emulation for CA ARCserve Backup” on
page 97

CommVault Galaxy Backup & Recovery — see “Exchange Emulation for CommVault
Galaxy Backup & Recovery” on page 118

Requirements for Using the Single Mailbox Recovery ExtractWizard Advanced Method

The API and Exchange Emulation advanced methods share three main requirements:

Only online Exchange backups are supported. This includes full, copy, incremental, and
differential backups.

The backup client software must be installed on the computer running Single Mailbox
Recovery ExtractWizard.

One or more NetApp storage systems must exist in the same network environment.

Note: The Exchange Emulation method has additional requirements. For more information, see
“Requirements for Using the Exchange Emulation Method™” on page 51.
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Using the API Method

The API method of extracting backed-up Exchange data allows Single Mailbox Recovery
ExtractWizard to communicate directly to the backup software server. Single Mailbox Recovery
ExtractWizard queries the backup server for online Exchange backups using the backup software’s
API (Application Program Interface). You then select which backups you want extracted and
Single Mailbox Recovery ExtractWizard will extract the databases to the desired location on disk.

Using the API Method for IBM Tivoli Storage Manager

1.

2.

Install the IBM Tivoli client software on the computer that will be running Single Mailbox
Recovery ExtractWizard.

Start Single Mailbox Recovery ExtractWizard. Click Start, and then point to Programs.
Point to NetApp, point to Single Mailbox Recovery, and then click Single Mailbox
RecoveryExtractWizard. The first page describes the wizard.

[id Single Mailbox Recovery ExtractWizard E|§| EI

Welcome to the Single Mailbox Recovery ExtractWizard

This wizard will help you extract an Exchange Information store from a backup set. This
backup set may reside on a backup tape or on disk in the form of a backup file.

Once extracted, you can load the data into Single Mailbox Recovery and restore mailboxes,
folders and Emails to a running Exchange server or to a local Personal Data Store file (*.pst).

Single Mailbox Recovery ExtractWizard supports different backup software with Single
Mailbox Recovery ExtractWizard Agents. If you need to purchase agents, click About.

About

Click Next to begin.

NetApp

Kroll Ontrack:

Next > Exit Help

Figure 2-1. Single Mailbox Recovery ExtractWizard Welcome Page

Note: If you have not already done so, click About and License Info to specify the name or
address of a NetApp storage device as described in “Single Mailbox Recovery
ExtractWizard: Pointing to a NetApp Device” on page 18; otherwise, continue to Step 3.

Click Next.

The Method of Extraction page of the Single Mailbox Recovery ExtractWizard offers two
methods of extracting backed-up Exchange data. For more information on these two
methods, see “Method of Extraction” on page 19.
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Methed of Edraction
Flease extract the data directly or use the backup software.

" Direct Method The direct method reads the tape or disk file directly without needing the original backup

software instalied.

' Advanced Method The advanced method leverages the backup software's knowledge of individual backup set
locations and robaotic library support to quickly extract online exchange backups. This
method requires the backup client software to be installed on this computer.

Select the sofware used to create the backup.

I
NT Backup

Symantec Backup Exec
CA BrightStor ARCserve
EMC MetWorker

Veritas NetBackup

I3«

|EM Tivoli Storage Manager
HP OpenView Storage Data Protector v

< Back Mest > Bt Help

Figure 2-2. Method of Extraction

Select the Advanced Method option.
Select IBM Tivoli Storage Manager from the drop-down menu.

Click Next. The Connection Parameters page of the Single Mailbox Recovery
ExtractWizard lets you specify the backup server and client computer names.

Connection Parameters
Specify the backup server and client computer names.

Backup Server: I j Enter the name of the cqm_puter on which the
backup server software is installed.

: Enter the name of the computer or node on which the

et Hoce: || LJ backup client software is installed. This should also
be the name of the computer or node Exchange
Server is installed on.

Password: I Enter the client password.

- Protacol

(* TCP/IP Port 1300 " Named Pipe I

Only catalog Exchange databases that were backed up in this time period

[T Al W Last90days [ Onor Afer [ On or Befare

< Back Next > Edt | Help |

Figure 2-3. Connection parameters for NT Backup

7. Specify the connection parameters:
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» For Backup Server, enter the name of the computer on which the backup server
software is installed.

» For Client Node, enter the IBM Tivoli client node that backed up the Exchange
Information Store.

» [For Password, enter the client password.
» For Protocol, select one of the following options:

==>TCP/IP Port: Refer to your IBM Tivoli Storage Manager user guide or help for
instructions.

==>Named Pipe: Refer to your IBM Tivoli Storage Manager user guide or help for
instructions.

» For Only catalog Exchange databases that were backed up in this time period,
select the desired time period.

Note: The Catalog Progress page of the Single Mailbox Recovery ExtractWizard shows the
catalog progress. The Single Mailbox Recovery ExtractWizard queries the Tivoli backup
server database for Information Store backups.

Exchange Emulation
Fleasze use pour backup software ta restare your backup.

Using your backup software, select the option o restare to a different computer and enter TARCET as the
Exchange server destination. If wour backup software asks for alog file or ternporary file directory, enter
C:h\Documents and Settings \jbrown {hy Documents\Search Results Repoart) as the path.

Festore to: TARGCET

Lag file path: CiiDacurments and Settings \My Docurments \Search Results Report),
Storage Groups: FirstStarage

Initializing...

Click Stop when wour backup software completes extracting files.

| Stop | Help

Figure 2-4. Initializing the Catalog Process

8. Do one of the following:

 Click Cancel if you want to stop the catalog process. If you click Cancel, the Single
Mailbox Recovery ExtractWizard catalog will display all files that it found to that
point.

* When the catalog is completed, click Next to proceed to the next page of the Single
Mailbox Recovery ExtractWizard.
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The Exchange Information Store File Selection page of the Single Mailbox Recovery
ExtractWizard lets you select both the private and public Exchange Information Store files
that you want to extract from an Exchange backup.

In the following example, IBM Tivoli Storage Manager can contains multiple backup sets
and volumes. Each backup set lists the session day and time (e.g., Feb 08 14:01:29 2005).
Each volume lists the computer name and volume name. The objects belonging to the
volume appear on the right side of the window. One object contains the log files, and the
other object contains the .edb and .stm files.

Note: An asterisk (*) next to a backup indicates that it is an incremental or differential
backup.

Exchange Information Store File Selection
Pleaze select the Exchange Infarmation Store files pou wish to copy to digk.

E|-- Catalog Exchange Information Store File Size | Date | Spans |
|_—‘_| Feb 05 1401:29 2005 S5.00ME 2 2 230
EXCHSThMUser [ s Thusers 1,058.14MB  2/5/2005 2:01 PM  N{A
[]--D Feb 05 13:57:58 2005
@[] Feb 08 13:56:02 2005
@[] Feb 08 13:39:25 2005
B[] Feb 08 13:00:29 2005
- [] Feb 08 12:59:12 2005
[ Feb 08 12:56:2% 2005
-] Feb 08 12:58:03 2005
b
£
£
[
[

|»

]--D Feb 058 12:56:57 2005
]--D Feb 05 12:56:44 2005
]--D Feb 058 12:56:40 2005
]--D Feb 08 12:48:29 2005
]--D Feb 08 12:46:05 2005 LI

Tatal Files: 2 Total Size: 1,115,656,925 Bytes * Incremental fDifferential Backup

< Back I Heut » I Exit | Help

Figure 2-5. Extracting a full online disk backup (IBM Tivoli Storage Manager)

9. On the left side of the window, click the plus sign (+) next to a backup set to view its
volumes.

10. Select a volume (select its name, not its check box) to display the Exchange Information
Store objects on the right side of the window.

11. Select the check boxes next to the objects containing the .log, .edb, and .stm files, as well as
.pat files, if they exist.

12. Click Next. The Exchange Information Store Destination Folder page of the Single
Mailbox Recovery ExtractWizard lets you select a folder for the extracted files.
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Exchange Information Store Destination Folder
Flease select the folder where the E xchange Information Stare files should be placed.

Type the path for the folder where the Exchange Inforrmation Store files will be copied, or click the Browse button to select
an already existing folder.

Destination Folder:

C:\Docurments and Settings \My Documents|Search Results Report j Erowse.. |

< Back | Mest > E xit Help

Figure 2-6. Exchange Information Store Destination Folder

13. Under Destination Folder, specify a location for the extracted files.

14. Click Next. Before proceeding to extract the Exchange Information Store data to the
destination folder, Single Mailbox Recovery ExtractWizard performs two verification steps.

« First verification: The Single Mailbox Recovery ExtractWizard checks for the
following conditions:

You have specified the name or address of a NetApp storage system that
exists in your network environment in the License information box of the
Single Mailbox Recovery ExtractWizard as described in “Single Mailbox
Recovery ExtractWizard: Pointing to a NetApp Device” on page 18.

A LUN on a NetApp storage system is connected to an available drive letter
on the Single Mailbox Recovery server. You do not need to use this LUN as
the Destination Folder.

The Destination Folder resides on CIFS share on a NetApp storage system,
and the CIFS share is either mapped to a drive letter on the Single Mailbox
Recovery server or is accessed by a specified UNC path.

The Destination Folder resides on a CIFS share on a Windows server that has
a NetApp LUN connected to it, and the CIFS share is either mapped to a
drive letter on the Single Mailbox Recovery server or is accessed by a
specified UNC path.

If Single Mailbox Recovery ExtractWizard does not find any of the above conditions, the
Enter Storage Appliance Name dialog box appears and prompts you to enter the name of a
NetApp storage system.
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Enter Storage Appliance Name

Enter the narme of a NetApp storage appliance or the natme
of a computer with aSnapDrive mounted from the storage
appliance.

Storage appliance name or IP address:
I |
0K I Cancel | Erowse... |

Figure 2-7. Enter Storage Appliance Name dialog box

15. If the Enter Storage Appliance Name dialog box appears, do one of the following:
» Enter or browse to the host name of a NetApp storage system.
 Enter the IP address of a NetApp storage system.

16. Click OK to proceed to the next verification.

17. Second verification: The Single Mailbox Recovery ExtractWizard verifies that you have
enough disk space as well as access rights to create files and directories, and then begins to
extract the Exchange Information Store files you have selected.

18. After both checkpoints have been passed successfully, the Exchange Information Store
Copy Progress page of the Single Mailbox Recovery ExtractWizard shows the progress of
the Single Mailbox Recovery ExtractWizard extracting the Exchange Information Store
data to the destination folder. This process may take some time.

Exchange Information Store Copy Progress

Fleaze wait while the Exchange |nfarmation Stare files are copied to the destination.
Processing: WhExtractwizard Data) 4-13-2006 EXXCHZ003 Public Folders. bkf
Processing Block: 30,659
Copying: File 1 of 3
Frarm: 4 13_2006 1_50 PMFirstStorage Crouppubl.edb
To: Ci\Docurnents and Settings \ My Docu. PM{EXCH2003\First Storage Group\publ.edb
Tirme Elapsed: 00h:00rm:04s
Copied: 31,391,264 Bytes of: 141,570,045 Bytes
Total Tirme Eemaining: 00h:00m:14s
Total: 31,391,264 Bytes of: 148,918,272 Bytes
Reading.....

| | Cancel | Help

Figure 2-8. Exchange Information Store Copy Progress

19. (Optional) Click Cancel only if you want to stop the process. The file currently being
extracted will be deleted, but you can access any files that have completed extraction.

The last page of the Single Mailbox Recovery ExtractWizard displays all of the files that
were successfully extracted.
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[id Single Mailbox Recovery ExtractWizard E|§|@

Single Mailbox Recovery ExtractWizard Finished

Al files were successfully extracted:

Extract started on 3/20/2008 at §:37:56 AM.
Extractfinished on 3{20f2005 at §:39:13 AM.
Elapsed time 00h:01m:17s.

Extracted 121,655,296 Bytes of 121,655,296 Bytes.

Successtul files:

CATermpl4_12_2006 10_29 AM\PCWXZ003 4\ First Storage Grouppubl.edb
ChATemph4_12_2006 10_29 AM\PCYXZ003\FirstStorage Groupipubl.stm
CATermph4_12_2006 10_29 AM\PCWX2003 First Storage Croup YEQOOOZES. log

NetApp

< Back | Help

Figure 2-9. The Finished window for Single Mailbox Recovery ExtractWizard

20. If you are satisfied with the results, click Finish.

21. If you extracted multiple data sets, see “Organizing the Extracted Files for Single Mailbox
Recovery” on page 138.

Using the API Method for EMC NetWorker

Before you use the APl Method for EMC NetWorker, you must do the following:

» For EMC NetWorker 7.3 and older: Make sure your current login has remote access to
the client to which you are restoring. To gain remote access, perform these steps: 1) Run
NetWorker Administrator. 2) Select Manage Clients. 3) Right-click the Exchange client
you wish to restore the database from and click Edit. 4) In the Remote tab, enter your full
user name in the Remote Access box. Example: postmaster@netapp.com.

e For EMC NetWorker 7.4: Make sure your current login has remote access to the client to
which you are restoring. To gain remote access, perform these steps: 1) Run NetWorker
Administrator. 2) Select Manage Clients. 3) Right-click the Exchange client you wish to
restore the database from and click Edit. 4) In the client Properties, click the Globals (1 of
2) tab. Add the machine name that will be running Single Mailbox Recovery ExtractWizard
in the Aliases field for the client.

» Make sure your login has EMC NetWorker administrative rights to get correct sizes for
Exchange files. If you do not have these rights, you can still run Single Mailbox Recovery
ExtractWizard, but you will not get accurate extraction progress.

To use the API Method for EMC NetWorker

1. Install the EMC NetWorker client software on the computer that will be running Single
Mailbox Recovery ExtractWizard.

43



USING THE SINGLE MAILBOX RECOVERY EXTRACTWIZARD ADVANCED METHOD
CHAPTER 2 Usi
sing the API Method

2. Start Single Mailbox Recovery ExtractWizard. Click Start, and then point to Programs.
Point to NetApp , point to Single Mailbox Recovery, and then click Single Mailbox
Recovery ExtractWizard. The first page describes the wizard.

Note: If you have not already done so, click About and License Info to specify the name or
address of a NetApp storage device as described in “Single Mailbox Recovery
ExtractWizard: Pointing to a NetApp Device” on page 18; otherwise, continue to Step 3.

[id Single Mailbox Recovery ExtractWizard g|§|g]

Welcome to the Single Mailbox Recovery ExtractWizard

This wizard will help you extract an Exchange Information store from a backup set. This
backup set may reside on a backup tape or on disk in the farm of a backup file.

Once extracted, you can load the data into Single Mailbox Recovery and restore mailboxes,
folders and Emails to a running Exchange server or to a local Personal Data Store file (*.pst).

Single Mailbox Recovery ExtractWizard supports different backup software with Single
Mailbox Recovery ExtractWizard Agents. If you need to purchase agents, click About.

About
Click Next to begin.
“ Powered by
Kroll Ontrack’

MetApp

Next > Exit Help

Figure 2-10. Single Mailbox Recovery ExtractWizard Welcome Page

3. (Optional) To change the location of the license file, click About and then click License
Info. Under License File Name, specify a new location.

The license file controls which Single Mailbox Recovery ExtractWizard agents are active.
For more information, see “Single Mailbox Recovery Agents” on page 3 and “About the
license file” on page 14.

The Method of Extraction page of the Single Mailbox Recovery ExtractWizard offers two
methods of extracting backed-up Exchange data. For more information on these two
methods, see “Method of Extraction” on page 19.
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Method of Extraction
Please extract the data directly or use the backup software.

" Direct Method The direct method reads the tape or disk file directly without needing the original backup
software installed.

* Advanced Method The advanced method leverages the backup software's knowledge of individual backup set
locations and robotic library support to quickly extract online exchange backups. This
method requires the backup client software to be installed on this computer.

Select the sofware used to create the backup.

EMC NetWorker|

sl

CA BrightStar ARCserve

Veritas NetBackup

|IBM Tivali Storage Manager

HP OpenView Storage Data Protector
CommVault Calaxy Backup & Recovery
UltraBac v

< Back Next > Bt ‘ Help |

Figure 2-11. Selecting EMC NetWorker in the Method of Extraction Advanced Method

4. On the Method of Extraction page of the Single Mailbox Recovery ExtractWizard, select
Advanced Method and EMC NetWorker.

5. Click Next. The Connection Parameters page of the Single Mailbox Recovery
ExtractWizard lets you specify the backup server and client computer names.

Connection Parameters
Specify the backup server and client computer names.

Backup Server: I j Enter the name of the cqm_puter on which the
backup server software is installed.

= Enter the name of the computer or node on which the

Client: | LJ backup client software is installed. This should also
be the name of the computer or node Exchange
Server is installed on.

Only catalog Exchange databases that were backed up in this time period

[T Al v Last90days [ On or After [ On or Before

< Back Next > Bt | Help |

Figure 2-12. Connection parameters for EMC NetWorker
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6. Specify the connection parameters:

» For Backup Server, enter the name of the computer on which the backup server
software is installed.

» For Client, enter the EMC NetWorker client that backed up the Exchange Information
Store.

» For Only catalog Exchange databases that were backed up in this time period,
select the desired time period.

Note: The Catalog Progress page of the Single Mailbox Recovery ExtractWizard shows the
catalog progress. The Single Mailbox Recovery ExtractWizard queries the EMC NetWorker
backup server database for Information Store backups.

Catalog
Cuerying the database for Exchange backups
i
CQuerying the backup server database for Exchange backups. ‘%
Initializing...
| Cancel | Help

Figure 2-13. Initializing the Catalog Progress

Do one of the following:

 Click Cancel if you want to stop the catalog process. If you click Cancel, the Single
Mailbox Recovery ExtractWizard catalog will display all files that it found to that
point.

» When the catalog is completed, click Next to proceed to the next page of the Single
Mailbox Recovery ExtractWizard.

Note: The Exchange Information Store File Selection page of the Single Mailbox
Recovery ExtractWizard lets you select both the private and public Exchange Information
Store files that you want to extract from an Exchange backup.

« In the following example, EMC NetWorker can contains multiple backup sets and
volumes. Each backup set lists the session day and time (e.g., Wed Jan 26 14:36:58
2005). Each volume lists the computer name and volume name.

Note: An asterisk (*) next to a backup indicates that it is an incremental or differential
backup.
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Exchange Information Store File Selection
Flease select the Exchange Information Store files you wish to copy to disk,
- Catalog || Exchange Infarmation Stare File Size | Date | Spans
B [JWed Jan 26 1436:54 2005 || [ ] 5TMusers.edb Unknown 1 /2672005 234 PM N /A
STMusers.stm Unknown 12672005 2:34 P M{A
E0100006 I0g S.00ME  1/26/2005 Z:54PM R /A
-] Wed Jan 26 14:31:23 2005
-] Wed Jan 26 14:20:51 2005
[]--D *Tue Jan 25 14:31:43 2005
[]--|:| *Tue Jan 25 14:530:25 2005
[]--D *Tue Jan 25 14:30:06 2005
[]--D Tue Jan 25 14:29:57 2005
[]--D Tue Jan 25 10:5%:17 2005
[]--|:| Tue Jan 25 10:56:22 2005
[]--D Tue Jan 25 10:55:37 2005
-
s P e AF AL A A A AmAE
j&f _'I_I
Total Files: 3 * Incrernental fDifferential Backup
< Back I Mext > I E it Help

Figure 2-14. Extracting a full online disk backup (EMC NetWorker)

8. On the left side of the window, click the plus sign (+) next to a backup set to view its
volumes.

9. Select a volume (select its name, not its check box) to display the Exchange Information
Store objects on the right side of the window.

10. Select the check boxes next to the .log, .edb, and .stm files, as well as .pat files, if they exist.

11. Click Next. The Exchange Information Store Destination Folder page of the Single
Mailbox Recovery ExtractWizard lets you select a folder for the extracted files.
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Exchange Information Store Destination Folder
Flease select the folder where the E xchange Information Stare files should be placed.

Type the path for the folder where the Exchange Inforrmation Store files will be copied, or click the Browse button to select
an already existing folder.

Destination Folder:

C:\Docurments and Settings \My Documents|Search Results Report j Erowse.. |

< Back | Mest > | E xit Help

Figure 2-15. Exchange Information Store Destination Folder

12. Under Destination Folder, specify a location for the extracted files.

13. Click Next. Before proceeding to extract the Exchange Information Store data to the
destination folder, Single Mailbox Recovery performs two verification steps.

« First verification: The Single Mailbox Recovery ExtractWizard checks for the
following conditions:

* You have specified the name or address of a NetApp storage system that
exists in your network environment in the License information box of the
Single Mailbox Recovery ExtractWizard as described in “Single Mailbox
Recovery ExtractWizard: Pointing to a NetApp Device” on page 18.

A LUN on a NetApp storage system is connected to an available drive letter
on the Single Mailbox Recovery server. You do not need to use this LUN as
the Destination Folder.

e The Destination Folder resides on CIFS share on a NetApp storage system,
and the CIFS share is either mapped to a drive letter on the Single Mailbox
Recovery server or is accessed by a specified UNC path.

e The Destination Folder resides on a CIFS share on a Windows server that has
a NetApp LUN connected to it, and the CIFS share is either mapped to a
drive letter on the Single Mailbox Recovery server or is accessed by a
specified UNC path.

If Single Mailbox Recovery ExtractWizard does not find any of the above conditions, the
Enter Storage Appliance Name dialog box appears and prompts you to enter the name of a
NetApp storage system.
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Enter Storage Appliance Name

Enter the narme of a NetApp storage appliance or the natme
of a computer with aSnapDrive mounted from the storage
appliance.

Storage appliance name or IP address:
I |
0K I Cancel | Erowse... |

Figure 2-16. Enter Storage Appliance Name dialog box

14. If the Enter Storage Appliance Name dialog box appears, do one of the following:

» Enter or browse to the host name of a NetApp storage system.
 Enter the IP address of a NetApp storage system.
15. Click OK to proceed to the next verification.

16. Second verification: The Single Mailbox Recovery ExtractWizard verifies that you have

enough disk space as well as access rights to create files and directories, and then begins to

extract the Exchange Information Store files you have selected.

17. After both checkpoints have been passed successfully, the Exchange Information Store

Copy Progress page of the Single Mailbox Recovery ExtractWizard shows the progress of

the Single Mailbox Recovery ExtractWizard extracting the Exchange Information Store

data to the destination folder. This process may take some time.

Exchange Information Store Copy Progress
Fleaze wait while the Exchange |nfarmation Stare files are copied to the destination.

Reading.....

| | Cancel |

Processing: WhExtractwizard Data) 4-13-2006 EXXCHZ003 Public Folders. bkf

Processing Block: 30,659

Copying: File 1 of 3

Frarm: 4 13_2006 1_50 PMFirstStorage Crouppubl.edb

To: Ci\Docurnents and Settings \ My Docu. PM{EXCH2003\First Storage Group\publ.edb

Tirme Elapsed: 00h:00rm:04s

Copied: 31,391,264 Bytes of: 141,570,045 Bytes
Total Tirme Eemaining: 00h:00m:14s

Total: 31,391,264 Bytes of: 148,918,272 Bytes

Figure 2-17. Exchange Information Store Copy Progress

18. (Optional) Click Cancel only if you want to stop the process. The file currently being

extracted will be deleted, but you can access any files that have completed extraction. The
last page of the Single Mailbox Recovery ExtractWizard displays all of the files that were

successfully extracted.
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[idl Single Mailbox Recovery ExtractWizard E|E|@

Single Mailbox Recovery ExtractWizard Finished

All files were successfully extracted;

Extract started on 32072008 at 8:57:56 AM.
Extract finished on 37202008 at 5:39:13 AM.
Elapsed tirme 00h:01m:17s.

Extracted 121,655,296 Bytes of 121,655,296 Bytes,

Successful files:

CATermpl4_1Z2_2006 10_29 AM\PCVYXZ003\FirstStorage Croup'\publ.edb
CATernpid_12_2006 10_29 AMYPCVZ003\FirstStorage Croupipubl.stm
CiATernpl4_12_2006 10_29 AM{PCVE2003 FirstStorage Croup\EODDDZEG.log

< Back

| Help

Figure 2-18. Finished window for Single Mailbox Recovery ExtractWizard

19. If you are satisfied with the results, click Finish.

20. If you extracted multiple data sets, see “Organizing the Extracted Files for Single Mailbox
Recovery” on page 34.

Using the Exchange Emulation Method

The Exchange Emulation method of extracting backed-up Exchange data allows you to run your
backup software and restore to the computer running Single Mailbox Recovery ExtractWizard,
which acts as the alternate Exchange Server. Single Mailbox Recovery ExtractWizard responds to
the backup software by using the same interfaces that Exchange uses.

Two Basic Steps for Using the Exchange Emulation Method

1. Start Single Mailbox Recovery ExtractWizard on the computer where the Exchange
Information Store files will be restored. Then configure it for the Advanced Method of
Exchange Emulation.

2. Start your backup restore software on the computer you normally run it on, and then
perform a redirected online restore to an alternate Exchange Server. The computer running
Single Mailbox Recovery ExtractWizard acts as the alternate Exchange Server.
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Restore Backup
Target Restore
Computer Software
Exchange
Information
Store

Start Single Mailbox Recovery
ExtractWizard and configure the Start your backup restore
restore target computer to

software and perform a
redirected online restore
to an alternate Exchange
Server.

emulate an Exchange server.

Figure 2-19. The Single Mailbox Recovery ExtractWizard Exchange Emulation Method

Terms

Restore Target Computer is the computer running Single Mailbox Recovery
ExtractWizard, where the Exchange Information Store files will be restored.

Backup Restore Software is the backup software used to initiate the restore. It may be on
the same computer running Single Mailbox Recovery ExtractWizard.

Note: For Veritas NetBackup, you must run your backup restore software on the computer running
Single Mailbox Recovery ExtractWizard.

Requirements for Using the Exchange Emulation Method

The Advanced Method for Exchange Emulation has five requirements:

Only online Exchange backups are supported. This includes full, copy, incremental, and
differential backups.

The backup client software must be installed on the computer running Single Mailbox
Recovery ExtractWizard.

Single Mailbox Recovery ExtractWizard cannot be run on an Exchange Server.

Backup restore .dll files must be in the system path on the computer running Single Mailbox
Recovery ExtractWizard. For Exchange Server 2000/2003/2007, esebcli2.dll is required as
well as a registry key pointing to it. For Exchange Server 5.5, edbbcli.dll is required. For

more information, see the instructions for each type of backup software discussed in this
section.

You must have the rights to create and start services on the computer running Single
Mailbox Recovery ExtractWizard.
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Exchange Emulation for Microsoft NT Backup

In order to run Microsoft NT Backup on the computer running Exchange Emulation, NT Backup
must be set up to do online Exchange backups. If it is not, follow the instructions in this Microsoft
Knowledge Base article:

» XADM: How to Use Microsoft NT Backup from a Non-Exchange 2000 Computer
http://support.microsoft.com/?kbid=275876

For information on related topics, refer to these Microsoft Knowledge Base articles:

» XADM: Troubleshooting a Remote Online Backup of Exchange 2000
http://support.microsoft.com/?kbid=275676

» XADM: Files Needed to Perform Exchange NT Backup on Workstation
http://support.microsoft.com/?kbid=181445

Exchange Emulation for NT Backup: Exchange Server 2000/2003/2007 on Windows
2000/XP/2003
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1. On the computer that will be running Single Mailbox Recovery ExtractWizard, do one of

the following:

« Install the Exchange System Management Tools and update the system path to include
the Exchsrvr\bin\ directory.

e Add the path C:\Program Files\Exchsrvr\bin\ to the system path:
winnt\system32 or windows\system32.

| Data
(value nok set)
Ciwindowstsystem3ziesebcliz, dll )

| Tvpe
REG 57
REG_EXPAND_SZ

= g My Computer
-] HKEY_CLASSES_ROGT
[-{2] HKEY_CURRENT_USER.
= HKEY_LOCAL_MACHINE

| hlame
[ab]{Defaul)
Esebchz

~

1 SECURITY

: 1] SOFTWARE b
| EE SYSTEM
i #-( Controlsetont
-] ControlSet0nz
=1 CurrenkControlset

= Cantral
—-{_] BackupRestore

= |

. o

;My Computer\HKEY_LOCAL_MACHINELSYSTEM\ CurrentControlSet)Control\BackupRestarel DLLPaths

=

Figure 2-20. Example of Setting the Registry Key

2. Start Single Mailbox Recovery ExtractWizard. The computer running Single Mailbox

Recovery ExtractWizard is known as the Restore Target Computer.

Note: If you have not already done so, click About and License Info to specify the name or
address of a NetApp storage device as described in “Single Mailbox Recovery
ExtractWizard: Pointing to a NetApp Device” on page 18; otherwise, continue to Step 3.

3. (Optional) To change the location of the license file, click About and then click License

Info. Under License File Name, specify a new location. The license file controls which
Single Mailbox Recovery ExtractWizard agents are active. For more information, see
“Single Mailbox Recovery Agents” on page 3.

Click Next.

5. On the Method of Extraction page of the Single Mailbox Recovery ExtractWizard, select

Advanced Method and NT Backup.
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Method of Exdtraction
Please extract the data directly or use the backup software.

" Direct Method The direct method reads the tape or disk file directly without needing the original backup
software installed.

+ Advanced Method The advanced method leverages the backup software's knowledge of individual backup set
locations and robotic library support to quickly extract online exchange backups. This
method requires the backup client software to be installed on this computer.

Select the sofware used to create the backup.

NT Backup j

< Back Next > Edt | Help

Figure 2-21. Selecting NT Backup in the Method of Extraction Advanced Method

6. Click Next. The Connection Parameters page of the Single Mailbox Recovery
ExtractWizard appears.

Connectlion Parameters
Specify the Exchange Server Storage Group.

Select the Exchange Server version to restore.

The Storage Croup, Site, and Org names are case sensitive and must match exactly as they appear in Exchange System
Manager.

-{* Exchange Server 2000, 2003, or 2007
Please enter the Exchange Storage Croups, seperated by semicolons ( ;)

Storage Groups: First Storage Croup;Second Storage Croup j

" Exchange Server 5.5

Please enter the Exchange Server Site and Org names.

Site: |

Org: |

ke Ll

<Back Next > Bt | Help

Figure 2-22. Selecting the Connection Parameters, NT Backup

7. Select the Exchange Server 2000, 2003, or 2007 option.
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8. Inthe Storage Groups box, enter the name of the storage group you will be extracting. The
storage group name is case sensitive and must match exactly the name that appears in the
Exchange System Manager. You can enter multiple storage groups, separated by semicolons
()

9. Click Next.

10. On the Exchange Information Store Destination Folder page of the Single Mailbox
Recovery ExtractWizard, specify a location for the extracted files. This location must be a
local drive of the form x:\Path where x is a valid drive letter that has an administrative share
associated with it such as x$, and Path is the complete path to a folder (if a folder doesn’t
exist, Single Mailbox Recovery ExtractWizard will create it).

Exchange Information Store Destination Folder
Flease select the folder where the E xchange Information Stare files should be placed.

Type the path for the folder where the Exchange Inforrmation Store files will be copied, or click the Browse button to select
an already existing folder.

Destination Folder:

C:\Documents and Settings \My Documents|Search Results Report j Browse... |

< Back | MHest > | E it Help

Figure 2-23. Exchange Information Store Destination Folder

11. Click Next. Before proceeding to extract the Exchange Information Store data to the
destination folder, Single Mailbox Recovery performs two verification steps.

« First verification: The Single Mailbox Recovery ExtractWizard checks for the
following conditions:

* You have specified the name or address of a NetApp storage system that
exists in your network environment in the License information box of the
Single Mailbox Recovery ExtractWizard as described in “Single Mailbox
Recovery ExtractWizard: Pointing to a NetApp Device” on page 18.

A LUN on a NetApp storage system is connected to an available drive letter
on the Single Mailbox Recovery server. You do not need to use this LUN as
the Destination Folder.

e The Destination Folder resides on CIFS share on a NetApp storage system,
and the CIFS share is either mapped to a drive letter on the Single Mailbox
Recovery server or is accessed by a specified UNC path.

* The Destination Folder resides on a CIFS share on a Windows server that has
a NetApp LUN connected to it, and the CIFS share is either mapped to a
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12.

13.
14.

15.

Using the Exchange Emulation Method

drive letter on the Single Mailbox Recovery server or is accessed by a
specified UNC path.

If Single Mailbox Recovery ExtractWizard does not find any of the above conditions, the
Enter Storage Appliance Name dialog box appears and prompts you to enter the name of a
NetApp storage system.

Enter Storage Appliance Name

Enter the narme of a Netdpp storage appliance or the name
of a cormputer with aSnapDrive mounted fram the storage
appliance.

Storage appliance name or IP address:
I |
OK I Cancel | Erowse... |

Figure 2-24. Enter Storage Appliance Name dialog box

If the Enter Storage Appliance Name dialog box appears, do one of the following:
 Enter or browse to the host name of a NetApp storage system.
» Enter the IP address of a NetApp storage system.

Click OK to proceed to the next verification.

Second verification: The Single Mailbox Recovery ExtractWizard verifies that you have
enough disk space as well as access rights to create files and directories, and then begins to
extract the Exchange Information Store files you have selected.

After both checkpoints have been passed successfully, the Exchange Information Store
Copy Progress page of the Single Mailbox Recovery ExtractWizard shows the progress of
the Single Mailbox Recovery ExtractWizard extracting the Exchange Information Store
data to the destination folder.

When the Exchange Emulation page changes from “Initializing” to “Emulating Exchange
Server,” you are ready to start NT Backup.

Note: Do not click the Stop button until you reach the end of these instructions.
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Exchange Emulation
Pleasze uge your backup software to restore wour backup.

Using your backup software, select the aption to restore to a different cormputer and enter TARCET as the
Exchange server destination. If your backup software asks for a log file or temporary file directory, enter
Ci\Documents and Settings \jbrown | My Docurments\Search Results Reparth as the path.

Restore to: TARGET
Lag file path: CiDocurments and Settings\My Docurments\Search Results Report),
Storage Groups: First Storage

Emulating Exchange Server....

Click Stopwhen your backup software cormpletes extracting files.

| | Stop | Help

Figure 2-25. The Exchange Emulation information window

Tip: You can copy the “Restore to”” and ““Log file path’ information on this page and paste
it into NT Backup when prompted later in this section.

16. Start NT Backup (Backup Utility in Windows XP and 2003) on the computer you normally
run your restores on. This can be the same computer as the one running Single Mailbox
Recovery ExtractWizard.

17. Do one of the following:

» If NT Backup is on a different computer than Single Mailbox Recovery ExtractWizard,
proceed to step 12.

» If NT Backup is on the same computer as Single Mailbox Recovery ExtractWizard,
skip steps 12-15 and proceed to step 16.

18. In NT Backup, click the Backup tab.
19. On the Tools menu, click Remote Store.

20. In the Remote Store window, enter the name of the Restore Target Computer (i.e., the
computer running Single Mailbox Recovery ExtractWizard). The name must be in all
capital letters. See previous step 9 to verify that you are using the “Restore to” value from
the Exchange Emulation page of the Single Mailbox Recovery ExtractWizard. Click OK.

21. If you receive an error stating that the Microsoft Exchange Server does not appear in the
Backup tree (i.e., it does not appear in the left pane in the Backup tab), this means that NT
Backup is not able to verify the Single Mailbox Recovery ExtractWizard emulation.
Therefore, you must follow the steps outlined in this article from the Microsoft Knowledge
Base: “XADM: Troubleshooting a Remote Online Backup of Exchange 2000”:
http://support.microsoft.com/?kbid=275676

When NT Backup has finished verifying the computer, the Restore Target computer appears
under the Microsoft Exchange Server node.

56



USING THE SINGLE MAILBOX RECOVERY EXTRACTWIZARD ADVANCED METHOD

22.

23.
24.
25.

26.

217.

28.

29.
30.

Using the Exchange Emulation Method

In NT Backup, click the Restore tab (the Restore and Manage Media tab in Windows
2003).

In the tree view, select your Exchange backup from the list of media.
Click Start Restore. The Restoring Database Store window appears.

In the Restore To box, enter the name of the Restore Target Computer (i.e., the computer
running Single Mailbox Recovery ExtractWizard). The name must be in all capital letters.
See previous step 9 to verify that you are using the “Restore to” value from the Exchange
Emulation page of the Single Mailbox Recovery ExtractWizard.

In the Temporary location for log and patch files box, enter the log file path. See previous
step 9 to verify that you are using the “Log file path” value from the Exchange Emulation
page of the Single Mailbox Recovery ExtractWizard.

Do not select either of the check boxes at the bottom of the Restoring Database Restore
window.

Click OK. NT Backup will start to restore Exchange files to the Single Mailbox Recovery
ExtractWizard. The Restore Progress window appears.

When NT Backup has finished, click Close and close NT Backup.
In Single Mailbox Recovery ExtractWizard, click Stop and then click Finish.

Exchange Emulation for NT Backup: Exchange Server 5.5 on Windows 2000/XP/2003

1.

On the computer that will be running Single Mailbox Recovery ExtractWizard, make sure
edbbcli.dll is in the system path. The easiest way to ensure this is to copy edbbcli.dll to
winnt\system32 or windows\system32. The edbbcli.dll file can be found on the Exchange
Server in the Exchange Server\bin directory.

Start Single Mailbox Recovery ExtractWizard.

Note: If you have not already done so, click About and License Info to specify the name or
address of a NetApp storage device as described in “Single Mailbox Recovery
ExtractWizard: Pointing to a NetApp Device” on page 18; otherwise, continue to Step 3.

(Optional) To change the location of the license file, click About and then License Info.
Under License File Name, specify a new location. The license file controls which Single
Mailbox Recovery ExtractWizard agents are active. For more information, see “Single
Mailbox Recovery Agents” on page 3.

Click Next.

On the Method of Extraction page of the Single Mailbox Recovery ExtractWizard, select
Advanced Method and NT Backup. Then click Next.
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Method of Exdraction
Please extract the data directly or use the backup software.

" Direct Method The direct method reads the tape or disk file directly without needing the original backup
software installed.

' Advanced Method The advanced method leverages the backup software's knowledge of individual backup set

locations and robotic library support to quickly extract online exchange backups. This
method requires the backup client software to be installed on this computer.

Select the sofware used to create the backup.

NT Backup |

< Back Next > Ba | Hep |

Figure 2-26. Selecting NT Backup in the Method of Extraction Advanced Method

6. On the Connection Parameters page of the Single Mailbox Recovery ExtractWizard,
select the Exchange Server 5.5 option and click Next.

Connectlion Parameters
Specify the Exchange Server Storage Group.

Select the Exchange Server version to restore.

The Storage Croup, Site, and Org names are case sensitive and must match exactly as they appear in Exchange System
Manager.

- Exchange Server 2000, 2003, or 2007
Please enter the Exchange Storage Groups, seperated by semicolons ( ;)

Storage Groups: t5¢ St ] _J

* Exchange Server 5.5

Please enter the Exchange Server Site and Org names.

Site: | T RE EL J
- £

Org: |

< Back Next > Bt | Help |

Figure 2-27. Selecting Exchange Server 5.5 as the Connection Parameters, NT Backup
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7. On the Exchange Information Store Destination Folder page of the Single Mailbox
Recovery ExtractWizard, specify a location for the extracted files. This location must be a
local drive and of the form x:\Path where X is a valid drive letter that has an administrative
share associated with it such as x$, and Path is the complete path to a folder (if a folder
doesn’t exist, Single Mailbox Recovery ExtractWizard will create it).

Exchange Information Store Destination Folder
Flease select the folder where the E xchange Information Stare files should be placed.

Type the path for the folder where the Exchange Inforrmation Store files will be copied, or click the Browse button to select
an already existing folder.

Destination Folder:

C:\Documents and Settings \My Documents|Search Results Report j Browse... |

< Back | MHest > | E it Help

Figure 2-28. Exchange Information Store Destination Folder

8. Click Next. Before proceeding to extract the Exchange Information Store data to the
destination folder, Single Mailbox Recovery performs two verification steps.

« First verification: The Single Mailbox Recovery ExtractWizard checks for the
following conditions:

* You have specified the name or address of a NetApp storage system that
exists in your network environment in the License information box of the
Single Mailbox Recovery ExtractWizard as described in “Single Mailbox
Recovery ExtractWizard: Pointing to a NetApp Device” on page 18.

A LUN on a NetApp storage system is connected to an available drive letter
on the Single Mailbox Recovery server. You do not need to use this LUN as
the Destination Folder.

e The Destination Folder resides on CIFS share on a NetApp storage system,
and the CIFS share is either mapped to a drive letter on the Single Mailbox
Recovery server or is accessed by a specified UNC path.

e The Destination Folder resides on a CIFS share on a Windows server that has
a NetApp LUN connected to it, and the CIFS share is either mapped to a
drive letter on the Single Mailbox Recovery server or is accessed by a
specified UNC path.

If Single Mailbox Recovery ExtractWizard does not find any of the above conditions, the
Enter Storage Appliance Name dialog box appears and prompts you to enter the name of a
NetApp storage system.
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Enter Storage Appliance Name

Enter the narme of a NetApp storage appliance or the natme
of a computer with aSnapDrive mounted from the storage
appliance.

Storage appliance name or IP address:
I |
0K I Cancel | Erowse... |

Figure 2-29. Enter Storage Appliance Name dialog box

9. If the Enter Storage Appliance Name dialog box appears, do one of the following:
» Enter or browse to the host name of a NetApp storage system.
 Enter the IP address of a NetApp storage system.

10. Click OK to proceed to the next verification.

11. Second verification: The Single Mailbox Recovery ExtractWizard verifies that you have
enough disk space as well as access rights to create files and directories, and then begins to
extract the Exchange Information Store files you have selected.

12. After both checkpoints have been passed successfully, the Exchange Information Store
Copy Progress page of the Single Mailbox Recovery ExtractWizard shows the progress of
the Single Mailbox Recovery ExtractWizard extracting the Exchange Information Store
data to the destination folder.

When the Exchange Emulation page changes from “Initializing” to “Emulating Exchange
Server,” you are ready to start NT Backup.

Note: Do not click the Stop button until you reach the end of these instructions.

Exchange Emulation
Pleasze uge your backup software to restore wour backup.

Using your backup software, select the aption to restore to a different cormputer and enter TARCET as the
Exchange server destination. If your backup software asks for a log file or temporary file directory, enter
Ci\Documents and Settings \jbrown | My Docurments\Search Results Reparth as the path.

Restore to: TARGET
Lag file path: CiDocurments and Settings\My Docurments\Search Results Report),
Storage Groups: First Storage

Emulating Exchange Server....

Click Stopwhen your backup software cormpletes extracting files.

| | Stop | Help

Figure 2-30. The Exchange Emulation information window
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Tip: You can copy the “Restore to” information on this page and paste it into NT Backup
when prompted later in this section.

Start NT Backup (Backup Utility in Windows XP and 2003) on the computer you normally
run your restores on. This can be the same computer as the one running Single Mailbox
Recovery ExtractWizard.

In NT Backup, click the Restore tab (the Restore and Manage Media tab in Windows
2003).

In the tree view, select your Exchange backup from the list of media. NT Backup allows you
to restore only one Exchange Information Store at a time.

Note: You cannot restore the Directory.

Click Start Restore. The Restoring Microsoft Exchange window appears.
Select the Erase all existing data check box.

In the Restore To box, enter the name of the Restore Target Computer (i.e., the computer
running Single Mailbox Recovery ExtractWizard). The name must be in all capital letters.
See previous step 7 to verify that you are using the “Restore to” value from the Exchange
Emulation page of the Single Mailbox Recovery ExtractWizard.

Click OK. NT Backup will start to restore Exchange files to the Single Mailbox Recovery
ExtractWizard.

When NT Backup has finished, click Close and close NT Backup.
In Single Mailbox Recovery ExtractWizard, click Stop and then click Finish.

Exchange Emulation for NT Backup: Exchange Server 5.5 on Windows NT 4

1.

On the computer that will be running Single Mailbox Recovery ExtractWizard, make sure
edbbcli.dll is in the system path. The easiest way to ensure this is to copy edbbcli.dll to
winnt\system32 or windows\system32. The edbbcli.dll file can be found on the Exchange
Server in the Exchange Server\bin directory.

Start Single Mailbox Recovery ExtractWizard. The computer running Single Mailbox
Recovery ExtractWizard is the Restore Target Computer.

Note: If you have not already done so, click About and License Info to specify the name or
address of a NetApp storage device as described in “Single Mailbox Recovery
ExtractWizard: Pointing to a NetApp Device” on page 18; otherwise, continue to Step 3.

(Optional) To change the location of the license file, click About and then click License
Info. Under License File Name, specify a new location. The license file controls which
Single Mailbox Recovery ExtractWizard agents are active. For more information, see
“Single Mailbox Recovery Agents” on page 3.

Click Next.

On the Method of Extraction page of the Single Mailbox Recovery ExtractWizard, select
Advanced Method and NT Backup.
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Method of Exdraction
Please extract the data directly or use the backup software.

" Direct Method T